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The completely modernized CJIS
Security Policy v6.0 is here!!

Summary of changes:

Modernized control families:

System and Services Acquisition (SA)

Supply Chain Risk Management (SR)
Personnel Security (PS)

Assessment, Authorization & Monitoring (CA)

Modernizing the Executive Summary
Section 1: Introduction, Section 2: CJISSECPOL Approach, and Section 3: Roles and Responsibilities.

Changing and Refreshing Authenticators in the CJISSECPOL, clarifies which authenticator type requires annual
changing and clarifies the use of a “banned password” list.

Removal Appendix J and K from the CJISSECPOL

Newsletter Update

The current Ouch! newsletter: “Smart Home Devices: Lock Them Down Before Cyber Criminals
@”

Resource Roundup

FBI's Law Enforcement Enterprise Portal (LEEP) provides LE agencies, intelligence groups, and criminal
justice entities access to web-based investigative tools and analytical resources.


https://www.dps.texas.gov/section/crime-records/welcome-tx-cjis-security-office
https://www.sans.org/newsletters/ouch/security-software/
https://www.sans.org/newsletters/ouch/smart-home-devices-lock-them-down-before-cyber-criminals-do/
https://www.sans.org/newsletters/ouch/smart-home-devices-lock-them-down-before-cyber-criminals-do/
https://le.fbi.gov/informational-tools/leep

Cybersecurity & Infrastructure Security Agency (CISA) provides current Cybersecurity Alerts &
Advisories to help detect and mitigate vulnerabilities.

Multi-State Information Sharing & Analysis Center (MS-ISAC) provides cybersecurity webinars, newsletters,
and advisories on known vulnerabilities in popular software free for (State, Local, Tribal, and Territorial) SLTT
entities.

Texas Department of Information Resources — (TX DIR) — provides resources to Texas governmental
entities to help collaborate and share technical resources, join mail lists from Texas Information Sharing and
Analysis Organization (Tx ISAO) and more on DIR's Collaboration Page. You can also access the Texas Risk
and Authorization Management Program (TX-RAMP).

DPS Cyber Security Team also provides Cyber Security Newsletters on the DPS website.

Thank you for subscribing to the CJIS Security Office Technical listserv.

We truly appreciate you.
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