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Texas Department of Public
 
Safety
 

Purchase Order
 

V 
E 
N 
D 
O 
R 

Vendor Number: 00009579 
1263464715500 | CBM ARCHIVES CO LLC 

1779 WELLS BRANCH PKWY 
#110 B-369 
USA 
AUSTIN, TX 78728-7090 

State Sales Tax Exemption Certificate: The undersigned claims an exemption from 
taxes under Chapter 20, Title 122A, Revised Civil Statutes of Texas, for purchase 
of tangible personal property described in this numbered order, purchased from 
contractor and/or shipper listed above, as this property is being secured for the 
exclusive use of the State of Texas. 

P.O. Date: 8/31/2015 

Purchase Order Number 

405-16-P004451 

SHOW THIS NUMBER ON ALL
 
PACKAGES, INVOICES AND
 

SHIPPING DOCUMENTS.
 

Texas Department of Public Safety
 
Law Enforcement Support
S 
5805 North Lamar Blvd

H Austin, TX 78752-4431
 
I
 US 
P Email: eprocurementshipping@dps.texas.gov 

Phone: (512) 424-2000 

T 
O 

B 
I 
L 
L 

T 
O 

Texas Department of Public Safety 
Finance - Accounts Payable - MSC 0130 
PO Box 4087 
Austin, TX 78773-0130 
US 
Email: apinvoices@dps.texas.gov 
Phone: (512) 424-2060 

Payment Terms: 

Shipping Terms: 

Solicitation (Bid) No.: Delivery Calendar Day(s) A.R.O.: 0 

mailto:apinvoices@dps.texas.gov
mailto:eprocurementshipping@dps.texas.gov
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Item # 1 
Class-Item 920-45 

Contract for application maintenance and support of existing TxGang database. The period of services will be from 09/01/2015 through 08/31/2016 
in the amount of $388,800.00. 

The contract includes three (3) one (1) year Optional Renewal periods as follows: $428,400.00 - September 01, 2016 through August 31, 2017; 
$471,600.00 - September 01, 2017 through August 31, 2018;and 
$518,400.00 - September 01, 2018 through August 31, 2019 

This PO incorporates the fully executed Statement of Work dated xx/xxxx. In case of conflicting provisions, the documents shall control in the 
following order of precedence: 

1. DIR contract DIR-SDD-1966 and all amendments 
2. TXDPS issued Purchase Order and any subsequent Purchase Order Change Notices 
3. TXDPS Technology Terms and Conditions dated 12/10/2014 
4. Best And Final Offer response dated 8/13/2015. 
5. TXDPS Solicitation Pricing Request 405-15-R025523 and any subsequent modifications and amendments 
6. CBM Archives Co., LLC response to Request for Offer 405-15-R025523 

Vendor Point of Contact: Jerry Sanders 
jerry.sanders@cbmarchives.com 
361.241.2310 

End User Point of Contact: Michelle Farris 
michelle.farris@dps.texas.gov 
Phone: 512.424.7659 

Procurement Point of Contact: Luis Blanco 
512.424.7626 
luis.blanco@dps.texas.gov 

Quantity Unit Price UOM Discount % 
Total Discount 

Amt. 
Tax Rate 

Tax Amount 
Freight Total Cost 

12.00 $ 32,400.00 EA 0.00 % $ 0.00 $ 0.00 $ 0.00 $ 388,800.00 

LN/FY/Account Code Dollar Amount 
1/16/16-41031-6245-6001- - -1100- - - $ 388,800.00 

Item # 2 
Class-Item 920-40 

TX Gang Development - CO-001 - FY16 

Quantity Unit Price UOM Discount % 
Total Discount 

Amt. 
Tax Rate 

Tax Amount 
Freight Total Cost 

1.00 $ 94,800.00 EA 0.00 % $ 0.00 $ 0.00 $ 0.00 $ 94,800.00 

LN/FY/Account Code Dollar Amount 
2/16/16-65654-6255-1001- - -1100- - - $ 94,800.00 

http:94,800.00
http:388,800.00
mailto:luis.blanco@dps.texas.gov
mailto:michelle.farris@dps.texas.gov
mailto:jerry.sanders@cbmarchives.com
http:518,400.00
http:471,600.00
http:428,400.00
http:388,800.00
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$ 0.00 

FREIGHT: 

TAX: 
$ 0.00 

TOTAL: $ 483,600.00 

APPROVED 

By: Bridget Barksdale, CTCM, CTPM 

Phone#: (512) 424-2888 

BUYER
 

http:483,600.00
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TEXAS DEPARTMENT OF PUBLIC SAFETY (TXDPS) 
Pricing Request (PR) 

PR OPENING  1:00 p.m. 06/30/2015 

SOLICITATION NO:  405-15-R025523 
AGENCY TO INVOICE 

Texas Department of Public Safety
Accounting and Budget Control 

P.O. Box 4087 
Austin, Texas 78773-0130 
apinvoice@dps.texas.gov 

DESTINATION OF GOODS IF DIFFERENT THAN ABOVE 

Texas Department of Public Safety 
5805 N. Lamar Blvd. 
Austin, TX 78752 

FAILURE TO SIGN WILL DISQUALIFY PR 

IF NOT 
QUOTING AUTHORIZED SIGNATURE DATE 
DO NOT 
RETURN 

THIS By signing this PR, the Respondent  certifies that if a 
FORM.	 Texas address is shown as the address of the 

response, the Respondent qualifies as a Texas Bidder 
as defined in 34 TAC Rule 20.32(68). 

t VENDOR ADDRESS AND IDENTIFICATION NUMBER t 

DELIVERY IN _____ DAYS AFTER RECEIPT OF ORDER (ARO)
 
CASH DISCOUNT ____%____ DAYS OR NET 30
 

WHEN QUOTING: 
The Vendor shall indicate pricing with an authorized 
signature on this PR form and fill out all pricing tables or 
attachments. The Vendor may at its option enclose a 
separate Quote on its Company letterhead; however, all 
terms and conditions or deviation language on the Vendor’s 
Quote will not apply to the PR or any awarded Purchase 
Order (PO).  

Vendor Federal VIN#: ______________________ 
Vendor TINS #: ___________________________ 
Vendor Name: ____________________________  
Vendor Address: __________________________ 

Vendor State: ____________________Zip:______ 
Vendor contact: ___________________________ 
Contact Phone #: __________________________ 

THIS PRICING REQUEST (PR) SHALL BE SUBMITTED WITH SIGNATURES AND PRICING 

This PR is solicited in accordance with the Department of Information Resources (DIR) Master Contract(s) awarded for the 
products and services listed below. 

LINE 
ITEM NO. CLASS & ITEM  DESCRIPTION QUANTITY UNIT UNIT 

PRICE EXTENSION 

001 Application Maintenance and Support 
- Service Term 09/01/15 - 08/31/16 

12 MONTHS 

002 Application Maintenance and Support 
- Renewal Option 
- Renewal option # 1- 09/01/16 - 08/31/17 

12 MONTHS 

003 Application Maintenance and Support 
- Renewal Option 
- Renewal option # 2- 09/01/17 - 08/31/18 

12 MONTHS 

004 Application Maintenance and Support 
- Renewal Option 
- Renewal option # 3- 09/01/18 - 08/31/19 

12 MONTHS 

Check below if preference claimed under 34 TAC Rule 20.38 
(__) Goods produced or services offered by a Texas bidder that is owned by a (__) Goods produced or services offered in Texas or offered by a Texas 

Texas resident service-disabled veteran Bidder that is not owned by a Texas resident service-disabled veteran 
(__) Vendors that meet or exceed air quality standards (__) Energy efficient products 
(__) Services offered by a Texas bidder that is owned by a Texas resident (__) Products and services from economically depressed or blighted areas 

service-disabled veteran (__) Products produced at facilities located on formerly contaminated property 
(__) Recycled or Reused Computer Equipment of Other Manufacturers (__) Products made of recycled, remanufactured, or environmentally 
(__) USA produced supplies, materials, or equipment sensitive materials including recycled steel 

PR Revised 4/19/2013	 Page 1 of 3 



    

 
   

     
 

  
   

  
 

 
 

  
     

 
 

 
        

 
 

 
        

             
    

 
 
 

  
       

    
   

 
 

 
   

             
    

 
 

   
            

          
              

            
               

    
 
 

      
    

 
            

 
      

    
   

 
      

     
 

      
 

     
 

ORDER OF PRECEDENCE: 
This Contract is comprised of the following documents and in the event of conflict will control in the following order:
 
The DIR Master Contract;
 
The TXDPS PO with all subsequent Change Orders;
 
The TXDPS Pricing Request Terms and Conditions to DIR Vendors, dated 12/10/14, with all attachments.
 
The Pricing Request as posted with all Attachments, Exhibits and Appendices; and 

The Vendor’s Response.
 

DIR MASTER CONTRACT NUMBER: 
The Vendor shall indicate its DIR Master Contract Number: DIR-SDD-_______ 

DELIVERY: 
The Vendor shall include an estimated time of delivery (business days) ARO: ______________ 

QUANTITIES: 
Enhancement services will be requested on an as needed basis.    TXDPS reserves the right to increase or decrease the quantity 
of the PO at the same original terms and conditions throughout the service term of the PO. The Vendor shall be notified in writing 
with a fully executed contract modification of any requirements for additional quantities. 

TERM AND RENEWAL OPTIONS: 
This Contract is effective from 9/1/15 through 8/31/16 and may be renewed for up to three (3) additional one (1) year option 
periods at the same, original terms and conditions and at the same price quoted for each renewal period providing both parties 
agree in writing prior to the expiration date. 

Scoring Matrix 

Technical Response: 70% 
Cost: 30% 
Total: 100% 

CONNECTED AGREEMENTS: 
If software subscriptions / End-User Licenses / Maintenance & Support or Warranty agreements are applicable to the requested 
products, it is the responsibility of the Vendor to provide such licenses / Agreements with the submission of its PR response. Any 
documents (Vendor’s or 3rd Party) which are provided at a later date, may not be accepted by TXDPS nor applied to the products 
and services procured. Any related requirements will be the sole responsibility of the Vendor to include any costs, deliverables, 
and contractual requirements - TXDPS will have no obligation to any such Terms, Conditions, and / or Requirements. However; 
TXDPS will receive in full, all functionality identified and necessary as stated in such omitted agreements. 

PR DOCUMENTS to be submitted with the Vendor’s Response: 
• PR document with all attachments, exhibits, and addendas 

PR Attachment A - Service Category pricing by title and individual (as back-up to monthly maintenance and support fees 
and as back-up to the flat-fee deliverable for each enhancement Change Order). 

• PR Attachment B- Pricing Request (PR) Terms and Conditions for DIR Vendors: 
o Appendix A- System Security and Access, 
o Appendix B- System Architecture and IT Requirements. 

• PR Attachment C - Statement of Work 
o Appendix A- Cloud Security Alliance’s (CSA) Cloud Control Matrix (CCM) 

• PR Exhibit 1 - Change Order Template 

• PR Exhibit 2- Change Order Completion Acceptance Document 

PR Revised 4/19/2013 Page 2 of 3 



    

 
   

     
   

 
    

   
 
 

 
  

 
 

 
 

  
    

      
          

     
 

   
  

    
  

 
    

       
    

 
    

                 
 

    
 

   
  

       
     

   
 

 
  

 
 

 
 

  
    

    
  

 
 
 
 
 
 
 

FINANCIAL RATING: 
The Vendor shall submit a copy of at least one rating from organizations such as Dun & Bradstreet (D&B) Business Information 
Report or Fitch Ratings.  The report shall include the Respondent’s Viability Score and the Portfolio Comparison Score or similar 
ratings.  Failure to submit copies of the required financial ratings will result in disqualification. 

The Vendor shall provide information and any other financial information reasonably requested by the TXDPS consistent with the 
services provided by the Contractor or otherwise required by the then applicable TXDPS policies for similar contracts. 

SUBMIT RESPONSES TO: 
Contract Specialist: Luis Blanco 
Phone: 512.424.7626 
Email: luis.blanco@dps.texas.gov 

SUBMIT QUESTIONS AND CLARIFICATION REQUESTS TO: 
The individual listed above may be telephoned or emailed for clarification of the specifications only.  No authority is intended or 
implied that specifications may be amended or alternates accepted prior to the response due date without written approval. The 
deadline for Vendors to submit questions in writing is 06/15/2015. TXDPS will respond to the questions in writing and 
post the answers on the ESBD (Electronic State Bidders Daily) on or before 06/19/2015. 

HISTORICALLY UNDERUTILIZED BUSINESS PARTICIPATION: 
In accordance with Texas Gov’t Code §2161.252, each state agency that considers entering into a contract with an expected value 
of $100,000 or more over the life of the contract (including any renewals) shall, before the agency solicits bids, proposals, offers, or 
other applicable expressions of interest, determine whether subcontracting opportunities are probable under this Contract. 

As a Department of Information Resources (DIR) awarded Contractor, your HUB Subcontracting Plan (HSP) included in 
your contract is the official HSP. All respondents, including State of Texas certified Historically Underutilized Businesses 
(HUBs) must submit the HSP with their response to the bid solicitation. 

Note: Responses that do not include their official HSP maybe rejected pursuant to 

Texas Gov’t Code 2161.252(b)
 

If changes are required to your HSP, the Contractor shall seek written approval from the DIR prior to making any modifications to 
the HSP. An approved modified HSP must be sent to the Department of Public Safety (DPS) if awarded. 

POST-AWARD HSP REQUIREMENTS: After contract award, the Department may coordinate a post-award meeting with the 
successful respondent to discuss HSP reporting requirements. The Contractor shall submit the “Prime Contractor Progress 
Assessment Report” (PAR) to the DPS HUB Office at DPSHUB@DPS.TEXAS.GOV and the Contract Administrator on a monthly 
basis (by the 5th day of the following month). This monthly report is required as a condition for payment to report to the agency the 
identity and the amount paid to all subcontractors. 

This contract is issued in accordance with DIR Outsourced Deliverables-Based Projects which can be reviewed at 
http://dir.texas.gov. 

HUB Subcontracting Plan 

UPON MUTUAL CONCURRENCE OF TXDPS AND THE CONTRACTOR, MODIFICATION(S) MAY BE ISSUED FOR ANY 
CHANGES TO THE PURCHASE ORDER (PO), IDENTIFIED DELIVERABLES, AND / OR SERVICETIME LINES SHALL BE 
AGREED TO BY BOTH PARTIES IN WRITING. CHANGES SHALL NOT BECOME EFFECTIVE UNTIL OFFICIAL NOTICE IS 
PROVIDED BY TXDPS PROCURMENT AND CONTRACT SERVICES (P&CS). ANY EQUIPMENT OR SERVICES PROVIDED 
BY THE CONTRACTOR PRIOR TO AUTHORIZATION WILL BE CONSIDERED A DONATION TO THE AGENCY. 

PR Revised 4/19/2013 Page 3 of 3 

mailto:DPSHUB@DPS.TEXAS.GOV
http:http://dir.texas.gov
mailto:luis.blanco@dps.texas.gov


                     

                     

 
 

 
 

Pricing Sheet for Hourly Rates Service Categories RFO 405-15-R012836
 
Per DIR-SDD-_______ Full Organizational Project Team Attachment A
 

All Possible Employees by Service Category and Name 

The following pricing indicates a fixed hourly rate per DIR-SDD-______________ for ALL Vendor employees 
that will be or may be involved with Application Maintenance and Support (M&S) AND Application 
Development and Technology Upgrade/Migration and Transformation (Enhancement).  Service Category 
pricing shall reflect  the fixed hourly rate, which extended, shall identified deliverable cost associated with 
Enhancement deliverables.  Please Expand Cells As Needed. 

Application Enhancement Employees 
Service Category (Service 

Description) Employee Name MSRP % off MSRP 
Unit Price 

Hourly Rate 

Application M&S Employees 
Service Category (Service 

Description) Employee Name MSRP % off MSRP 
Unit Price 

Hourly Rate 



    

                                                                                                          
  

 

 
 

  
 

      
      

  
 

 
    

  
    

   
 

    
    

  
    

     
  

    
    

    

 
 

      
         

   
 

       
 

   
  

  
 

     
 

  
         

   
   

     
  
      
   
  

   
  

 
      

  
       

    
      

   
  

       
    

405-15-R025523	 Attachment B 
PRICING REQUEST (PR)
 

ISSUED BY TXDPS
 
TO DIR VENDORS
 

1.	 Vendor understands that TXDPS is a “Customer” under the Vendor’s DIR Contract referenced on page 1 of the TXDPS Purchase Order, PO. 
In submitting information to TXDPS in response to this PR, Vendor affirms its understanding of the General Provisions of the Vendor’s DIR 
Contract (generally located in Section 3) of Appendix A, DIR Standard Terms and Conditions for Deliverables Based Information 
Technology Services (DBITS) Contracts: 

A.	 Entire Agreement 
The DIR Contract, Appendices, and Exhibits constitute the entire agreement between DIR and the Vendor. No statement, promise, 
condition, understanding, inducement or representation, oral or written, expressed or implied, which is not contained in the Contract, 
Appendices, or its Exhibits shall be binding or valid. 

B. Modification of Contract Terms and/or Amendments 
1)	 The terms and conditions of the DIR Contract shall govern all transactions by Customers under the Contract. The Contract may 

only be modified or amended upon mutual written agreement of DIR and Vendor. 
2)	 Customers will not have the authority to modify the terms of the Contract; however, additional Customer terms and conditions that 

do not conflict with the Contract and are acceptable to Vendor may be added in a Purchase Order and given effect. No additional 
term or condition added in a Purchase Order issued by a Customer can conflict with or diminish a term or condition of the Contract. 
Pre-printed terms and conditions on any Purchase Order issued by Customer hereunder will have no force and effect. In the event of 
a conflict between a Customer’s Purchase Order and the Contract, the Contract term shall control. 

3)	 Customers and Vendor will negotiate and enter into written agreements regarding statements of work, service level agreements, 
remedies, acceptance criteria, information confidentiality and security requirements, and other terms specific to their Purchase 
Orders under the Contract with Vendor. 

2.	 TXDPS issues this PR as Customer under Vendor’s DIR Contract and requests that Vendor submit a response to TXDPS based on these 
additional terms and conditions which TXDPS has determined are specific to the TXDPS PO and are allowable under the provisions of 
Vendor’s DIR Contract, reference Section 1 of this PR.  

3.	 Vendor affirms its understanding that under the DIR DBITS Contract, SOW/PO Issuance clause (generally located in Section 7), Vendor shall 
respond, in writing, to a Statement of Work (SOW) for services as issued by Customers, consistent with the Terms and Conditions of this 
Contract in order to be awarded a Purchase Order. Customer SOWs must be complete, signed by an authorized representative of Customer 
and in the form contained in Attachment C of the Vendor’s DIR Contract. Vendor understands that no work under any SOW issued by 
Customer shall commence until receipt of Purchase Order. 

4.	 BOX CHECKED IF THIS SECTION 4 APPLICABLE TO THIS PR.   ☒ CONFIDENTIALITY AND SECURITY 
REQUIREMENTS 
A.	 General Confidentiality Requirements 

1)	 All information provided by TXDPS or sub-recipients to Vendor or created by Vendor in performing the obligations under this PO 
is confidential and shall not be used by Vendor or disclosed to any person or entity, unless such use or disclosure is required for 
Vendor to perform work under this PO. 

2)	 The obligations of this section do not apply to information that Vendor can demonstrate: 
a.	 Is publicly available; 
b.	 Vendor received from a third party without restriction on disclosure and without breach of contract or other wrongful act; 
c.	 Vendor independently developed without regard to the TXDPS confidential information; or 
d.	 Is required to be disclosed by law or final order of a court of competent jurisdiction or regulatory authority, provided that 

Vendor shall furnish prompt written notice of such required disclosure and shall reasonably cooperate with TXDPS at TXDPS’ 
cost and expense, in any effort made by the TXDPS to seek a protection order or other appropriate protection of its confidential 
information. 

3)	 Vendor shall notify sub-recipient in writing of any unauthorized release of confidential information within two (2) business days of 
when Vendor knows or should have known of any unauthorized release of confidential information obtained from sub-recipient(s). 

4)	 Vendor shall maintain all confidential information, regardless whether obtained from TXDPS or from sub-recipient(s) in confidence 
during the term of this PO and after the expiration or earlier termination of this PO. 

5)	 If Vendor has any questions or doubts as to whether particular material or information is confidential information, Vendor shall 
obtain the prior written approval of TXDPS prior to using, disclosing, or releasing such information. 

6)	 Vendor acknowledges that TXDPS’ and sub-recipient’(s) confidential information is unique and valuable, and that TXDPS and sub­
recipient(s) may have no adequate remedy at law if Vendor does not comply with its confidentiality obligations under this PO. 
Therefore, TXDPS shall have the right, in addition to any other rights it may have, to seek in any Travis County court of competent 

Pricing Requests – Basic T’s & C’s Page 1 of 20 OGC (rev. 12/10/14) 
DIR Vendors 



    

                                                                                                          
  

 

  
      

 
      

   
 

       
   

    
  

   
  

    
   

 
 

   
 

  
  
   

 
  

    
    
    

     
   

  
     

  
          

    
     

     
       

 
  

  
    

   
  
        
  

      
       

 
     
     
   

    
   

   
       

 
  

   
     

    

405-15-R025523	 Attachment B 
jurisdiction temporary, preliminary, and permanent injunctive relief to restrain any breach, threatened breach, or otherwise to 
specifically enforce any confidentiality obligations of Vendor if Vendor fails to perform any of its confidentiality obligations under 
this PO. 

7)	 Vendor shall immediately return to TXDPS all confidential information when this PO terminates, at such earlier time as when the 
confidential information is no longer required for the performance of this PO or when TXDPS requests that such confidential 
information be returned. 

8)	 Information, documentation and other material in connection with this PO, including the Vendor’s Offer, may be subject to public 
disclosure pursuant to the Texas Government Code, Chapter 552. 

9)	 The FBI and TXDPS have computer security requirements.  The Vendor’s and subcontractor’s employees working on this 
assignment shall sign and submit appropriate agreements and abide by these security requirements, within five (5) calendar days of 
TXDPS’ request. 

B.	 Sensitive Personal Information 
To the extent this subsection does not conflict with the subsection herein entitled “General Confidentiality Requirements,” Vendor shall 
comply with both subsections.  To the extent this subsection conflicts with the subsection herein entitled “General Confidentiality 
Requirements,” this subsection entitled “Sensitive Personal Information” controls. 
“Sensitive personal information” is defined as follows: 
1)	 An individual’s first name or first initial and last name in combination with any one or more of the following items, if the name and 

the items are not encrypted: 
a.	 Social security number; 
b.	 Driver’s license number or government-issued identification number; or 
c.	 Account number or credit or debit card number in combination with any required security code, access code, or password that 

would permit access to an individual’s financial account; or
 
2) Information that identifies an individual and relates to:
 

a.	 The physical or mental health or condition of the individual; 
b.	 The provision of health care to the individual; or 
c. Payment for the provision of health care to the individual. 

3) Sensitive personal information does not include publicly available information that is lawfully made available to the public from the 
federal government or a state or local government. 

4) “Breach of system security” is defined as follows: Unauthorized acquisition of computerized data that compromises the security, 
confidentiality, or integrity of sensitive personal information Vendor maintains under this PO, including data that is encrypted if the 
Vendor’s employee or agent accessing the data has the key required to decrypt the data.  Good faith acquisition of sensitive personal 
information by an employee or agent of Vendor for the purposes of performing under this PO is not a breach of system security 
unless the employee or agent of Vendor uses or discloses the sensitive personal information in an unauthorized manner. 

5) Vendor shall implement and maintain reasonable procedures, including taking any appropriate corrective action, to protect from 
unlawful use or disclosure any sensitive personal information collected or maintained by Vendor under this PO. 

6) Vendor shall notify TXDPS, any affected sub-recipient and the affected people of any breach of system security immediately after 
discovering the breach or receiving notification of the breach, if sensitive personal information was, or is reasonably believed to 
have been, acquired by an unauthorized person.  However, Vendor shall delay providing notice to the affected people and sub-
recipients at TXDPS’ request, if TXDPS determines that the notification shall impede a criminal investigation.  The notification to 
the affected people shall be made as soon as TXDPS determines that it will not compromise any criminal investigation.
 

7) Vendor shall give notice as follows, at the Vendor’s expense:
 
a.	 Written notice; 
b.	 Electronic notice, if the notice is provided in accordance with 15 U.S.C. Section 7001; 
c.	 Notice as follows: 

i.	 If Vendor demonstrates that the cost of providing notice would exceed $250,000, the number of affected people exceeds 
500,000, or Vendor does not have sufficient contact information for the affected people, Vendor may give notice as 
follows: 
•	 Electronic mail, if Vendor has an electronic mail address for the affected people; 
•	 Conspicuous posting of the notice on the Vendor’s website; 
•	 Notice published in or broadcast on major statewide media; or 

ii.	 If Vendor maintains its own notification procedures (as part of an information security policy for the treatment of sensitive 
personal information) that comply with the timing requirements for notice under this subsection entitled “Sensitive Personal 
Information,” Vendor may provide notice in accordance with that policy. 

8)	 If this subsection requires Vendor to notify at one time more than 10,000 people of a breach of system security, Vendor shall also 
notify, without unreasonable delay, each consumer reporting agency (as defined by 15 U.S.C. Section 1681a) that maintains files on 
consumers on a nationwide basis, of the timing, distribution, and content of the notices. 

9)	 In the event of a breach of system security, if sensitive personal information was, or is reasonably believed to have been, acquired 
by an unauthorized person, TXDPS is authorized to assess liquidated damages in the amount of $1,000.00 per day_____________ 
against Vendor for the following damages; however, TXDPS reserves the right to claim actual damages for any damages other than 

Pricing Requests – Basic T’s & C’s Page 2 of 20 OGC (rev. 12/10/14) 
DIR Vendors 

http:1,000.00


    

                                                                                                          
  

 

 
      

       
   

  
  

   
 

 
        

         
     

     
     

    
        

  
  

      
    

 
       

  
       

    
 

  
       

     
     

 
  

    
     

   
    

     
         

    
   

         
       
 

   
     

   
  

 
       

 
  

  
 

    

      
 

 
 

  

405-15-R025523	 Attachment B 
the following: limited to the initial assessment and review of lost or compromised data. This amount is a reasonable estimate of the 
damages TXDPS shall suffer as a result of such breach and is enforceable. Vendor will not be responsible and liquidated damages 
may not be assessed due to a breach of system security caused entirely by someone other than the Vendor, the Vendor’s 
subcontractor, or the Vendor’s agent.  Any liquidated damages assessed under this Contract may, at TXDPS’ option, be deducted 
from any payments due the Vendor.  TXDPS has the right to offset any liquidated damages payable to TXDPS, as specified above, 
against any payments due to the Vendor.  If insufficient payments are available to offset such liquidated damages, then Vendor shall 
pay to TXDPS any remaining liquidated damages within fifteen (15) calendar days following receipt of written notice of the amount 
due. 

5.	 BOX CHECKED IF THIS SECTION 5 APPLICABLE TO THIS PR. ☒ CRIMINAL HISTORY BACKGROUND CHECK: 
A.	 Vendor shall have its project personnel – as specifically identified by TXDPS -- submit to TXDPS a fingerprint-based Criminal History 

Background Investigation, if required by TXDPS, at the Vendor’s expense. To facilitate this Criminal History Background Investigation, 
each person shall complete TXDPS’ Vendor Background Information form (HR-22), which shall be provided by TXDPS. 

B.	 If TXDPS requires a fingerprint-based Criminal History Background Investigation, Vendor will not allow personnel to work on the 
project who have not successfully completed TXDPS’ fingerprint-based Criminal History Background Investigation and who do not 
otherwise maintain TXDPS’ security clearance. TXDPS has the right to prevent the Vendor’s personnel from gaining access to TXDPS’ 
building(s) and computer systems if TXDPS determines that such personnel do not pass the background check or fail to otherwise 
maintain TXDPS security clearance. 

C.	 When required, the Vendor’s Project Manager shall provide the following to TXDPS’ Project Manager within 21 calendar days of 
receiving this PO:  a) the completed Vendor Background Information form (HR-22) for all proposed personnel; and b) acceptable 
fingerprints for all proposed personnel. 

D.	 Throughout the term of this PO, TXDPS may require Vendor personnel to submit an annual TXDPS fingerprinted-based Criminal 
History Background Investigation to TXDPS. 

E.	 Throughout the term of this PO, Vendor shall promptly notify TXDPS of any activity or action by the Vendor’s personnel that may affect 
that individual’s ability to continue to work under this PO. 

6.	 NOTICE: 
Any written notices required under this PO will be by hand delivery to Vendor’s office address specified on Page 1 of this PO or by U.S. 
Mail, certified, return receipt requested, to TXDPS, 5805 N. Lamar Blvd., Austin, Texas 78752. Notice will be effective on receipt by the 
affected party.  Either party may change the designated notice address in this Section by written notification to the other party. 

7.	 INFORMATION TECHNOLOGY REQUIREMENTS AND STANDARDS: 
Vendor represents and warrants that it shall comply with all technology, security, accessibility, warranty, maintenance, confidentiality, testing 
and other standards, policies and procedures of TXDPS and the State of Texas that are applicable to Vendor in its performance of this PO as 
such standards, policies, and procedures are amended by TXDPS or the State throughout the term of this PO, including any renewal or 
optional periods.  The Information Resource Manager designated by TXDPS shall assist Vendor in reviewing these standards, policies and 
procedures and identifying those that are applicable to Vendor in its performance of this PO. Vendor shall comply with TXDPS standards and 
requirements wherever they are applicable to this PO.  TXDPS shall have the sole right to waive specific requirements if, in its sole judgment doing 
so would mitigate costs or risks or significantly improve the installed and configured solution. If required for this PR, additional requirements are 
included as Appendices to this PR. 
A.	 System Security and Access, if required for this PR, this information is provided as Appendix A to this PR. 
B.	 System Architecture and TXDPS IT Requirements, if required for this PR, this information is provided as Appendix B to this PR. 

8.	 TEXAS PUBLIC INFORMATION ACT: 
The Confidentiality Clause included in Vendor’s DIR Contract (generally located in Section 8) of Appendix A, DIR Standard Terms and 
Conditions for Deliverables Based Information Technology Services (DBITS) Contracts, is modified to include the following sentence. 
Vendor shall make any information created or exchanged with the state pursuant to this PO, and not otherwise exempted from disclosure 
under the Texas Public Information Act, available in a format that is accessible by the public at no additional charge to the state. TXDPS 
requires such information to be available in Arial format. 

9.	 U.S. DEPARTMENT OF HOMELAND SECURITY’S E-VERIFY SYSTEM 
By entering into this Contract, the Contractor certifies and ensures that it utilizes and will continue to utilize, for the term of this Contract, the 
U.S. Department of Homeland Security’s E-Verify system to determine the eligibility of: 
•	 All persons employed to perform duties within Texas, during the term of the Contract; and 

•	 All persons (including subcontractors) assigned by the Respondent to perform work pursuant to the Contract, within the United 
States of America. 

The Contractor shall provide, upon request of (agency name), an electronic or hardcopy screenshot of the confirmation or tentative non-
confirmation screen containing the E-Verify case verification number for attachment to the Form I-9 for the three most recent hires that match 
the criteria above, by the Contractor, and Contractor’s subcontractors, as proof that this provision is being followed. 
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If this certification is falsely made, the Contract may be immediately terminated, at the discretion of the state and at no fault to the 
state, with no prior notification. The Contractor shall also be responsible for the costs of any re-solicitation that the state must 
undertake to replace the terminated Contract. 

10.	 VENDOR AFFIRMATIONS TO TXDPS: 
Signing a response to this PR with a false statement or otherwise providing TXDPS with a false statement is a material breach of contract and 
shall void this PO, and Vendor shall be removed from all bid lists. During the term of this PO, Vendor shall, for itself and on behalf of its 
subcontractors, promptly disclose to TXDPS all changes that occur to the foregoing certifications, representations and warranties. Vendor 
covenants to fully cooperate in the development and execution of resulting documentation necessary to maintain an accurate record of the 
certifications, representations and warranties. By signature hereon affixed, Vendor hereby certifies that: 
A.	 Vendor has not given, offered to give, nor intends to give at any time hereafter any economic opportunity, future employment, gift, loan, 

gratuity, special discount, trip, favor, or service to a public servant in connection with this PO. 
B.	 The Vender certifies that it is not currently delinquent in the payment of any franchise tax owed the State of Texas and are not ineligible 

to receive payment under §231.006(d), Texas Family Code, regarding child support, and the that the individual or business entity named 
in this PO is not ineligible to receive the specified payment and acknowledges that this PO may be terminated and payment may be 
withheld if this certification is inaccurate. Furthermore, any Vendor subject to §231.006, Gov't Code, shall include names and Social 
Security numbers of each person with at least 25% ownership of the business entity submitting this PO. This information must be 
provided prior to award. Enter the Name & Social Security Numbers for each person below: 

Name: Social Security Number: 

Name: Social Security Number: 

Name: Social Security Number: 

B.	 Under §2155.004, Gov't Code, Vendor certifies that the individual or business entity named in this Offer is not ineligible to receive a PO 
and acknowledges that this PO may be terminated and payment withheld if this certification is inaccurate. §2155.004 prohibits a person 
or entity from receiving a state contract if they received compensation for participating in preparing the solicitation or specifications for 
this PO. 

C.	 As required by §2252.903, Gov't Code, Vendor agrees that any payments due under this PO shall be directly applied towards eliminating 
any debt or delinquency including, but not limited to, delinquent taxes, delinquent student loan payments, and delinquent child support, 
until the debt is paid in full. Vendor shall comply with rules adopted by TXDPS under §§403.055, 403.0551, 2252.903, Gov't Code and 
other applicable laws and regulations regarding satisfaction of debts or delinquencies to the State of Texas. 

D.	 Pursuant to §669.003, Gov't Code, TXDPS may not issue a  PO to a person who employs a current or former executive head of any state 
agency until four years has passed since that person was the executive head of the state agency. Vendor certifies that it does not 
employ any person who was the executive head of any state agency in the past four years. If Vendor does employ a person who was 
the executive head of a state agency, provide the following information: 

Name of Former Executive: 

Name of State Agency: 

Date of Separation from State Agency: 

Position with Vendor: 

Date of Employment with Vendor: 

A.	 In accordance with §2155.4441, Gov't Code, Vendor agrees that during the performance of this PO it shall purchase products and 
materials produced in Texas when they are available at a price and time comparable to products and materials produced outside this 
state. 
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B.	 Vendor certifies that the entity and its principals are eligible to participate in this transaction and have not been subjected to suspension, 

debarment, or similar ineligibility determined by any federal, state or local governmental entity and that Vendor is in compliance with 
the State of Texas statutes and rules relating to procurement and that Vendor is not listed on the federal government's terrorism watch list 
as described in Executive Order 13224. Entities ineligible for federal procurement are listed at http://www.epls.gov. 

C.	 Sections 2155.006 and 2261.053, Gov't Code, prohibit state agencies from awarding contracts to any person who, in the past five years, 
has been convicted of violating a federal law or assessed a penalty in connection with a contract involving relief for Hurricane Rita, 
Hurricane Katrina, or any other disaster, as defined by §418.004, Gov't Code, occurring after September 24, 2005. Under §2155.006, 
Gov't Code, Vendor certifies that the individual or business entity named in this PO is not ineligible to receive a PO and acknowledges 
that this PO may be terminated and payment withheld if this certification is inaccurate. 

D.	 Vendor represents and warrants that payment to Vendor and the Vendor’s receipt of appropriated or other funds under this PO are not 
prohibited by §556.005 or §556.008, Gov't Code, relating to the prohibition of using state funds for lobbying activities. 

E.	 Vendor represents and warrants that it has no actual or potential conflicts of interest in providing the requested items to TXDPS under 
this PO, if any, and that the Vendor’s provision of the requested items under this PO, if any, would not reasonably create an appearance 
of impropriety. 

F.	 Vendor certifies that it, nor anyone acting for it, has violated the antitrust laws of the United States or the State of Texas, nor 
communicated directly or indirectly to any competitor or any other person engaged in such line of business for the purpose of obtaining 
an unfair price advantage. 

G.	 Vendor certifies that to the best of its knowledge and belief, there are no suits or proceedings pending or threatened against or affecting 
it, which if determined adversely to it will have a material adverse effect on its ability to fulfill its obligations under this PO. 

H.	 To the extent applicable to the scope of this PO, Vendor hereby certifies that it is in compliance with Subchapter Y, Chapter 361, Health 
and Safety Code related to the Computer Equipment Recycling Program and its rules, 30 TAC Chapter 328. 

N.	 Vendor certifies for itself and its subcontractors that it has identified all current or former, within the last five (5) years, employees of the 
State of Texas assigned to work on the TXDPS PO 20% or more of their time and has disclosed them to TXDPS and has disclosed or 
does not employ any relative of a current or former state employee within two (2) degrees of consanguinity, and, if these facts change 
during the course of this PO, Vendor certifies it shall disclose for itself and on behalf of subcontractors the name and other pertinent 
information about the employment of current and former employees and their relatives within two (2) degrees of consanguinity. 
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APPENDIX A 

SYSTEM SECURITY AND ACCESS 

PRICING REQUEST (PR)
 
ISSUED BY TXDPS
 

TO DIR DBITS VENDORS
 

SYSTEM SECURITY AND ACCESS 

Information Technology Standards 

The Contractor represents and warrants that it shall comply with all technology, security, accessibility, warranty, maintenance, confidentiality, 
testing and other standards, policies and procedures of the Department and the State of Texas that are applicable to the Contractor in its 
performance of this Contract as such standards, policies, and procedures are amended by the Department or the State throughout the term of this 
Contract, including any renewal or optional periods. The Information Resource Manager designated by the Department shall assist the 
Contractor in reviewing these standards, policies and procedures and identifying those that are applicable to the Contractor in its performance of 
this Contract. 

Cloud Security 

The Contractor shall comply with the current Cloud Security Alliance‘s (CSA) Cloud Control Matrix (CCM) security requirements for 
Contractor hosted services or applications that are included as part of Contractor’s solution. Information pertaining to CSA 
https://cloudsecurityalliance.org/ and CCM information may be found at https://cloudsecurityalliance.org/research/ccm/. 

User Security 

A.	 Account Management: Establish and administer user accounts in accordance with role-based scheme and shall track and monitor role 
assignment. 

B.	 Account Management: Automatically audit account creations, modifications, disabling and termination actions with notification to the 
Department’s personnel. 

C.	 Prevent multiple concurrent active sessions for one user identification. 

D.	 Enforce a limit of no more than 3 consecutive invalid access attempts by a user. 

E.	 Automatically lock the account/node for a 15 minute time period unless released by the Department’s Administrator. 

F.	 Prevent further access to the system by initiating a session lock after a maximum of thirty (30) minutes of inactivity, and the session 
lock shall remain in effect until the user reestablishes access using appropriate identification and authentication procedures. 

G.	 Ensure all users shall be uniquely identified. 

H.	 Force users to follow the secure password attributes, below, to authenticate a user’s unique ID. The secure password attributes shall: 

1) Be a minimum length of twelve characters;
 
2) Not be a dictionary word or proper name;
 
3) Not be the same as the User ID;
 
4) Expire within a maximum of ninety (90) calendar days;
 
5) Not be identical to the previous ten (10) passwords;
 
6) Not be transmitted in the clear text outside the secure location; 

7) Not be displayed in clear text when entered; and
 
8) Never be displayed in clear text on the screen.
 
9) Must contain two number, two symbols, two upper and two lower case characters.
 

System Security 

A.	 Provide audit logs that enable tracking of activities taking place on the system. 

B.	 Audit logs must track successful and unsuccessful system log-on attempts. 

C.	 Audit logs must track successful and unsuccessful attempts to access, create, write, delete or change permission on a user account, file, 
directory or other system resource. 
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405-15-R025523	 Attachment B 
D.	 Audit logs must track successful and unsuccessful attempts to change account passwords. 

E.	 Audit logs must track successful and unsuccessful actions by privileged accounts. 

F.	 Audit logs must track successful and unsuccessful attempts for users to access, modify, or destroy the audit log. 

G.	 Provide the following content to be included with every audited event: 

1)	 Date and time of the event; 
2)	 The component of the information system (e.g. software component, hardware component) where the event 

occurred; 
3)	 IP address; 
4)	 Type of event; 
5)	 User/subject identity; and 
6)	 Outcome (success or failure) of the event. 

H.	 Provide real-time alerts to appropriate Department officials in the event of an audit processing failure. Alert recipients and delivery 
methods must be configurable and manageable by the Department’s System Administrators. 

I.	 Undergo vulnerability scan/penetration testing conducted by the Department or the Texas Department of Information Resources. The 
Contractor shall remediate legitimate vulnerabilities and system/application shall not be accepted until all vulnerability issues are 
resolved at no cost to the Department. 

J.	 Notifications shall display an approved system use notification message or banner before granting access to the system. The 
notification shall state: 

1) Users are accessing a Department system;
 
2) System usage shall be monitored, recorded and subject to audit; 

3) Unauthorized use of the system is prohibited and subject to criminal and civil penalties; and
 
4) A description of the authorized use of the system.
 

K.	 The Contractor shall implement and use management and maintenance applications and tools, appropriate fraud prevention and 
detection, and data confidentiality/protection/encryption technologies for endpoints, servers and mobile devices. This must include 
mechanisms to identify vulnerabilities and apply security patches. 

L.	 The Contractor shall establish and maintain a continuous security program as part of the Services. The security program must enable 
the Organization (or its selected third party) to: 

1)	 Define the scope and boundaries, policies, and organizational structure of an information security management system; 
2)	 Conduct periodic risk assessments to identify the specific threats to and vulnerabilities of the Organization due to the Services, 

subject to the terms, conditions and procedures; 
3)	 Implement appropriate mitigating controls and training programs, and manage resources; and 
4)	 Monitor and test the security program to ensure its effectiveness. The Contractor shall review and adjust the security program in 

light of any assessed risks. 

Physical Access Controls 

A.	 The Contractor shall restrict physical access to the system(s) containing the Department’s data to authorized personnel with 
appropriate clearances and access authorizations. 

B.	 The Contractor shall enforce physical access authorizations for all physical access points to the facility where information system 
resides; 

C.	 The Contractor shall verify individual access authorizations before granting access to the facility containing the information system; 

D.	 The Contractor shall control entry to the facility containing the information system using physical access devices and guards; and 

E.	 The Contractor shall change combinations and keys when keys are lost, combinations are compromised, or individuals are transferred 
or terminated. 

F.	 The Department and the Contractor shall collaborate on security monitoring and incident response, define points of contact on both 
sides, establish monitoring and response procedures, set escalation thresholds, and conduct training. The Contractor shall, at the 
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405-15-R025523	 Attachment B 
request of the Department or, in the absence of any request from the Department, at least quarterly, provide the department with a 
report of the incidents that it has identified and taken measures to resolve. 

Data Security 

A.	 If the Contractor or any subcontractors require access to the Department’s network; the Department’s data; or the network processing, 
transporting, or storing of the Department’s data (may at the Department’s discretion), the Contractor shall be required to sign the 
CJIS Security Addendum, and all of the Contractor’s employees requiring access to the Department’s network shall sign the FBI 
Certification to the CJIS Security Addendum and complete a fingerprint based background check. 

B.	 The Contractor’s solution shall protect against an employee falsely denying having performed a particular action (non-repudiation). 

C.	 Require the Contractor, subcontractor, and their staff to obtain and provide proof of PII certifications for its employees accessing the 
Department’s data at the request of the Department. 

D.	 Comply with relevant federal and state statutes and rules, and the Department’s policies, and standards, including but not limited to 
CJIS requirements. 

E.	 Data shall not be exported to an external location without the permission of the Department. 

F.	 In the event of any impermissible disclosure, loss or destruction of Confidential Information, the receiving Party must immediately 
notify the disclosing Party and take all reasonable steps to mitigate any potential harm or further disclosure, loss or destruction of such 
Confidential Information. 

Encryption 

The system shall protect the confidentiality of the Department’s information. All data transmitted outside or stored outside the secure network 
shall be encrypted. When cryptography (encryption) is employed within information systems, the system shall perform all cryptographic 
operations using Federal Information Processing Standard (FIPS) PUB140-2 validated cryptographic modules with approved modes of 
operation. The system shall produce, control, and distributes symmetric cryptographic keys using NIST-approved key management technology 
and processes. The key management process is subject to audit by the Department. Bcrypt shall be used to mitigate against brute force attacks. 

A.	 Wireless: The following requirements specifies the minimum set of security measures required on WLAN-enabled portable electronic 
devices (PEDs) that transmit, receive, process, or store PII or confidential information: 

1)	 Personal Firewall: WLAN-enabled PED shall use personal firewalls or run a Mobile Device Management system that facilitates 
the ability to provide firewall services. 

2)	 Anti-Virus Software: Anti-virus software shall be used on wireless ECMs-capable PEDs or run a Mobile Device Management 
System that facilitates the ability to provide anti-virus services. 

3)	 Encryption of PII or confidential data-in-transit via WLAN-enabled PEDs, systems and technologies will be implemented in a 
manner that protects the data end-to-end. All systems components within a WLAN that wirelessly transmit PII or confidential 
information shall have cryptographic functionality that is validated under the National Institute of Standards and Technology 
(NIST) Cryptographic Module Validation Program as meeting requirements per Federal Information Processing Standards (FIPS) 
Publication 140-2. Encryption shall be a minimum of 128 bit. 

4)	 Data-at-Rest: Data at rest encryption shall be implemented in a manner that protects PII and confidential information stored on 
WLAN enabled PEDs by requiring that the PED must be powered on and credentials successfully authenticated in order for the 
data to be deciphered. Data-at-rest encryption shall include the encryption of individual files, portions of the file system (e.g., 
directories or partitions), or the entire drive (e.g. hard disks, on-board memory cards, memory expansion cards). In recognition of 
the increased risk of unauthorized access to PII or confidential information in the event that a PED is lost or stolen and the 
inherently mobile nature of these devices, encryption shall be provided for data-at-rest on all WLAN enabled PEDs that is 
validated as meeting FIPS 140-2. 

5)	 WLAN Infrastructure: WLAN infrastructure systems may be composed of either stand-alone (autonomous) access points (AP) or 
thin APS that are centrally controlled by a WLAN controller. 

6)	 Validated Physical Security: APs used in the WLANS should not be installed in unprotected environments due to an increased 
risk of tampering and/or theft. 

B.	 Mobile Device Management Requirement. Mobile Device Management (MDM) facilitates the implementation of sound security 
controls for mobile devices and allows for centralized oversight of configuration control, application usage, and device protection and 
recovery. MDM shall include the following core features: 

1) The ability to push security policies to managed devices;
 
2) The ability to query the device for its configuration information; 

3) The ability to modify device configuration as required;
 
4) Security functionality that ensures the authenticity and integrity of the transaction in the three categories above;
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5) Asset management (track/enable/disable) mobile devices being managed via the MDM server;
 
6) The ability to manage proxy access to network resources via the connection of the mobile device to the MDM server;
 
7) The ability to query devices being managed on the status of security policy compliance and to implement a specified mediation
 

function based on compliance status; 
8) The ability to download and store mobile device audit records; 
9) The ability to receive alerts and other notifications from manage mobile devices; 
10) The ability to receive alerts and other notifications from managed mobile devices; 
11) The ability to generate audit record reports from mobile device audit records; and 
12) Application management (application white list) for applications installed on managed mobile devices. 

Secure Erasure Of Hard Disk Capability 

All equipment provided to the Department by the Contractor that is equipped with hard disk drives (i.e. computers, telephones, printers, fax 
machines, scanners, multifunction devices, etc.) shall have the capability to securely erase data written to the hard drive prior to final disposition 
of such equipment, either at the end of the equipment’s useful life or the end of the related services agreement for such equipment, in accordance 
with 1 TAC §202. 

Data Center Location Requirements 

The data center must be located in the continental United States of America. 

Access to Internal Department Network and Systems 

As a condition of gaining remote access to any internal Department network and systems, the Contractor shall comply with Department policies 
and procedures. The Department’s remote access request procedures shall require the Contractor to submit a Remote Access Request form for 
the Department’s review and approval. 

A.	 Remote access technologies provided by the Contractor shall be approved by the Department’s CISO. 

B.	 Individuals who are provided with access to the Department network may be required to attend or review the Department’s Security 
Awareness Training on an annual basis. 

C.	 The Contractor shall secure its own connected systems in a manner consistent with Department requirements. 

D.	 The Department reserves the right to audit the security measures in effect on the Contractor’s connected systems without prior 
warning. 

E.	 The Department also reserves the right to immediately terminate network and system connections not meeting such requirements. 

FBI CJIS Security Addendum 

The Contractor shall execute an originally signed CJIS Security Addendum which can be downloaded from 
http://www.txdps.state.tx.us/securityreview. Additionally, a CJIS Security Addendum Certification shall be signed by each employee 
performing duties related to this project prior to final Contract award. Each original Certification shall include an original signature of the 
employee and the Contractor’s representative. Non-compliance by Respondent will be cause for termination of contract negotiations and the 
Department may elect to enter into negotiations with the next highest evaluated Offer. 

Criminal History Background Checks 

A.	 The Contractor shall have its project personnel submit to the Department a fingerprint-based Criminal History Background 
Investigation, if required by the Department, at the Contractor’s expense. To facilitate this Criminal History Background Investigation, 
each person shall complete the Department’s Vendor Background Information form (HR-22), which shall be provided by the 
Department. 

B.	 If the Department requires a fingerprint-based Criminal History Background Investigation, the Contractor shall not allow personnel to 
work on the project who have not successfully completed the Departments fingerprint-based Criminal History Background 
Investigation and who do not otherwise maintain the Department’s security clearance. The Department has the right to prevent the 
Contractor’s personnel from gaining access to the Departments building(s) and computer systems if the Department determines that 
such personnel do not pass the background check or fail to otherwise maintain the Department security clearance. 
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C.	 When required, the Contractor’s Project Manager shall provide the following to the Departments Project Manager within 10 calendar 

days of executing this Contract: 

1) the completed Vendor Background Information form (HR-22) for all proposed personnel; and 
acceptable fingerprints for all proposed personnel. 

2) Throughout the term of this Contract, the Department may require the Contractor personnel to submit an annual Department 
fingerprinted-based Criminal History Background Investigation to the Department. 

3) Throughout the term of this Contract, the Contractor shall promptly notify the Department of any activity or action by the 
Contractor’s personnel that may affect that individual’s ability to continue to work under this Contract 

Department Information Protection Policies, Standards & Guidelines 

A.	 Contractor, its employees, and any subcontractors shall comply with all applicable Department Information Protection Policies, 
Standards & Guidelines and any other Department requirements that relate to the protection or disclosure of Department Information. 
Department Information includes all data and information 

1) submitted to Contractor by or on behalf of the Department,
 
2) obtained, developed, produced by the Contractor in connection with this Contract,
 
3) communicated verbally whether intentionally or unintentionally, or
 
4) to which the Contractor has access in connection with the services provided under this Contract.
 

B.	 Such Department Information may include taxpayer, vendor, and other state agency data held by the Department. 

C.	 As used herein, the terms “Sensitive” and “Confidential” information shall have the meanings set forth in the Department’s 
Information Protection Policies, Standards & Guidelines. 

D.	 All waiver requests shall be processed in accordance with the Department’s Information Protection Policies, Standards & Guidelines 
Waiver Policy. 

E.	 The Department reserves the right to audit the Contractor’s compliance with the Department’s Information Protection Policies, 
Standards & Guidelines 

F.	 The Department reserves the right to take appropriate action to protect the Department’s network and information including the 
immediate termination of system access. 

G.	 The Contractor shall ensure that any confidential Department Information in the custody of the Contractor is properly sanitized or 
destroyed when the information is no longer required to be retained by the Department or the Contractor in accordance with this 
Contract. 

H.	 Electronic media used for storing any confidential Department Information shall be sanitized by clearing, purging or destroying in 
accordance with NIST Special Publication 800-88 Guidelines for Media Sanitization. The Contractor shall maintain a record 
documenting the removal and completion of all sanitization procedures with the following information: 

1) Date and time of sanitization/destruction,
 
2) Description of the item(s) and serial number(s) if applicable,
 
3) Inventory number(s), and
 
4) Procedures and tools used for sanitization/destruction.
 

I.	 No later than sixty (60) days from contract expiration or termination or as otherwise specified in this Contract, the Contractor shall 
complete the sanitization and destruction of the data and provide to the Department all sanitization documentation. 

Disclosure of Security Breach 

Without limitation on any other provision of this Contract regarding information security or security breaches, the Contractor shall provide 
notice to the Department’s Project Manager and the CISO as soon as possible following the Department’s discovery or reasonable belief that 
there has been unauthorized exposure, access, disclosure, compromise, or loss of sensitive or confidential Department information (“Security 
Incident”). 

A.	 Within twenty-four (24) hours of the discovery or reasonable belief of a Security Incident, the Contractor shall provide a written 
report to the CISO detailing the circumstances of the incident, which includes at a minimum: 

1) A description of the nature of the Security Incident;
 
2) The type of Department information involved;
 
3) Who may have obtained the Department information;
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405-15-R025523	 Attachment B 
4) What steps the Contractor has taken or shall take to investigate the Security Incident;
 
5) What steps the Contractor has taken or shall take to mitigate any negative effect of the Security Incident; and
 
6) A point of contact for additional information.
 

B.	 Each day thereafter until the investigation is complete, the Contractor shall provide the CISO with a written report regarding the status 
of the investigation and the following additional information as it becomes available: 

1) Who is known or suspected to have gained unauthorized access to the Department’s information; 
2) Whether there is any knowledge if the Department information has been abused or compromised; 
3) What additional steps the Contractor has taken or shall take to investigate the Security Incident; 
4) What steps the Contractor has taken or shall take to mitigate any negative effect of the Security Incident; and 

5)	 What corrective action the Contractor has taken or shall take to prevent future similar unauthorized use or disclosure. 

C.	 The Contractor shall confer with the CISO regarding the proper course of the investigation and risk mitigation. The Department 
reserves the right to conduct an independent investigation of any Security Incident, and should the Department choose to do so, the 
Contractor shall cooperate fully by making resources, personnel, and systems access available to the Department and the Department’s 
authorized representative(s). 

D.	 Subject to review and approval of the CISO, the Contractor shall, at its own cost, provide notice that satisfies the requirements of 
applicable law to individuals whose personal, confidential, or privileged data were compromised or likely compromised as a result of 
the Security Incident. If the Department, in its sole discretion, elects to send its own separate notice, then all costs associated with 
preparing and providing notice shall be reimbursed to the Department by the Contractor. If the Contractor does not reimburse such 
costs within thirty (30) calendar days of the Department’s written request, the Department shall have the right to collect such costs. 

Cyber Insurance Requirement 

The Contractor will maintain sufficient cyber insurance to cover any and all losses, security breaches, privacy breaches, unauthorized
 
distributions, or releases or uses of any data transferred to or accessed by Contractor under or as a result of this Contract. 


A.	 This insurance shall provide sufficient coverage(s) for the Contractor, the Department, and affected third parties for the review, repair, 
notification, remediation and other response to such events, including but not limited to, breaches or similar incidents under Chapter 
521, Texas Business and Commerce Code. 

B.	 The Department may, in its sole discretion, confer with the Texas Department of Insurance to review such coverage(s) prior to 
approving them as acceptable under this Contract. 

C.	 The Contractor shall obtain modified coverage(s) as reasonably requested by the Department within ten (10) calendar days of the 
Contractor’s receipt of such request from the Department. 

Representations And Warranties Related To Software 

If any software is provided under this Contract, the Contractor represents and warrants each of the following: 

A.	 The Contractor has sufficient right, title, and interest in the Software to grant the license required. 

B.	 Contract terms and conditions included in any “clickwrap”, “browsewrap”, “shrinkwrap”, or other license agreement that accompanies 
any Software, including but not limited to Software Updates, Software Patch/Fix, or Software Upgrades, provided under this Contract 
are void and have no effect unless the Department specifically agrees to each licensure term in this Contract. 

C.	 The Software provided under this Contract does not infringe upon or constitute a misuse or misappropriation of any patent, trademark, 
copyright, trade secret or other proprietary right; 

D.	 Software and any Software Updates, Software Maintenance, Software Patch/Fix, and Software Upgrades provided under this Contract 
shall not contain viruses, malware, spyware, key logger, back door or other covert communications, or any computer code 
intentionally designed to disrupt, disable, harm, or otherwise impede in any manner, including aesthetical disruptions or distortions, 
the operation of the computer program, or any other associated software, firmware, hardware, or computer system, (including local 
area or wide-area networks), in a manner not intended by its creator(s); and 

E.	 Software provided under this Contract does not and will not contain any computer code that would disable the Software or impair in 
any way its operation based on the elapsing of a period of time, exceeding an authorized number of copies, advancement to a 
particular date or other numeral, or other similar self-destruct mechanism (sometimes referred to as “time bombs”, “time locks”, or 
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“drop dead” devices) or that would permit the Contractor to access the Software to cause such disablement or impairment (sometimes 
referred to as “trap door” devices”). 

Rights to Data, Documents and Computer Software (State Ownership) 

A.	 Any biographic data, demographic data, image data inclusive of fingerprints, photograph and signatures or any other data or metadata 
in any form acquired or accessed by the Contractor in the performance of its obligations under this Contract shall be the exclusive 
property of the State of Texas and all such data shall be delivered to the Department by the Contractor upon completion, termination, 
or cancellation of this Contract. 

B.	 The Contractor shall not use, willingly allow, or cause to have such data used for any purpose other than the performance of the 
Contractor’s obligations under this Contract without the prior written consent of the Department. 

C.	 The ownership rights described herein shall include, but not be limited to, the right to copy, publish, display, transfer, prepare 
derivative works, or otherwise use the works. 

d.	 The Contractor shall provide, at no additional charge, appropriate licenses for the Department to use and access, as necessary for the 
Department to use and access the turnkey solution during the term of the lease, the Contractor’s pre-existing software or other 
intellectual or proprietary property that the Contractor determines is necessary to facilitate the performance of the Contractor’s 
obligations under this Contract. 

Pricing Requests – Basic T’s & C’s Page 12 of 20 OGC (rev. 12/10/14) 
DIR Vendors 



    

                                                                                                          
  

 

 
 

 
 

 
 

  

 
  

    
      

  

 
  

  
  

  
  

 
    

 
 

  
 

  
 

  
   
  
  

 
  

 
  
  
   
   
  
   

 
  

 
  
  
  

 
    

   
  
  
  

   
  
   
  

  
  
    

405-15-R025523 Attachment B 

APPENDIX B 
SYSTEM ARCHITECTURE AND IT REQUIREMENTS 

PRICING REQUEST (PR)
 
ISSUED BY TXDPS
 

TO DIR DBITS VENDORS
 

INFORMATION TECHNOLOGY (IT) REQUIREMENTS 

The Contractor shall comply with the following standards and requirements wherever they are applicable to this Contract. The Department 
shall have the sole right to waive specific requirements if in its sole judgment doing so would mitigate costs or risks or significantly improve the 
installed and configured solution. 

Environment Standards 

The COTS Software shall be hosted within Contractor’s computing infrastructure or within the Departments’ IT infrastructure. The 
Contractor shall provide a complete hardware and software inventory including any servers required, an architectural diagram, security 
diagram, network diagram, network usage assessment, and communications port diagram of the complete overall system and narrative 
describing requested diagrams and any API and Web service components, and the recommended workstation configuration if any. The 
Contractor shall also itemize all assumed capabilities and minimum hardware and software requirements of any Department IT related 
systems required to access or support contractor’s product or system.  The Respondent must provide copies of the 508 compliance VPAT 
documentation for all components of the proposed system. 

A. Contractor Hosted COTS Software: 

1. Any applicable server hardware shall identify: 

a. The processor requirements; 
b. The memory requirements; 
c. Operating system details and dependencies; and 
d. Data storage requirements. 

2. All workstation recommendations shall identify: 

a. The processor requirements; 
b. Display requirements; 
c. The memory requirements; 
d. Operating system details and dependencies; 
e. Data storage requirements; and 
f. Any support applications required such as Internet Explorer, Adobe PDF Reader etc. 

3. Peripherals required: 

a. Printers; 
b. Scanners; and 
c. Fax. 

B. The Respondents system must support the following 
a. DPS issued desktop or laptop PCs: 

i. Windows 7 
ii. Internet Explorer 8 or greater 

iii. Firefox 27 or greater 
b. DPS issued Mobile Devices 

i. IOS version 7 or greater 
ii. iPhone 4s or greater 

iii. iPad 3 or greater 
c. Publicly owned desktop or laptops PCs 

i. Windows 7 or greater 
ii. Mac OS X 10.6.8 or greater 
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405-15-R025523 Attachment B 
iii. Internet Explorer 8 or greater 
iv. Safari 10.6.4 or greater 
v. Firefox 27 or greater 

d. Publicly owned mobile devices, phones and tablets 
i. Using IOS 7 or greater 

ii. Using Android 4.1 or greater 

C. The Department Hosted COTS Software: 

The Contractor shall follow the Department’s hosting standards for any software and hardware that is hosted within the Department 
Data Centers. The Contractor hosted software and hardware are not required to meet these requirements. However, the Contractor 
hosted software and hardware shall meet these standards prior to migrating from the Contractor hosted to the Department hosted. 

The existing Department infrastructure framework supports several industry standard products and platforms. The Contractor shall 
identify the products required to properly support the contracted solution. 

1. The Contractor shall identify: 
a. Required hardware platforms and operating system to support the proposed solution: 

i. The processor requirements; 
ii. The memory requirements; 

iii. Operating system details and dependencies; and 
iv. Data storage requirements. 

b. Required application server platforms: 

i. The processor requirements; 
ii. The memory requirements; 

iii. Operating system details and dependencies; and 
iv. Data storage requirements. 

c. Required web server platforms: 

v. The processor requirements; 
vi. The memory requirements; 

vii. Operating system details and dependencies; and 
viii. Data storage requirements. 

d. Any required support services such as email servers etc.: 

ix. The processor requirements; 
x. The memory requirements; 

xi. Operating system details and dependencies; and 
xii. Data storage requirements. 

2. The Department’s IT infrastructure only allows the following database platforms: 

a. Contractor SQL Server 2012 
b. DB2 9.7.2 on Distributed (AIX and LINUX) 
c. Oracle on a case by case basis 

3. The Department’s IT infrastructure report services are supported with Crystal Reports. 

Communication Standards 

The COTS Software shall support integration with other Department systems utilizing standard web services or provide API tools that can 
be incorporated into the Department’s applications or secure file transfer protocol with data encryption. 

Network Topography 
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A. The Department utilizes a combination of public and private TCP/IP network resources. All internal communications between client 

resources, other systems, and system services shall be through this network. 

B.	 The Respondent shall include in its Offer an estimate on the amount of bandwidth or formulas to calculate usage required to support 
the number of expected internal DPS Users and volume of work.  The Offer must also provide information on how they will provide 
adequate network capacity for DPS Users and External Users. 

C.	 The Respondents system use standard TCP/IP network access ports.  The system must be accessible on Port 80 for standard Web 
Browser access and Port 443 for Secure Web Browser support. 

Workstation installed software 

If the software solution is client based and needs to be installed on each computer, the Contractor shall provide the client software in a MSI 
format so that the install can be packaged to operate as a silent install for Windows based systems. OS X applications must support Apple 
Application installation package standards.  Any software required for mobile devices must be available from the appropriate App store 
based on the device operating system. Mobile device software must also be compatible with Mobile Device Management software 
distribution tools. 

MAINTENANCE AND SUPPORT 

Contractor Hosted COTS Software Services 

The Contractor shall provide COTS Software that includes and may not be limited to all hardware and software maintenance and support, 
upgrades to equipment to meet and maintain performance service levels, backup hardware and Internet connections in accordance within 
Section C.11.1, Cloud Security. 

Department Hosted COTS Software 

The Contractor shall provide a software maintenance solution to include, but may not be limited to provide: 

A.	 Support for the COTS Software to include software changes that the Contractor develops for the Department under this Contract shall 
be managed through the Service Level Agreement. 

B.	 Preventative scheduled and unscheduled system diagnosis and correction of faults as well as modification of the software to maintain 
the service level performance of the COTS Software. 

C.	 Web-based support portal for the Department to report minor problems shall be available twenty-four (24) hours per day, seven (7) 
days per week, and three-hundred-sixty-five (365) days a year with a researchable knowledge base for known issues. Response to 
reported problems shall be managed as defined in the Service Level Agreement. 

D.	 Maintenance services to resolve usability problems to include but may not be limited to bugs, security issues, and installation of 
software updates and major software releases. 

E.	 New software versions or releases at no additional cost to the Department occurring in the normal maintenance yearly support as 
Offered in Section B.2, Pricing Schedules. 

Software Updates 

The Contractor shall provide periodic system software updates that shall incorporate corrections of any defects, and enhancements to the 
system’s software. 

A.	 COTS Software updates released by the Contractor shall be installed by the Contractor during periods during the maintenance window 
mutually agreed upon by the Department and the Contractor as defined in the Service Level Agreements. 

B.	 Updates to Documentation or manuals resulting from system software updates shall be provided or made available on demand to the 
Department. 

Hardware 

A.	 The Contractor shall provide maintenance services for hardware equipment owned by the Contractor installed to support a 
Contractor’s Hosted COTS Software. 
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B.	 The Contractor shall provide notice to the Department a minimum of five (5) business days prior to scheduled maintenance including 

length of anticipated downtime plus the description or purpose of scheduled maintenance. The Contractor shall provide notice to The 
Department and employees prior to unscheduled maintenance where possible including length of anticipated downtime plus the 
description or purpose of unscheduled maintenance. 

1.	 Preventive Maintenance 

The Contractor shall provide preventive maintenance services in order to maintain the system in good condition and working 
order on a mutually agreeable scheduled basis. The preventive maintenance schedule is to be based on the Contractor’s and the 
Departments’ mutual agreement of the particular service required for each system component, it being understood that this 
schedule shall be oriented to avoid periods when the system is expected to have the heaviest use. 

During the term of this Contract, the Department may, by providing five (5) calendar days prior written notice, select any 
alternative period of maintenance coverage whether or not such alternative represents an increase or decrease in service. 

2.	 Remedial Maintenance 

The Contractor shall provide remedial maintenance to the system on a twenty-four (24) hour per day, seven (7) day per week 
basis, with a response time of no more than one (1) hour for each incident. 

SERVICE OUTAGE ESCALATION AND COMMUNICATION 

The Contractor shall provide a detailed communication plan that specifies how the Contractor shall be contacted in the event of a system 
outage. If the solution is hosted by the Contractor, the Contractor shall provide its notification and escalation process as part of the 
communication plan. 

SERVICE LEVEL STANDARDS 

The purpose of these Service Level Standards is to ensure that the proper elements are in place to provide the Department employees with 
the optimal level of system performance. The Service Level Standards define the terms, conditions, requirements, responsibilities, and 
obligations of the Department, employees, and the Contractor. 

System Production Control 

The Contractor shall schedule production management such as batch processing, job scheduling, automated import/exports, etc. at a 
minimum of once every twenty-four (24) hours, seven (7) days per week and three hundred sixty-five (365) days per year. The production 
control schedule shall be mutually agreed upon by both the Contractor and the Department and shall be oriented around periods when the 
system is expected to have the lightest use. 

System Support 

The Contractor shall support all software licensed to the Department for use during the term of this Contract. The Contractor shall provide 
toll-free telephone, or e-mail accessibility to the Department for the system, Monday through Friday, 8:00 a.m. to 6:00 p.m., Central Time, 
excluding State or federal holidays. A list of the Departments holiday schedule is available upon request. These days and times may 
change at the discretion of the Department. The Contractor shall provide the capability for the Department and employees to leave a 
message for occasions outside of that time period. 

A. System support for the Department and employees includes responsibilities such as: 

1.	 New Department or employee training; 
2.	 System configuration; 
3.	 Record contribution methodologies or practices; 
4.	 System navigation; 
5.	 Data query or export procedures; 
6.	 Search criteria, best practices, parameters, etc.; and 
7.	 Troubleshooting for system hardware, system software, network, etc. 

B. System support for the Department and employee excludes responsibilities such as: 

1.	 Record content; 
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2.	 Record quality; 
3.	 Record interpretation; 
4.	 Employee administration (including new accounts, password creation or resets); 
5.	 Non-system software owned, purchased, installed, developed or utilized by the Department or the Department’s hardware; and 
6.	 The Departments/User’s ISP or other internal method of access. 

System Performance 

Basic Requirements 

A. Basic Requirements 

In addition to the office hours uptime requirements, as defined in Section C.16.2.3,System  Rate Calculation, the Contractor agrees to 
maintain optimal system performance twenty-four (24) hours per day, seven (7) days per week, three hundred sixty-five (365) days per year 
at a rate of 99.5% (hereafter referred to as the “Rate”) as calculated by Rate Calculation below. The Contractor is cautioned to quickly 
resolve the source or sources of failure. Inability to meet or exceed the Rate in any twelve (12) month period may at the Department’s sole 
discretion result in the following actions: 

1.	 First Remedy: Verbal warning. 
2.	 Second Remedy: Written warning added to the Contract File Folder as stated in accordance with Section H.3, Further 

Opportunity to Cure, of this Contract. 
3.	 Continuing Remedy: The Department may consider exercising the Contract remedies, which may include termination as stated in 

accordance with Section H.4, Termination, of this Contract. 

Rate of Calculation 

B. Rate Calculation 

The Contractor shall measure the rate of system performance by the amount of downtime during a calendar month. This metric gauges the 
system performance as a percentage of available hours tracked to the quarter of an hour (rounded). The rate of system performance shall be 
measured and monitored as follows: 

Available hours equal total number of hours in a month (24 hours x number of days in the month) minus the actual amount of time spent to 
the quarter of an hour for scheduled maintenance for the hosted application. 

Downtime is the total number of hours (rounded to the quarter hour) during which the solution is not in operation. 

System Performance Rate equals available hours Downtime divided by available hours. 

Example for the month of January:
 
Available time per month was 744 hours (31 days X 24 hours)
 
Downtime per month was 3.75 hours (start 1:00 am - end 4:40 am)
 
744.00 – 3.75 = 740.25 
740.25 ÷ 744 = 99.5% 

Reports 
For Vendor hosted solutions, the Vendor shall report both system performance Rate and average Response Time of the system by 5:00 pm CST 
Monday following the last business day of the month throughout the life of an active Change Order. Reports may be made available through the 
system or distributed to the Department’s Contract Monitor. 

Data Backups 
The Vendor or system shall perform backups on all system Records once every twenty-four (24) hours, seven (7) days per week, and three hundred 
sixty-five (365) days per year to facilitate data and system restoration in the event of any failures, including but not limited to, hardware. The data 
backup schedule shall be mutually agreed upon by both the Vendor and the Department and shall be oriented around periods when the system is 
expected to have the lightest use. 

Contact Persons 
The Vendor’s point of contact for maintenance and service levels shall be the Division and ITD Project Managers. The Departments’ primary point 
of contact shall be the Departments’ Contract Administrator in accordance with this Contract in Section {X}, Contract Administrator. 
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Recovery Points 

A.	 The vendor will comply with the Disaster Recovery Plan. 

Hardware and Software Refresh 
The Vendor shall provide hardware and software refresh plans to address end of support or end of life products. The plan shall also address system 
and application patches and implementation methodology and schedule. Refresh of hardware and software will be at the sole discretion of the 
Department. 

ADA Compliance 
The Respondent represents and warrants that it will comply with the requirements of the Americans with Disabilities Act (ADA). 

TESTING REQUIREMENTS, IMPLEMENTATION AND ACCEPTANCE 
All testing activities shall include the following but not be limited to: 

Implementation and Acceptance 

TXDPS will work closely with the Respondent to insure each phase of this project is complete; however, completion of any one phase specified in 
this RFO does not constitute full completion and acceptance of the project’s requirements. 

Unit Testing: 
A.	 Respondent shall provide a listing of test cases based on the requirements of this solicitation, the Implementation Plan, Project Plan 

and Schedule and in direct coordination with TXDPS Project Manager. 

B.	 Respondent shall also provide TXDPS with the results of the Unit test cases that were executed to completion. 

C.	 Based on the outcome of successful unit testing, Respondent shall advance to the next step of System Testing. Successful unit testing 
shall be defined as 100% pass rate of all defined unit test cases with no outstanding issues/defects.  Respondent shall perform all these 
tests in a development environment. 

System Testing: 

A.	 Respondent shall provide to TXDPS for review and approval by TXDPS QA testing staff, documented test cases that shall be 
performed during Respondent system testing to validate the successful migration and installation of the software package before any 
System Testing begins. 

B.	 Respondent shall be responsible for performing system testing in the Respondent QA Environment and provide test results to TXDPS. 

C.	 Respondent shall log all defects found during the System Testing in the agreed upon defect tracking application. 

D.	 Respondent shall investigate any defects found during System Testing and participate in Defect Triage meetings with TXDPS to 
determine defect outcome and resolution. 

E.	 Respondent shall provide defect fixes in the timeframe as defined in SLA. 

F.	 Respondent shall demonstrate all components of the Application Software are performing as defined in the System Test cases and 
Business Requirements, including interfaces with other systems (Baseline Interfaces), in the specified System Hardware, Operating 
Software and Network Environment (System Environment). 

Performance/Load Testing: 

Performance/Load Testing will be performed by TXDPS in coordination with the Respondent in instances where internal metrics (network 
load, etc.) cannot be captured by the Respondent. TXDPS will also help coordinate internal resources to provide oversight and assistance 
when necessary. 

A.	 Respondent shall provide documented test cases to TXDPS that shall be performed during Respondent performance and load testing 
to validate the successful performance of the software package. 

B.	 Respondent shall capture the average data throughput for solution and the maximum number of concurrent users before service 
degradation to ensure user traffic does not have an adverse effect the TXDPS network and provide these results to TXDPS. 

C.	 Respondent shall be responsible for conducting performance and load testing that will demonstrate their system is capable of meeting 
metrics as defined by TXDPS. 
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D.	 Respondent shall provide performance and load test results to TXDPS for review and approval. 

E.	 Based on the outcome of successful performance and load testing, Respondent shall advance to the next step of System Integration 
Testing. Successful performance testing shall be defined as 100% pass rate of all defined test cases with no outstanding issues/defects. 
Respondent shall perform all these tests in a production-like environment. 

Integration Testing: 

TXDPS shall perform System Integration Testing independently or jointly with the Respondent, following successful completion and 
documentation of Respondent and TXDPS System Testing.  Successful completion is defined as 100% pass rate of all defined System Test 
cases with no outstanding issues/defects. 

A.	 Respondent shall provide assistance during the System Integration Testing process by providing technical and QA resources that will 
answer questions and provide clarifications and/or fixes to any issues encountered during the System Integration Testing cycle. This 
support can be performed remotely or in person at the TXDPS facility. Remote support shall consist of, but is not limited to, remote 
server control mechanisms, WebEx review sessions, telephone conference calls and email exchanges. System Integration Testing will 
focus on the integration and interaction with other TXDPS systems, external systems, or third party components and shall be based on 
the TXDPS requirements as well as the Respondent System Design Specification. 

B.	 The vendor must provide a User Acceptance Testing environment upon successful completion of System Integration Testing. 

C.	 TXDPS shall log all defects found during the System Integration Testing in the agreed upon defect tracking application. 

D.	 Respondent shall investigate any defects and participate in Defect Triage meetings with TXDPS to determine defect outcome and 
resolution. 

E.	 Respondent shall provide a documented response to the documented defect in the agreed upon defect tracking application. 

F.	 Respondent shall provide defect fixes in the timeframe as defined in SLA. 

G.	 Respondent shall provide Release Notes containing an open issues log for each test iteration. 

H.	 At TXDPS’ sole discretion, test cases may be modified or added to ensure completeness, accuracy and quality of the delivered 
software package as defined in business and technical documentation. 

I.	 Based on the successful outcome of System Integration Testing, TXDPS shall advance to User Acceptance Testing (UAT). Successful 
System Integration Testing shall be defined in the Test Plan documentation created by TXDPS. 

J.	 System Integration testing shall not be considered successful if outstanding Severity one (1) or Severity two (2) defects pending 
resolution remain. 

User Acceptance Testing (UAT): 

A.	 Following successful completion of the System Integration Testing, or System Test for Contractor Hosted systems, TXDPS shall 
coordinate and execute UAT in the Contractor’s (UAT) environment. 

B.	 UAT shall be performed by TXDPS end users based on UAT test cases created by TXDPS. 

C.	 TXDPS shall notify Respondent of any defects found during User Acceptance Testing of the Software Solution. 

D.	 Respondent shall investigate any defects and participate in Defect Triage meetings with TXDPS to determine defect outcome and 
resolution. 

E.	 Respondent shall provide defect fixes in the timeframe as defined in the SLA. 

F.	 If the number of defect failures prevents all systems from operating as described above, the TXDPS may reject the entire final 
software package. 

G.	 If all criteria is not met as defined in the TXDPS Quality Assurance Entry and Exit Criteria document (Exhibit ##), or the respondent’s 
solution does not meet the defined business requirements, the TXDPS may reject the final software solution. 
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Final Acceptance: 
Final acceptance of the Software Solution shall not occur until ninety (90) business days after the review period, to include thirty (30) days failure 
free operation of the system and delivery of all required documentation. 

Failure Resolution: 
Upon failure of any test within the control of the Respondent shall submit a report describing the nature of the failure and the actions to be taken to 
remedy the situation prior to any modification or replacement of the system, within ten (10) business days. TXDPS shall provide written approval or 
denial within five (5) business days. If a system requires modification, the fault shall be corrected and the test repeated until successfully completed. 

A.	 Major discrepancies that will substantially delay receipt and acceptance of the system shall be sufficient cause for rejection of the 
system. Failure to satisfy the requirements of any test is considered a defect and the system shall be subject to rejection by TXDPS. 
Any rejected software package may be offered again for retest provided all noncompliance has been corrected. 

B.	 Resolution of System Integration Test Failure. If the software package fails the System Integration Test, Respondent shall correct the 
fault and then TXDPS will repeat the Systems Integration Test until successfully completed. 

C.	 Resolution of Final Acceptance Test Failure. If a defect within the system is detected during the Final Acceptance Test, TXDPS shall 
document the failure. Respondent will be required to research, document and correct the source of failure. Once corrective measures 
are taken, TXDPS shall monitor the point of failure until a consecutive thirty (30) calendar day period free of defects is achieved. 

Retest 
Respondent and TXDPS shall mutually agree to re-test per C.17 Testing Requirements, Implementation, and Acceptance, as determined by the 
environment where the issue is to be addressed. If the system downtime exceeds seventy-two (72) hours or system has not operated for thirty (30) 
consecutive days free of defects within the ninety (90) day period, TXDPS may extend the test period by an amount of time equal to the greater of the 
downtime in excess of seventy-two (72) hours or the number of days required to complete the performance requirement of an individual point of 
failure. 

DEPARTMENT RECORDS AND DATA RETENTION 

A.	 Upon conclusion of this Contract, including management transition to the Department or another Contractor, all agency data and 
reports and the complete, certified set of fully, properly documented, and commented application programming files and logs 
developed by the Contractor specifically for this Contract shall revert to the Department. This shall include customized code, data and 
images, data and images indices, data and image indexing or analysis, and logging tools and information not present in Contractor’s 
product as normally initially delivered to other clients. 

B.	 Agency records shall be labeled and delivered in a manner satisfactory to the Department. The Contractor shall comply with additional 
instructions pertaining to Department records as detailed in Section H.55, Books and Records, of this Contract. 

C.	 In the event the Contractor requires copies of any records after conclusion of this Contract or this Contract’s expiration and Facility 
management transition, the Department shall furnish copies to the Contractor at the Contractor’s expense. 

D.	 Records shall be maintained in accordance with the Department’s Records Retention Schedule as detailed in Section E.2, Inspection 
by State Employees. 
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1. Introduction 

TXDPS issues this Statement of Work (SOW) under this PR number 405-15-R012836 for services under the 
Department of Information (DIR) Deliverables Based Information Technology (DBITS) Master Contracts for a 
TXDPS Crime Records Service (CRS) application. 

Chapter 61 of the Texas Code of Criminal Procedure mandates that the TXDPS create and maintain a statewide 
gang intelligence database operated in accordance with Title 28 of the Code of Federal Regulations Chapter 23. 
This database is provided at no cost to law enforcement and criminal justice agencies throughout Texas for the 
purposes of maintaining a central gang intelligence source. Any law enforcement agency collecting gang 
intelligence in Texas, any sheriff’s office in a county with a population of greater than 100,000, and any police 
department jurisdiction with a population of more than 50,000 are required to submit gang data to the TXDPS-
provided gang database. The database was officially created in 1999 as the Texas Gang Intelligence Index (“TX 
Gang” or “the System”), and has been through three major iterations in that time, each of which has had an 
increase in participation and scope. TX Gang has become, and is continuing to grow as, a major resource in 
both the Texas and national gang intelligence communities. Currently, the Crime Records Service (CRS) of the 
Law Enforcement Support (LES) division oversees and maintains the database. 

TX Gang serves as an effective investigative, analytical, and statistical criminal investigative resource by providing the 
tools necessary to identify, relate, and track gangs, gang members, and their activities and by allowing for the sharing of 
data across multiple local, state, and national jurisdictions. The primary objectives of TX Gang are receipt, storage, and 
sharing of essential criminal investigative information related to gangs and gang members. It is the intent of TXDPS 
to issue a Purchase Order (PO) for maintenance and support tasks, and accompanying Change Orders for 
application development needs as identified. 

2. Scope - Technical Environment and Identified Application Enhancement Projects 

A. The 	Vendor shall provide continuous maintenance services for the TXDPS’ TX Gang related 
software utilized by the TXDPS for the System to include, but not be limited to, preventive and 
remedial maintenance and enhancement services for upgrades, refreshes, enhancements, 
customization, test and acceptance, and other related services. 

B. The Vendor’s services for the System shall be an open solution to allow for customization and 
enhancements to meet all CJIS security requirements. 

C. Enhancement services: The TXDPS will assign and then issue Change Order Plan(s) as incorporated 
in Exhibit 1, Change Order Template, for additional services to include but not be limited to 
customization, enhancements, and other related services. The Contract Monitor shall work with the 
Vendor to prepare the COP(s).  The Contract Monitor shall submit a requisition to Procurement and 
Contract Services to finalize the modification to this Contract. 

Examples of factors requiring application enhancement include but are not limited to: 

•	 Open Records Requests 
•	 Mandated Legislative Changes 
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•	 FBI Program Specific Changes through its Technical Operational Update documents 
•	 FBI Audit 
•	 TXDPS Audit 
•	 TXDPS Administrative Mandates 
•	 TXDPS Internal Data Aggregation Mandates (Web Services) 
•	 TXDPS IT and Infrastructure Design Mandates 
•	 TXDPS CRS Tertiary Programs (Texas Crime Information Center / National Crime Information 

Center /Texas Law Enforcement Telecommunications System) 
•	 Oversight board requirements 

The Vendor shall provide continual application development and support services through enhancements 
and software updates plus support services contracted through its DIR Master Contract. Support services 
shall include: 

•	 System analysis 
•	 Scope assessment 
•	 Specification development 
•	 Programming 
•	 Web based services 
•	 Data import and export processes 
•	 Interfaces 
•	 System Infrastructure 
•	 Report generation 
•	 Testing and quality assurance 
•	 Implementation 
•	 Documentation of new features and functionality 
•	 Technical support 
•	 Database design 
•	 Support code framework ensuring the system meets all compliance requirements with Title 1 Texas 

Administrative Code chapters 206 and 213 
•	 24x7x365 maintenance of the System 
•	 Maintenance and patching of software 
•	 Preventative and routine maintenance to include but not be limited to patching of servers and other 

relevant commercial software such as Microsoft SQL Server 

2.1 Technical Environment 

2.1.1 Software Environment: Operating System(s): Red Hat Enterprise Linux Server release 5.4; 
Application Server: Tomcat 7.0.23 

2.1.2 Hardware: Cisco UCS Server (production); Cisco UCS Server (development/test) 

2.1.3 Database Environment: DB2 v9.7.0.2 and any subsequent releases 
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2.1.4 Programming Languages: Java 1.6.0_2; stored procedures (see database environment); JavaScript; 
Tapestry 5.1 

2.1.5 User accessibility: will be on a 24x7x365 basis, with at least 99.5% availability via approved platforms. 
Web based access will be available regardless of user platform, but at a minimum will support all common 
browser configurations. 

2.1.6 Data throughput:  Data transmitted from TX Gang will meet NIEM 2.1 standards with an anticipated 
upgrade to 3.0 within twelve (12) calendar months of its release. Future iterations of the NIEM standard will 
also be supported. 

2.2. Application Development and / or Enhancement Change Orders 

Application development or technology upgrade/migration and transformation tasks will be governed by issuing 
task specific Change Orders (Exhibit 1). Each Change Order will be negotiated and agreed to by both parties. 
Change Orders will be officiated by signatures of the Vendor, the TXDPS Division’s Contract Monitor (CM) or 
assigned designee, requesting the work, and the TXDPS Procurement & Contract Services (P&CS) Contract 
Administrator, and will be incorporated into this Contract. The TXDPS CM or assigned designee will initiate 
this process by providing the Vendor with a draft Change Order for update and negotiations.  Once the TXDPS 
CM or assigned designee and the Vendor have determined and agreed to all deliverables and updated the draft 
Change Order accordingly, the draft Change Order will be forwarded to the TXDPS Contract Administrator for 
scope and pricing verification.  Once all identified groups concur, the TXDPS Contract Administrator will 
facilitate final signatures to incorporate the Change Order into this Contract.  No work is authorized without an 
approved and executed Change Order as provided to the Vendor by the TXDPS Contract Administrator. 

2.2.1 Change Order Format and Methodology 

The format of the Change Order will not be altered by either the TXDPS Division CM or assigned designee or 
the Vendor.  The TXDPS Division CM or assigned designee and the Vendor shall only update applicable 
deliverable language, provide pertinent project information and background necessary to explain the project 
tasks and scope, and update all Change Order tables as the project progresses.  

Change Orders will be issued for any and all application customizations, updates, and/or modifications, to 
include but not be limited to: alterations of software, programming, documentation, and other applications or 
services beyond those originally stated within this SOW for standard maintenance and hosting requirements as 
detailed within this Contract. 

3. Maintenance and Support Requirements 

The Vendor shall provide maintenance and support for the TX Gang application will need to meet the following 
criteria. Please refer to Section 7 of this SOW for service level requirements. 

3.1 Application Hosting Requirements for Vendor Hosted Applications 

The Vendor shall comply with all Terms and Conditions of this Contract and shall: 
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•	 Provide each application with a separate test and redundant production environment to mitigate 
application downtime. 

•	 Allow an unlimited number of unique remote Administrator Access Users for the production and test 
environments for each application. 

•	 Provide TXDPS Administrator Access Users capabilities to maximize administration of each 
application, including but not limited to the creation, modification, and removal of users, groups, and 
roles and permissions management. 

•	 Coordinate and obtain written approval from the TXDPS’ Project Manager for requirements 
necessary to providing and maintain the Administrator roles-based accounts.  The Vendor shall 
ensure accounts meet TXDPS standards. 

•	 Provide web based access to all applications by users and Administrator Access Users. 
•	 Provide web-based access independent of user platform, but at a minimum, support Internet Explorer 

8, other common web browsers, and common mobile devices to include, but not be limited to, 
iPhone, iPad, Android, and IOS devices. 

•	 Ensure user access to applications support web based protocols and not require a fat client for system 
administration and / or user operations. 

•	 Provide data archiving to comply with statutory requirements as defined in the State Library 
requirements and the TXDPS Records Retention schedule. 

•	 Provide full and indelible audit logs as requested by TXDPS for all operations performed within 
each application to include, but not be limited to, compliance with the most up to date version of the 
CJIS Security Policy, including auditing, accountability, access control, identification and 
authentication. Reference Section 12.1 of this SOW for CJIS details and Section 13 of this SOW for 
documentation required with the PR response. 

•	 Include data security features within each application that protect the security and privacy of 
personally identifiable information (PII) and which comply with the storage and dissemination of 
reports involving juveniles, victims, suspects, and sex-offenders as required by statute. 

•	 Ensure, and provide documentation within its PR response, that all applications comply with the 
current Cloud Security Alliance’s (CSA) Cloud Control Matrix (CCM) security requirements for 
Vendor hosted applications.  Information pertaining to CSA https://cloudsecurityalliance.org/ and 
CCM information may be found at https://cloudsecurityalliance.org/research/ccm/. 

•	 Provide an updated hardware (HW) and software (SW) inventory as changes are made, including 
any servers and network technology required and, as requested by TXDPS, an architectural diagram 
of the complete overall system, to demonstrate compliance with CSA CCM, and provide specific 
detail related to: 
a.	 the processor requirements; 
b.	 the memory requirements; 
c.	 operating system details and dependencies; and 
d.	 data storage requirements. 

3.2 Data Backups 

The Vendor shall perform backups of all applications daily, for the term of this Contract. 

3.2.1 The data backups will be performed at a mutually agreed upon time outside the hours of 8:00 A.M. to 
5:00 P.M. CT.  Exceptions to this schedule require prior written consent from the TXDPS CM. The 
TXDPS CM will have one (1) business day to respond to exception requests. 
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3.2.2	 Automatic notification of backup failures will be sent to the application TXDPS’ Project Manager. 

3.2.3	 The Vendor shall perform backups on all applications and application data once every twenty-four (24) 
hours, seven (7) days per week, and three hundred sixty-five (365) days per year to facilitate data and 
system restoration in the event of any failures, including but not limited to hardware or network. 

3.2.4	 The daily data backup general operation start time shall be mutually agreed to by both the Vendor and 
TXDPS and will be oriented around periods when the system is expected to have the lightest use. The 
Vendor shall ensure no more than twenty-four (24) hours of data are at risk. 

3.2.5	 The Vendor shall ensure data and application backups allow for the complete recovery of data and 
application functionality up to the point of failure.  

3.2.6	 Data backup failures will be reported via email to the TXDPS’ Project Manager within one (1) hour of 
failure. 

3.2.7	 Data backup failures will be reported on the monthly incident report. 

3.3	 Hosting Center Disaster Recovery and Disaster Recovery Plan 

The Vendor shall author and design a Disaster Recovery  Plan (DRP) for each hosted application.  

3.3.1	 The Vendor shall update the DRP for any enhancement. 
3.3.2	 DRP will be approved by the TXDPS IT Division, TXDPS Cyber Security, the TXDPS 

Division requesting the enhancement, and the TXDPS Procurement and Contract Services 
(P&CS) Contract Administrator. Final acceptance of the DRP will be communicated from the 
Contract Administrator to the Vendor via email. 

3.3.3	 The Disaster Recovery (DR) solution will reside at a secondary location. 
3.3.4	 The DRP will be reviewed and updated every six (6) months to ensure the plan reflects current 

priorities, processes, and execution strategies. 
3.3.5	 The Vendor shall provide its proposed DRP to the TXDPS Contract Administrator within 

fifteen (15) calendar days of Contract award. 3.3.6The Vendor and TXDPS shall negotiate and 
agree on the initial DRP within thirty (30) calendar days of awarded of this Contract. 

3.3.7	 The Vendor and TXDPS shall negotiate and agree on the updated DRPs within ten (10) 
business days of submission. 

3.3.8	 The Recovery Time Objective (RTO) is seven (7) days.  The Recovery Point Objective 
(RPO) is less than 30 minutes.  The RTO is the targeted duration of time and a service 
level within which a business process must be restored after a disaster (or disruption) in 
order to avoid unacceptable consequences associated with a break in business continuity. 
An RPO is defined by business continuity planning.  It is the maximum targeted period in 
which data might be lost from an IT service due to a major incident. 

3.4	 Transition Plan/Procedures 

The Vendor, with the assistance of TXDPS, as part of the application maintenance and support requirements, 
shall provide a detailed plan for transitioning all applications, data, software, and documentation (“Application 
Data”), in whole or part, to a subsequent Vendor, TXDPS or other entity. The Vendor shall update the 
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Transition Plan within fifteen (15) calendar days following any enhancement work that alters application or 
system design. 

The Vendor shall provide, within its Offer, a detailed draft transition plan (“Transition Plan”) for a ninety (90) 
calendar day transition period that meets industry and best practices standards and will include, at a minimum, 
step by step processes, timelines, involved parties’ responsibilities, knowledge transfer, training and functional 
requirements to ensure that transition of all Application Data includes without limitation: 
•	 Detail of all hardware (if applicable) and associated operating software requirements necessary to 

support all applications. 
•	 Detail of all platform and development software necessary to support, maintain and administer all 

application test, application production, and application monitoring environments. 
•	 Detail of all network hardware (if applicable) and software necessary to support, maintain and monitor 

all application test, application production, and application monitoring environments. 
•	 Detail to ensure all Application Data can integrate with other TXDPS or other identified entities’ 

systems utilizing standard web services, or provide application program interface (API) tools that can be 
incorporated into TXDPS or other identified entities’ applications or secure file transfer protocol with 
data encryption. 

The Vendor shall provide to TXDPS a finalized Transition Plan within thirty (30) calendar days of Contract 
award.  TXDPS shall review the Transition Plan within fifteen (15) calendar days of submission, and shall 
discuss any issues, requirements or concerns with the Vendor. 

As directed by TXDPS as a result of such discussions, the Vendor shall modify the Transition Plan and return 
the Plan to TXDPS for review and written acceptance within fifteen (15) calendar days of receipt. The fifteen 
(15) business day cycle, at a maximum, shall continue between TXDPS and the Vendor until it is determined 
the Transition Plan achieves TXDPS’ satisfaction. Upon determining that the Transition Plan meets the 
requirements of this Contract including these provisions, TXDPS shall notify the Vendor of its written 
acceptance of the Transition Plan and upon such written acceptance, the Transition Plan shall be incorporated 
by reference into this Contract. Notice to the Vendor will be provided by the Contract Administrator via email. 

TXDPS shall ensure cooperation on the part of any subsequent Vendor, other entity or TXDPS personnel, 
depending on the entity to which TXDPS directs that all or part of this Contract shall be transitioned; however, 
the Vendor shall maintain all responsibility for all tasks, deliverables and performances under this Contract 
during the transition period. At the end of the ninety (90) day transition period, or earlier depending on TXDPS 
approvals, the subsequent Vendor, other entity or TXDPS shall assume full responsibility for all tasks, 
deliverables and performances as directed by TXDPS. 

During this Contract term, additional revisions of the Transition Plan may be required due to information, 
processes or issues that originally were not included or addressed in the Transition Plan.  Revisions to the 
Transition Plan shall be processed under the same procedures as the initial Transition Plan, including provision 
to TXDPS for review, comment, revision, written acceptance, and incorporation into this Contract. Any 
enhancement activities that alter application or system design shall necessitate an update to the Transition Plan. 

Knowledge transfer shall occur over the entirety of the 90-day transition period.  The knowledge transfer shall 
take place via various methods.  The Vendor shall, at a minimum, coordinate and conduct two (2) formal 
classroom training sessions.  These sessions shall focus on the specific Transition Plan requirements and any 
other tasks or activities identified by the Vendor and TXDPS as needed to ensure a successful transition of 
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technology necessary to continue applications operations.  Training sessions shall be completed no later than 
sixty (60) calendar days prior to the end of the transition period.  The Vendor, TXDPS and the subsequent 
Vendor or other entity shall meet a minimum of once per week to determine if further training or knowledge 
transfer is required. 

TXDPS shall meet with the Vendor and the subsequent Vendor or other entity to ensure all concerns and issues 
have been met and addressed appropriately.  TXDPS shall make the determination, in its discretion, of when the 
transition is complete and shall provide the Vendor and the subsequent Vendor or other entity with formal 
written acceptance indicating such transfer of responsibilities.  The formal transfer of duties shall be 
documented, in writing, on a TXDPS Contract Modification or Contract Amendment, to include acceptance 
signatures from TXDPS, the Vendor and the subsequent Vendor or other entity. 

Activation of the Transition Plan approved by TXDPS under these provisions (the beginning of the ninety (90) 
day transition period), will begin on the Vendor’s receipt of written notification from TXDPS that this Contract, 
in whole or in part, is being transitioned.  The Vendor shall comply with these provisions and the Transition 
Plan.   The Vendor’s failure to comply with these provisions and the Transition Plan shall constitute a material 
breach of this Contract.   

3.5 Software Maintenance and Support for TXDPS Owned/Hosted Applications 

The Vendor shall provide all SW maintenance and support, to meet and maintain performance service levels. 
Maintenance of TX Gang will include Preventative Maintenance, Remedial Maintenance and Special 
Maintenance as defined herein: The Vendor shall provide the following: 

Maintenance, support, or implementation for existing interfaces or TXDPS required future interfaces. 

Maintenance and support for all existing database features. 

Provide users with a method of contacting one another within the database. 

Visibility of documenting officer, entering user, and user that performs the most recent validation of the 
record to TX Gang users 

The means to notify users of fundamental database transactions, including but not limited to additions, 
modifications, deletions, expirations, views, subscriptions, or other similar data changes. 

Relational ties within the database for comparison of similar records. 

Provide and support methods for all types of reports current to the system as well as future reports 
requested by the TXDPS. 

Maintain up to date knowledge of the existing data set rules required for export to NCIC, TCIC, and any 
other TXDPS resource required. 

Assurance that the database is maintained in full compliance with all applicable government laws, rules, 
procedures, and statutes. 

Support for external agencies wishing to contribute data to TX Gang via one-time data migration or 
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ongoing batch upload. Support shall consist of coordinating with agencies to provide transfer 
specifications, field matching, and automated report emails. 

Full and indelible audit logs as requested by TXDPS for all operations performed within the database to 
include but not be limited to compliance with the most up to date version of the CJIS Security Policy 
including auditing, accountability, access, control, identification and authentication. 

Means for participating agencies to export their own data either en masse or singularly to both an 
analysis software program as well as a spreadsheet format. 

Data archiving to comply with statutory requirements and TXDPS Records Retention Schedules 

Assurance that records that have met legislatively mandated expiration dates are not retained past their 
legally mandated expiration dates by programmatically removing such records from the active record 
database 

Provide system edits to verify the validity of a record during the life of the record, from creation to 
expiration 

Provide a user management component that will allow local users to manage their own users (resetting 
passwords, etc.), as well as, provide the ability for Administrators to create and manage user accounts 
statewide 

The Vendor will supply to TXDPS all necessary reference manuals, sample data, source documents, and 
any other information required to perform maintenance. 

3.6 Preventive Maintenance 

The Vendor shall provide preventive maintenance services in order to maintain the System in good condition 
and working order on a mutually agreeable scheduled basis. The preventive maintenance schedule is to be 
based on the Vendor and TXDPS CM or assigned designee mutual agreement of the particular service required 
for each system component, it being understood that this schedule will be oriented around periods when the 
System is expected to have the lightest use and outside of the PRINCIPAL PERIOD OF OPERATION. 

The PRINCIPAL PERIOD OF OPERATION coverage is Monday through Friday during the hours of 8:00 a.m. 
to 6:00 p.m. CST, excluding state or federal holidays. 

The Vendor shall: 

A. Provide an advance notice reminder to the TXDPS’ Project Manager or assigned designee at least 
five (5) calendar days prior to scheduled preventive maintenance activities for those activities that 
impact System operation. 

B. Provide the TXDPS’	 Project Manager or designee with email or phone notice of unscheduled 
preventive maintenance activities and receive approval from the TXDPS prior to services being 
rendered. 

C. Provide installation of patches	 and upgrades of all application and operating system software 
associated with the System, with written preauthorization of the TXDPS to keep current with FBI 
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CJIS and TXDPS IT Division standards. Updates to manuals resulting from System software updates 
will be supplied to the TXDPS free of charge. 

D. Install, without charge outside Principal Period of Operation, all mandatory changes with written 
preauthorization from the TXDPS. 

E. Replace faulty, malfunctioning, or end-of-life System software to maintain the current level of 
System functionality and operational effectiveness. 

Cost for preventive maintenance services will be included in the predetermined monthly maintenance cost. 

3.7 Remedial Maintenance 

Remedial Maintenance is defined as maintenance performed during System component failure that is performed 
by the Vendor on an unscheduled basis. 

The Vendor shall: 

A. Provide all necessary maintenance at no cost to the TXDPS to remedy malfunctioning system 
hardware or software to regain full operability. 

B. If the TXDPS gives notice to the Vendor of a System failure, notification shall be considered 
approval to provide remedial maintenance. If the Vendor discovers a System failure, the Vendor 
shall notify the TXDPS according to the terms defined in the Service Level Agreement. The Vendor 
shall follow Critical Blocker procedures defined in the Service Level Agreement for instances of 
remedial maintenance. 

C. Produce a notification banner for users attempting to access the faulty System.  	Such notification 
banner shall indicate the System is down and will show an estimated time of System availability. 
The Vendor shall update the banner hourly, providing the current status and estimated time of 
System availability. 

3.8 System Modifications and Enhancements 

System modifications and/or enhancements shall be performed by the Vendor outside the scope of Preventive or 
Remedial Maintenance. These activities will include but not be limited to customization, enhancements or other 
related services. 

The Vendor shall: 

A. Perform modifications/enhancements as requested by the TXDPS if the service to be rendered is less 
than three (3) hours, at no additional cost to the TXDPS. Coordination of the requested services will 
be mutually agreed upon in writing prior to services being rendered. 

B. Complete a Change Order Plan (COP) issued by the TXDPS. 
1.	 Provide modification/enhancement services that are estimated to exceed three (3) hours by the 

issuance of a COP utilizing Exhibit 1, Change Order template. 
2.	 Properly fill out the COP to include the specific areas added or changed by the TXDPS. Areas 

may include Work Breakdown Structure (“WBS”), delivery dates, responsibilities and other 
critical information necessary for the services to be rendered. 
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3.	 Upon approval and signatures from the Vendor and the TXDPS PM, the COP will be forwarded 
to the Contract Monitor, who will secure approval and issuance from the Contract Administrator. 
The Contract Administrator will not approve and issue the COP until such time as all appropriate 
TXDPS signatories have reviewed and approved the COP request. After all signatories have 
reviewed and approved the COP, the Contract Administrator will initiate a Contract 
modification.  A Contract modification is required for all COPs. No services will be rendered 
until the Vendor receives an approved COP from the Contract Administrator with all appropriate 
TXDPS signatures. 

4.	 Ensure all services are within scope of this Contract and have been requested at the sole 
discretion of the TXDPS. 

5.	 Abide by the terms and conditions within this Contract and not add any contractual terms and 
conditions to the COP. 

C. Repair defects enumerated in the COP caused by the following: acts of God; the TXDPS or its 
designated agent or users; neglect; misuse or abuse of the System; or use of non-recommended 
products or services. 

3.9 Software Support 

The Vendor shall: 

•	 Provide 24 x 7 x 365 monitoring of all support software necessary to administer all applications per 
stated SLAs. 

•	 Provide routine patching and upgrades of all software that directly or indirectly impacts application 
production availability to maintain compliance with software manufacturer’s versioning requirements 
and TXDPS IT Division standards. 
 Identify all (both reported and non-reported) software issues within one (1) hour of occurrence. 
 Begin remediation of all (both reported and non-reported) issues within one (1) hour of 

identification. 
 If the issue cannot be resolved in the stated timeframe, the Vendor shall contact, via email 

communication, the TXDPS Information Technology Division Operations Intelligence Center (ITD 
OIC):  1-888-377-6420 and designated TXDPS CM or assigned designee assigned to the specific 
application. 

•	 Support response times and ticket detail will be submitted to the TXDPS CM or assigned designee or 
assigned designee with each month’s per application, incident report. 

3.10 Application, Software, Network Infrastructure Support Requirements 

The Vendor shall: 

•	 Identify and notify TXDPS of all software, and network technology issues that arise within all 
dependent and independent components of all applications and technology infrastructure. 

•	 Track software and networking issues and identify each incident via a unique designation identifier. The 
incident ticket will provide all information and documentation as required within Section 6. 

•	 Assign a severity level to each incident.  Severity level scale is detailed within Section 7 of this SOW. 
•	 Report all issues encountered to the TXDPS ITD OIC, provide severity level, root cause, and estimated 

resolution time. 
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•	 Provide a monthly summary of all incident tickets encountered while providing application maintenance 
and support. 

•	 Provide software refresh plans to address end of support or end of life products.  The plans shall also 
address application patches and implementation methodology and proposed deployment schedules. 

3.11 Maintenance Responsibilities of TXDPS 

3.11.1 Notification 

TXDPS shall notify the Vendor’s designated contact immediately upon discovery of system failure and shall 
permit the Vendor prompt and unfettered access to the system.  TXDPS shall provide the Vendor use of 
necessary data communications facilities and equipment at no charge to Vendor subject only to TXDPS security 
regulations. 

3.11.2 Vendor Office and Storage 

TXDPS may provide the Vendor with a work area at no charge. The Vendor shall, at a minimum, supply field 
engineering materials, devices, and aids necessary to maintain the system in good working order. 

3.11.3 Authorized Support 

TXDPS personnel will not attempt any repair or maintenance on the System while the System is covered by this 
SOW unless previously agreed upon in writing by the Vendor as part of normal operator maintenance 
responsibilities.  TXDPS will not request or allow any individual other than the Vendor’s support personnel or 
TXDPS employees specifically approved to make any adjustment, repair or maintenance. 

3.11.4 Maintenance Personnel 

Depending upon the availability of TXDPS manpower and the practicability for TXDPS to do so, TXDPS will 
assign a person or persons (TXDPS employee(s) specifically approved) to coordinate all maintenance activities 
and to work with the Vendor.  The Vendor shall work with said person(s).  TXDPS shall bear all responsibility 
for any actions performed by the TXDPS employee(s), which were not directed by or requested by or under the 
control of the Vendor.  The Vendor shall bear all responsibility for activities performed by all of its employees. 
Some TXDPS employees will be considered under the direction of the Vendor (for training purposes).  The 
Vendor shall bear final responsibility for control of any TXDPS employees in training or placed under the 
Vendor’s direction as specified by SLA(s) or separate Contract provisions.  Depending upon the availability of 
TXDPS manpower and the practicability for TXDPS to do so, TXDPS will assign competent, trained personnel 
to cooperate with the Vendor.  Should the Vendor feel any recommended TXDPS employee is not performing 
or able to perform the duties necessary for training or as specified by SLA(s) or separate contract the Vendor 
must submit its concerns in writing to the designated TXDPS CM or assigned designee.  TXDPS personnel will 
be available for consultation and to answer pertinent questions as specified in the SLA. 

4. Outsourced Services 

The prime Vendor shall ensure any subcontractors working under this Contract comply with all Contract 
Requirements. 
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5. Deliverable Receipt, Acceptance and Change Management 

5.1 Application Development or Enhancement Test, Acceptance, and Receipt. 

•	 All deliverables will be provided on the dates specified in each uniquely identified and approved Change 
Order.  

•	 All deliverables will have a testing period of ten (10) calendar days, with acceptance contingent upon 
five (5) calendar days of error free operation.  

•	 If test and acceptance is not achieved by the tenth business day, the testing period will continue until 
achievement of test requirements and acceptance by TXDPS.  The Vendor will not be paid for any 
additional work provided to achieve deliverable acceptance beyond the quantity of hours originally 
agreed upon within the signed Change Order. If successful testing and acceptance of the identified 
deliverable is not achieved, payment will not be provided. 

•	 If the deliverable cannot be provided within the agreed upon and scheduled timeframe, the Vendor is 
required to contact the TXDPS CM or assigned designee, per the Change Management Requirements 
below. 

Beyond the test and acceptance period, all deliverables will have up to a ninety (90) day post-launch production 
quality validation period.  The TXDPS CM or assigned designee and the Vendor shall monitor 
application performance for stability and validate that deliverables meet current and projected 
performance requirements. Post-launch production validation will be considered complete when both 
parties sign the Change Order Acceptance Form (Exhibit 2) 

5.2 Application Maintenance and Support Acceptance and Receipt. 

The TXDPS PM or assigned designee will review the monthly summary of incident reports during the first 
week of each following month.  If all incidents were addressed within the time frames, the TXDPS PM or 
assigned designee will certify all maintenance and support activities were provided within the stated 
requirements 

5.3 Change Management 

•	 Any changes to the Change Order delivery dates shall be reviewed and approved by the TXDPS CM or 
assigned designee before being placed in effect.  

•	 The Vendor’s request for a revised schedule shall include the impact on: related and/or dependent tasks, 
overall project, resolution methodology for correcting deficiencies, and change to specific and overall 
timeframes. 

•	 TXDPS shall document changes to delivery dates by the update of Change Order governance table(s) by 
the TXDPS CM or assigned designee and provide such documentation to the Vendor PM or assigned 
designee. 

•	 Any administrative or substantive requirement changes to this SOW shall be approved by both parties in 
writing and documented by a TXDPS Modification of Contract form.  TXDPS or the Vendor PM or 
assigned designee shall initiate the change process by notifying the other party in writing; email is 
acceptable, and by submitting a written Change Order signed by both parties, to TXDPS Contract 
Administrator. No work is to begin until Change Order is executed by Procurement and Contract 
Services. 
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The Vendor is hereby advised that changes to the Software Solution system will be subject to the TXDPS’ 
Change Control Board (CCB) process. This requirement is mandatory for the Vendor hosted and the TXDPS 
hosted packages. The TXDPS shall initiate and manage the change control process. The purpose of the TXDPS’ 
IT Change Management (ITCM) is to ensure that Change Requests (CRs) to the TXDPS’ IT systems are 
properly reviewed, authorized, implemented and tracked with minimum disruption to service levels. The 
purpose of our change management policy is to ensure accountability, communication, transparency and 
visibility between IT and the Business. The Vendor shall submit a change request to the CCB detailing what is 
changing and where it is changing, along with test plans, test results, and communication processes for before 
and after a change.  There are two types of change requests: 

A. Standard CR 

Standard CRs follow the ‘normal’ change request process. This means these changes will be approved 
by the CCB prior to being released to a production environment. 

B. Emergency CR 

Emergency CRs will follow an abbreviated version of the CCB process. The following are considered 
emergency CRs: 

1.	 Production system down; 
2.	 Multiple users/sites affected ; 
3.	 Misprocessing data; and 
4.	 Security risk. 

6. Reports and Meetings 

•	 For all Change Order events, the Vendor, if requested by the TXDPS, shall arrange a kickoff meeting to 
be held at the TXDPS Main Campus located at 5805 N. Lamar Blvd. Austin, TX 78752, at a date and 
time agreeable to the TXDPS at no additional cost to the TXDPS. The Vendor PM or assigned 
designee and TXDPS CM or assigned designee, shall attend all project meetings. The TXDPS CM shall 
be informed of all meetings prior to occurrence. 

•	 The Vendor shall provide the TXDPS CM with monthly, written, progress reports for each in-process 
Change order and maintenance and support incident reports. 

 “Progress Reports” are monthly status summaries of Change Order progress. 
 “Incident Reports” are monthly summaries of all “incident tickets”, “tickets”. 

•	 Progress and incident reports shall be submitted by 5:00 pm CST Monday following the last working 
day of the month throughout the life of an active Change order or this Contract term.  Email submission 
of the reports is acceptable. 

•	 Progress reports shall cover all work performed and completed during the month for which the progress 
report is provided and will present the work to be performed during the subsequent month. 

•	 Progress reports will identify any problems encountered with that month’s development, all outstanding 
issues with an explanation of the cause, resolution methodology, and updated Change Order governance 
tables. 

 Incident reports will detail: each issue encountered by incident ticket identifier, affected 
application(s), , affected software, affected networking infrastructure, incident discovery method (e.g. 
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infrastructure monitoring, technical support call / email, error discovered while performing 
maintenance, etc.), severity level, root cause analysis findings, detailed actions taken to resolve the 
issue, time expensed in correcting the issue, name of person reporting the issue and report method, the 
Vendor’s staff assigned to the issue, initial response time and method, and other agreed to report 
details requested by the TXDPS CM. 

•	 The Vendor shall provide a listing of all programming languages used, updated as changes are made, in 
development and maintenance of the applications.  Languages applicable to application functionality 
will be identified within the Transition Plan and included in monthly maintenance reports. 

7.	 Service Level Agreements – SLAs 

The Vendor shall provide a service credit to TXDPS equal to one-hundred dollars ($100.00) for failure to meet 
any stated SLAs.  Service credits will be applied on a per-application development and / or enhancement, or 
application maintenance basis. 

7.1	 Definitions: 
“Uptime” is defined as any period of time 24 x 7 x 365 when an application is available to the “customer 
base” within the stated “availability technical requirements”. 

“Downtime” is defined as any period of time 24 x 7 x 365 when an application is unavailable to the 
“customer base” to include but not limited to: outages, unscheduled maintenance & support events, 
software failures, or access to application is less than the stated “availability technical requirements”. 

“Technical Availability” is defined as the customer base’s application access to an application, customer 
base’s access to test environments, and associated information or data results and/or exports based on 
customer base’s interaction with any application or supporting technology. 

“Customer Base” is defined as any person or representative of TXDPS, the network-accessible, or an 
Authorized Data Access Entity (ADAE). 

“Issue” is defined as any event that results in a loss of access to an applications production environment, 
test environment, or supporting technology that results in an application not achieving availability or 
technical requirements. 

“Severity Level” is a defining classification scheme for all issues with corresponding resolution times. 

 Critical/blocker (system is down and non-usable – Severity 1) -- Respond within in 1 hour, fix 
delivered in 24 hours. 

 High (system is functional but suffering from significant impact to operations – Severity 2) -­
Respond in 4 hours, fix delivered in 72 hours. 

 Medium (system is functional, some impact to operations – Severity 3) – Respond in 8 hours, Fix 
delivered in 10 days or less. 

 Low (minor issue, no impact to operations – Severity 4) – Respond in 24 hours, Fixed delivered 
based on prioritization of planned releases. 
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7.2. Application Performance Service Levels 

The Vendor shall provide application, test and production environments, uptime on a 24 x 7 x 365 basis at a rate 
of ninety-nine and one-half percent (99.5%) operational availability to meet customer base needs. 

The Vendor shall provide the customer base with application accessibility at the following minimum 
requirements assuming TXDPS’ hardware is fully operational: 

 .05 second limit for manipulating webpage objects 
 1 second limit for navigating to, from, and between main webpage, subordinate webpages and 

associated hyperlinks 
 1 second limit for navigating webpage command space 
 2 second limit for submitting a data request and getting a processing acknowledgment 
 10 second limit for retrieving data from a data request 

7.3 Rate calculation 

The rate calculation will be measured as the rate of System’s technical availability by the amount of downtime 
during a calendar month.  This metric gauges the application(s) performance as a percentage of available hours 
tracked to the quarter of an hour (rounded).  The rate of system performance will be measured and monitored as 
follows: 

 Available hours equal total number of hours in a month (24 hours x number of days in the month) 
minus the actual amount of time spent to the quarter of an hour for scheduled maintenance for the 
hosted application. 

 Downtime is the total number of hours (rounded to the quarter hour) during which the solution is not 
in operation. 

 System Performance Rate equals available hours Downtime divided by available hours. 

Example for the month of January:
 
Available time per month was 744 hours (31 days X 24 hours)
 
Downtime per month was 3.75 hours (start 1:00 am - end 4:40 am)
 
744.00 – 3.75 = 740.25 
740.25 ÷ 744 = 99.5% 

7.3.1 Escalation Process 

Inability to meet or exceed the RATE during this Contract period will result in the following actions: 

First event – verbal warning
 
Second event – written warning added to this Contract file
 
Third event – Negative Vendor Performance report
 

TXDPS reserves the right (as per TXDPS Technical Terms and Conditions) to terminate this Contract at 
any time. 
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8. Training 

A.	 The Vendor shall provide a detailed training plan within thirty (30) calendar days after contract 
award for the TXDPS users to acquire the necessary skills and proficiencies. All training programs 
will be conducted at TXDPS Headquarters, located in Austin, Texas. Training will be interactive with 
an emphasis on all appropriate development skills, and users shall have the ability to ask questions 
of the trainer during the sessions. The schedule of training sessions will be coordinated with the 
TXDPS’ Project Manager. The requirements of the training programs are as follows: 
1.	 Train the Trainer: 

a.	 The Train the Trainer training will be offered to selected TXDPS users to acquire the 
necessary information, skills, and proficiencies of the user interface and database to allow 
those users to train other typical users how to use the user interface and database to its 
fullest potential. 

b.	 The training will include advanced user techniques and basic technical troubleshooting 
skills. 

c.	 It is estimated that the TXDPS will receive a minimum of no less than eight (8) training 
sessions during the total potential contract term, including the Base term and each Renewal 
Option Periods. 

2.	 Developer Training: 
a.	 The developer training will be provided to select TXDPS personnel who will be responsible 

for the daily operation and maintenance of the database. 
b.	 The developer training will provide TXDPS personnel with the skills needed to integrate new 

data into the database. 
c.	 The developer training will include data integration training designed for TXDPS personnel 

to be able to interface with internal and external data sources. 
d.	 The developer training course will include overviews of the entity model, importing an SQL 

database, multi-level security related to data sources and analysis outcomes, and entity 
resolution. 

e.	 It is estimated that the TXDPS will receive a minimum of no less than three (3) developer 
training sessions during each of the Base and Renewal. 

B.	 The Vendor’s training programs will allow the TXDPS and the Vendor to jointly alter the proportion 
of train the trainer, analyst, developer, and certified training programs so as to maximize the overall 
effectiveness of the training for the TXDPS. All training sessions including any web-based sessions 
will be live and/or interactive. 

C. The Vendor shall scale, detail, and tie training to match the user interface and database. 
D. The Vendor shall submit to the TXDPS’ Project Manager copies of the curricula and associated 

User Guides for trainees for acceptance by the TXDPS no less than fifteen (15) calendar days prior 
to the first training program for each type of training. 

E.	 The Vendor shall make available to the TXDPS video recorded training for each training program 
as a review/refresher resource for TXDPS personnel who have already completed the live training. 

9. Reproduction of Materials 

TXDPS may reproduce all documentation and printed materials provided by the Vendor. If the documentation 
described above is revised at any time or if the Vendor develops additional documentation for the System, the 
Vendor shall deliver an electronic copy of such revised or additional documentation to TXDPS at no additional 
cost. 
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10. Period of Performance 

The term of this Contract shall be September 1, 2015, or the date of TXDPS PO issuance, through August 31, 
2016. 

11. Invoices 

Invoices associated with the provided services will be submitted monthly to APInvoices@dps.texas.gov for all 
accepted Change Order deliverables and maintenance & support requirements associated with this Contract. A 
copy of the submitted invoice will also be sent, via email, to the TXDPS CM or assigned designee identified for 
each specific application or individual Change Order.  Invoices will contain all required information per the 
State of Texas Procurement Manual listed on the Texas Comptroller of Public Accounts website 
(http://www.cpa.state.tx.us/procurement/pub/manual/2-43.pdf). 

11.1 Maintenance invoices shall detail: 
a. The TXDPS Purchase Order number, 
b. The TXDPS application name for which maintenance was provided, 
c. Detail of any SLAs missed for the month and the cumulative credit being applied. 

11.2 Application development and / or enhancement invoice shall detail: 
a. The TXDPS Purchase Order Number, 
b. The assigned TXDPS Change Order Alpha Designation, 
c. Identified Service Provided by Description, 
d. Quantity of Hours Associated with the Service Provided per Service Title, 
e. Actual cost to TXDPS for the Service Provided per Service Title, 
f. Detail of any SLAs missed for the month and the cumulative credit being applied, 
g. A copy of the TXDPS Change Order Acceptance Document signed by both parties. 

12. Additional Customer Terms and Conditions 

12.1 FBI CJIS Security Addendum 

The Vendor shall execute an original signed CJIS Security Addendum which can be downloaded from 
http://txdps.state.tx.us/securityreview. Additionally, a CJIS Security Addendum Certification shall be signed by 
each employee performing duties related to this project prior to working on this Contract. Each original 
Certification shall include an original signature of the employee and the Vendor’s representative. Non­
compliance by the Vendor will be cause for termination of this Contract. 

The Vendor shall, prior to beginning work on this Contract, enter into the CJIS online system all Vendor 
employees and subcontractors who will work on this Contract (further instructions will be provided to the 
Vendor prior to execution of this Contract), and have those employees/subcontractors complete the CJIS online 
training/testing.  The Vendor shall meet or exceed all requirements contained in the CJIS Security Policy. 

12.2 Vendor Background Check Completion 

The Vendor’s Authorized Representative shall provide the following to the TXDPS’ Contract Manager within 
ten (10) calendar days of executing this Contract: 
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i.	 The completed TXDPS Contractor Background Information form (HR-22) for all proposed 
personnel; and 

ii.	 Acceptable fingerprints for all proposed personnel. 

The Vendor will not allow any personnel to work on the project that have not submitted to and successfully 
completed a TXDPS fingerprint-based Criminal History Background Investigation. The TXDPS has the right 
to prevent the Vendor’s personnel from gaining access to the TXDPS building(s) and computer systems if the 
TXDPS determines that such personnel did not pass the background check or failed to otherwise maintain a 
security clearance. 

13. Vendor Requirements and Response Submission 

Respondents interested in this opportunity shall detail as part of their Pricing Request response, how they meet 
the following qualifications.  Qualification demonstration shall include but not be limited to verifiable 
documentation of: 

• Year of experience 
• Similar in scope projects 

Respondents shall also response with sufficient detail necessary to prove competency in meeting all 
requirements stated within this SOW. 

At a minimum, the Vendor shall have demonstrated experience in each of the following: 

13.1 Application Language: JAVA, DB2 SQL Stored Procedures 

13.2 Operating Systems 
Web based access will be available regardless of user platform, but at a minimum will support Internet 
Explorer 7 and higher versions, and common mobile devices to include, but not be limited to, iPhone, 
iPad, Android, and BlackBerry devices.  Red Hat Enterprise Linux Server release 5.4; Tomcat 7.0.23 

13.3 SQL Technologies 
Advanced Query Analysis and Optimization 
SQL Server Linked Servers 
Supporting large scale web applications 

13.4 System Knowledge 
The Vendor shall have verifiable experience in the following areas: 
•	 All technologies referenced in Section 2.1 
•	 Working with TCIC/NCIC transactions and communications 
•	 Export formats such as Comma Separated Value (.csv) for certain information and reports 
•	 XML for individual gang member data 
•	 12 Analyst Notebook (.anb) for individual gang member data 

Respondents shall provide references from three (3) projects of similar size databases that involved intelligence 
data regulated by the Code of Federal Regulations Title 28, Chapter I, Part 23. 
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The Vendor’s augmented deliverable response information shall be phrased in terms and language that can be 
easily understood by non-technical personnel (e.g., laypersons without subject matter expertise). 

o	 Any acronyms used in the Respondent’s response, shall be clearly detailed and spelled out. 
o	 SOW responses shall be in the same form and fashion as provided by TXDPS through this 

solicitation.  The PR documents including all attachments, addendas, and exhibits are to be 
modified using Track Changes, identifying all additions, deletions, and / or modifications from the 
original. 

o	 Any Respondent-added information shall be placed within the corresponding and relevant section 
of this SOW. 

Respondent shall provide a response narrative for each Section and Subsection in the format in which 
requirements are presented. Supplemental justification and / or documentation may be provided as attachments. 
The Respondent shall ensure that all material submitted is directly pertinent to the requirements of this SOW 
and shall be formatted as to the specific requirements of the SOW Sections. 

Respondent shall submit in editable, public format, all required documents via email to the TXDPS Contract 
Administrator by the date and time listed on the SOW.  Required documentation shall include: 

o	 1. Cover Page - List name and address of the Respondent, date of Offer, SOW identifier, and 
signature of authorized official. 

o	 2. Completed SOW document and Attachment A 
o	 3. Respondent’s Project Team Resumes: 

 Employee names 
 Employee titles 
 Employees work experiences and corresponding dates - relevant to scope of  this SOW 
 Additional in-scope skills, abilities, knowledge 

o	 4. Respondent’s organizational chart to include phone and email contact information 
o	 5. An original and signed CJIS Security Addendum - Reference Section 12. 
o	 6. An FBI Certification page to the CJIS Security Addendum for each employee performing duties 

related to the project - Reference Section 12. 
o	 7. Documentation verifying compliance with CSA CCM - Reference Section 3.1. 
o	 8. Documentation verifying experience with and familiarity of working with the State’s payment 

portal. 
o	 9. Completed HUB HSP Plan 
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Attachment C - SOW
 

TXDPS Texas Gang Intelligence Index (TX Gang)
 
Application Development, Maintenance & Support, 

Technology Upgrade/Migration and Transformation
 

14. SOW Authorization 

Vendor Texas Department of Public Safety 

By: By: 

Name: 
Name: 

Robert J. Bodisch 
Title: Title: Deputy Director, Homeland 

Security and Services 

Date: Date: 
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Consensus Assessments Initiative Questionnaire 
Control Group CGID CID Consensus Assessment Questions 
Independent Audits CO‐02 CO‐02.2 How often do you conduct network penetration tests of your cloud service 

infrastructure. 

CO‐02.3 How often do you conduct regular application penetration tests of your cloud 
infrastructure? 

CO‐02.4 How often do you conduct internal audits? 

CO‐02.5 Do you conduct external audits regularly as prescribed by industry best practices and 
guidance? 

CO‐02.6 Are the results of the network penetration tests available to tenants at their request? 

CO‐02.7 Are the results of internal and external audits available to tenants at their request? 

Third Party Audits CO‐03 CO‐03.1 Will you permit DPS to conduct vulnerability scans on hosted applications and your 
network? 

CO‐03.2 Do you have external third‐party conduct vulnerability scans and periodic penetration 
tests on your applications and networks? 

Audit Tools Access IS‐29 IS‐29.1 How do you restrict, log, and monitor access to your information security 
management systems? (Ex. Hypervisors, firewalls, vulnerability scanners, network 
sniffers, APIs, etc.) 

Information System Regulatory 
Mapping 

CO‐05 CO‐05.1 How do you ensure customer data is logically segmented that data may be produced 
for a single tenant only, without inadvertently accessing another tenant's data? 

CO‐05.2 Do you have capability to logically segment and recover data for a specific customer 
in the case of a failure or data loss? 

Intellectual Property CO‐06 CO‐06.1 Describe the controls you have in place to protect tenants intellectual property? 

Data Governance 



                             
       

                         

                         
      

                                   
     

                         

                           
                         

                             

                     
   

 

                             
             

                       
               

 
                               

                    
       

                     
               

Consensus Assessments Initiative Questionnaire 
Control Group CGID CID Consensus Assessment Questions 
Ownership / Stewardship DG‐01 DG‐01.1 Do you follow a structured data‐labeling standard (ex. ISO 15489, Oasis XML Catalog 

Specification, CSA data type guidance)? 
Classification DG‐02 DG‐02.4 Can you provide the physical location/geography of storage of a tenant’s data upon 

request? 
DG‐02.5 Do you allow tenants to define acceptable geographical locations for data routing or 

resource instantiation? 
Handling / Labeling / Security Policy DG‐03 DG‐03.1 Are Polices and procedures established for labeling, handling and security of data and 

objects which contain data? 
Retention Policy DG‐04 DG‐04.1 Describe technical control you have in place to enforce tenant data retention 

policies? 
Secure Disposal DG‐05 DG‐05.1 Describe your process for secure disposal or destruction of physical media and secure 

deletion or sanitization of all computer resources of DPS data once DPS has 
Nonproduction Data DG‐06 DG‐06.1 How do you ensure production data is be replicated or used in non‐production 

environments? 
Information Leakage DG‐07 DG‐07.1 Describe the controls in place to prevent data leakage or intentional/accidental 

compromise between tenants. 

DG‐07.2 h ( ) l l f llWhat a Data Loss Prevention (DLP) or extrusion prevention solution is in place for all 
systems which interface with your cloud service offering? 

Facility Security 
Controlled Access Points FS‐03 FS‐03.1 Are physical security perimeters (fences, walls, barriers, guards, gates, electronic 

surveillance, physical authentication mechanisms, reception desks and security 
patrols) implemented? 

Unauthorized Persons Entry FS‐05 FS‐05.1 How are ingress and egress points such as service areas and other points where 
unauthorized personnel may enter the premises, monitored, controlled or isolated 
from data storage and process? 

Asset Management FS‐07 FS‐07.1 What are your procedures governing asset management and repurposing of 
equipment used to support DPS hosted services or data? 

Human Resources Security 



                       
                       
           

                           
     

                 

                     
             

                     
   

                                 
               
             

 

                     
       

                       
     

                           
         

                           
     

                       
       

                               
               

 

Consensus Assessments Initiative Questionnaire 
Control Group CGID CID Consensus Assessment Questions 
Background Screening HR‐01 HR‐01.1 Are state of residency and national fingerprint‐based record checks conducted on 

employees or contractors who have access to DPS's data, applications or the 
networks supporting DPS's data and or applications? 

Employment Agreements HR‐02 HR‐02.1 Do you specifically train your employees regarding their role vs. the tenant's role in 
providing information security controls? 

HR‐02.2 Do you document employee acknowledgment of training they have completed? 

Employment Termination HR‐03 HR‐03.1 Are Roles and responsibilities for following performing employment termination or 
change in employment procedures assigned, documented and communicated? 

Information Security 
Management Program IS‐01 IS‐01.1 Do you provide tenants with documentation describing your Information Security 

Management Program (ISMP)? 
Management Support / 
Involvement 

IS‐02 IS‐02.1 Are policies in place to ensure executive and line management take formal action to 
support information security through clear documented direction, commitment, 
explicit assignment and verification of assignment execution? 

Policy IS‐03 IS‐03.1 Do your information security and privacy policies align with particular industry 
standards (ISO‐27001, ISO‐22307, CoBIT, etc.)? 

IS‐03.2 Do you have agreements which ensure your providers adhere to your information 
security and privacy policies? 

IS‐04 IS‐04.2 Do you have a capability to continuously monitor and report the compliance of your 
infrastructure against your information security baselines? 

Policy Reviews IS‐05 IS‐05.1 Do you notify your tenants when you make material changes to your information 
security and/or privacy policies? 

Policy Enforcement IS‐06 IS‐06.1 Is a formal disciplinary or sanction policy established for employees who have 
violated security policies and procedures? 

IS‐06.2 Are employees made aware of what action might be taken in the event of a violation 
and stated as such in the policies and procedures? 



                               
             

                               
                         

                           
           

                           
             

                       
   

   
                     
                           
 

                 

   

                         

                         

                         
                         

                             
       
                           
     
       

   
             

 

Consensus Assessments Initiative Questionnaire 
Control Group CGID CID Consensus Assessment Questions 
User Access Policy IS‐07 IS‐07.1 What controls do you controls in place to ensure timely removal of systems access 

which is no longer required for business purposes? 
User Access Restriction / IS‐08 IS‐08.1 Describe process for granting and approving access to DPS data or hosted services. 
User Access Revocation IS‐09 IS‐09.1 Describe process for timely deprovisioning, revocation or modification of user access 

to the DPS data or hosted services upon any change in status of employees, 
contractors, customers, business partners or third parties? 

User Access Reviews IS‐10 IS‐10.1 Do you require at least annual certification of entitlements for all system users and 
administrators (exclusive of users maintained by your tenants)? 

IS‐10.2 If users are found to have inappropriate entitlements, are all remediation and 
certification actions recorded? 

Training / Awareness IS‐11 IS‐11.1 
Do you provide annually a formal security awareness training program for cloud‐
related access and data management issues for all persons with access to DPS or 
hosted services? 

IS‐12 IS‐12.2 Do you benchmark your security controls against industry standards? 
S i f D i  Segregation of Duties IS 15 IS‐15 IS 15 1 IS‐15.1 H d i i i f d i  i hi  l d  i ff i ?How do you maintain segregation of duties within your cloud service offering? 

Encryption IS‐18 IS‐18.1 Do you have a capability to allow creation of unique encryption keys per tenant? 

IS‐18.2 Do you support tenant generated encryption keys or permit tenants to encrypt data 
to an identity without access to a public key certificate. (e.g. Identity based 
encryption)? 

Encryption IS‐19 IS‐19.1 What encryption method and level of encryption is applied to DPS's data at rest and 
does it meet FIPS 140‐2? 

IS‐19.3 For DPS data in transport, what encryption level is applied and is the cryptographic 
module FIPS 140‐2 ceritified. 

IS‐19.4 Describe your key management procedures? 
Encryption Key Management 
Vulnerability / Patch Management IS‐20 IS‐21.1 Describe your patch management process? 



                       
     
                         
                   

     
               
                         

             

                           
 

                       
                         
   

                         
     

     

 

                             
                         

                         
           

             
                       

 
                                 

 
                           

     
                               

       

 

Consensus Assessments Initiative Questionnaire 
Control Group CGID CID Consensus Assessment Questions 
Antivirus / Malicious Software IS‐21 IS‐21.1 Do you have anti‐malware programs installed on all systems which support DPS 

hosted services and data? 
IS‐21.2 How do you ensure that security threat detection systems which use signatures, lists, 

or behavioral patterns are updated across all infrastructure components which 
support DPS's hosted services. 

Incident Management IS‐22 IS‐22.1 Do you have a documented security incident response plan 
Do you have processes for handling and rporting of security incidents that include 
preparation, detection, analysis, containment eradication, and recovery? 

What steps are taken to ensure all employees are made aware of the incident 
reporting procedures? 

Incident Reporting IS‐23 IS‐23.1 Does your security information and event management (SIEM) system merge data 
sources (app logs, firewall logs, IDS logs, physical access logs, etc.) for granular 
analysis and alerting? 

Network Monitoring IS‐27 IS‐27.1 List the tools used to monitor network events, detect attacks, and provide 
identification of unauthorized use. 

dSource Code Access Restriction IS‐33 IS‐33.1 b h l l h d lDescribe the controls in place to prevent unauthorized access to your application, 
program or object source code, and assure it is restricted to authorized personnel 
only? 

Utility Programs Access IS‐34 IS‐34.1 How are utilities that can significantly manage virtualized partitions (ex. shutdown, 
clone, etc.) appropriately restricted and monitored? 

Release Management 
Production Changes RM‐02 RM‐02.1 Do you have documented change management procedures? 
Quality Testing RM‐03 RM‐03.1 Do you provide your tenants with documentation which describes your quality 

assurance process? 
Outsourced Development RM‐04 RM‐04.1 Do you have controls in place to ensure that standards of quality are being met for all 

software development? 
RM‐04.2 Do you have controls in place to detect source code security defects for any 

outsourced software development activities? 
Unauthorized Software 
Installations 

RM‐05 RM‐05.1 What controls do you have in place to restrict and monitor the installation of 
unauthorized software onto your systems? 



                     
                     
                         

             

                       
                 

                       
                     
       

                             
       
   

   

                           
   

                         
                   

           
                       

                      
     

                   
               

 

Consensus Assessments Initiative Questionnaire 
Control Group CGID CID Consensus Assessment Questions 
Resiliency 
Business Continuity Testing RS‐01 RS‐01.1 Are Policy, process and procedures defining business continuity and disaster recovery 

in place to minimize the impact of a realized risk event? 
RS‐04 RS‐04.1 Are business continuity plans subject to test at planned intervals or upon significant 

organizational or environmental changes to ensure continuing effectiveness? 

Equipment Power Failures RS‐07 RS‐07.1 How are Security mechanisms and redundancies implemented to protect equipment 
from utility service outages (e.g., power failures, network disruptions, etc.)? 

Security Architecture 
Customer Access Requirements SA‐01 SA‐01.1 Are all identified security, contractual and regulatory requirements for customer 

access contractually addressed and remediated prior to granting customers access to 
data, assets and information systems? 

User ID Credentials SA‐02 SA‐02.1 Do you support use of, or integration with, existing customer‐based Single Sign On 
(SSO) solutions to your service? 

Password Describe password requirements 

Application Security SA‐04 SA‐04.2 Do you utilize an automated source‐code analysis tool to detect code security defects 
prior to production? 

Data Integrity SA‐05 SA‐05.1 Are data input and output integrity routines (i.e., reconciliation and edit checks) 
implemented for application interfaces and databases to prevent manual or 
systematic processing errors or corruption of data? 

Remote User Multifactor 
Authentication 

SA‐07 SA‐07.1 Describe multi‐factor authentication method required for all remote user access. 

Segmentation SA‐09 SA‐09.4 Are system and network environments logically separated to ensure protection and 
isolation of sensitive data? 

Wireless Security SA‐10 SA‐10.1 Are policies and procedures established and mechanisms implemented to protect 
network environment peremeter and configured to restrict unauthorized traffic? 



                   
                   

                 
     

                    
                   
             

                           
       
                       

                       
 
                       

       

Consensus Assessments Initiative Questionnaire 
Control Group CGID CID Consensus Assessment Questions 

SA‐10.2 Are policies and procedures established and mechanisms implemented to ensure 
proper security settings enabled with strong encryption for authentication and 
transmission, replacing vendor default settings? (e.g., encryption keys, passwords, 
SNMP community strings, etc.) 

SA‐10.3 Are policies and procedures established and mechanisms implemented to protect 
network environments and detect the presence of unauthorized (rogue) network 
devices for a timely disconnect from the network? 

Clock Synchronization SA‐12 SA‐12.1 Do you utilize a synchronized time‐service protocol (ex. NTP) to ensure all systems 
have a common time reference? 

Audit Logging / Intrusion Detection SA‐14 SA‐14.1 What file integrity controls and network intrusion detection (IDS) tools are deployed 
to help facilitate timely detection, investigation by root cause analysis and response 
to incidents? 

SA‐14.2 Is Physical and logical user access to audit logs restricted to authorized personnel? 



               

                              

 

                                  
           

                                        
                       

                                    
                       

                            

                                              
       

                                      
                                 
                               

CONSENSUS ASSESSMENT INITIATIVE QUESTIONNAIRE (CAIQ) V.1.1 GUIDING DOCUMENT PRINCIPLES 

INTENT OF THIS TAB: To assist reviewers/users of document to understand both the intent and 

GUIDING PRINCIPLES: 
 Questionnaire is organized using CSA 13 governing & operating domains divided into “control 
areas” within CSA’s Control Matrix structure 

 Questions are to assist both cloud providers in general principles of cloud security and clients in 
vetting cloud providers on the security of their offering and company security profile 

 CAIQ not intended to duplicate or replace existing industry security assessments but to contain 
questions unique or critical to the cloud computing model in each control area 

 Each question should be able to be answered yes or no 

 If a question can’t be answered yes or no then it was separated into two or more questions to 
allow yes or no answers. 

 Questions are intended to foster further detailed questions to provider by client specific to client’s 
cloud security needs. This was done to limit number of questions to make the assessment feasible and 
since each client may have unique follow‐on questions or may not be concerned with all “follow‐on 



 
 

 
 
 

 
 

 

   

 
 

 
 
 

 
 

 

 

 

  

 

 
 

      

  
 

 
 

 
 
 

 

 
 

 

 

 

          
 
 

        
 

 

 
 

 
 

 

                   

 
 

 

 
 
 

 
 

 

    
 

 
 

 
 

 
 

 

 

         

Cloud Controls Matrix (CCM) R1.1
 

Compliance Mapping 

Control Area Control ID 

Compliance - Audit CO-01 
Planning 

Compliance - CO-02 
Independent Audits 

Compliance - Third CO-03 
Party Audits 

Compliance Complian e - Contact / act /c Cont CO-04CO 04 
Authority Maintenance 

Compliance - CO-05 
Information System 
Regulatory Mapping 

Control Specification 
SaaS PaaS IaaS Service 

Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 Assessments 
AUP v5.0 / SIG v6.0 

Audit plans, activities and 
operational action items 
focusing on data duplication, 
access, and data boundary 
limitations shall be designed 
to minimize the risk of 

No Change X X X X COBIT 4.1 ME 2.1, 
ME 2.2 PO 9.5 PO 
9.6 

45 CFR 164.312(b) Clause 4.2.3 e) 
Clause 4.2.3b 
Clause 5.1 g 
Clause 6 
A.15.3.1 

NIST SP800-53 R3 CA-2 
NIST SP800-53 R3 CA-7 
NIST SP800-53 R3 PL-6 

NIST SP800-53 R3 CA-2� 
NIST SP800-53 R3 CA-2 (1)� 
NIST SP800-53 R3 CA-7� 
NIST SP800-53 R3 CA-7 (2)� 
NIST SP800-53 R3 PL-6� 

PCI DSS v2.0 2.1.2.b SIG v6.0: L.1, L.2, L.7, 
L.9, L.11 

GAPP Ref 10.2.5 

business process disruption. 
Audit activities must be 
planned and agreed upon in 
advance by stakeholders. 

Independent reviews and No Change X X X X X COBIT 4.1 DS5.5, 45 CFR 164.308 (a)(8) Clause 4.2.3e NIST SP800-53 R3 CA-1 NIST SP800-53 R3 CA-1� PCI DSS v2.0 11.2 SIG v6.0: L.2, L.4, L.7, GAPP Ref 1.2.5 
assessments shall be ME2.5, ME 3.1 PO 45 CFR 164.308(a)(1)(ii)(D) Clause 5.1 g NIST SP800-53 R3 CA-2 NIST SP800-53 R3 CA-2� PCI DSS v2.0 11.3 L.9, L.11 GAPP Ref 1.2.7 
performed at least annually, 9.6 Clause 5.2.1 d) NIST SP800-53 R3 CA-6 NIST SP800-53 R3 CA-2 (1)� PCI DSS v2.0 6.6 GAPP Ref 4.2.1 
or at planned intervals, to Clause 6 NIST SP800-53 R3 RA-5 NIST SP800-53 R3 CA-6� PCI DSS v2.0 12.1.2.b GAPP Ref 8.2.7 
ensure the organization is A.6.1.8 NIST SP800-53 R3 RA-5� GAPP Ref 10.2.3 
compliant with policies compliant with policies, NIST SP800-53 R3 RA-5 (1)�  NIST SP800 53 R3 RA 5 (1)� GAPP Ref 10 2 5 GAPP Ref 10.2.5 
procedures, standards and NIST SP800-53 R3 RA-5 (2)� 
applicable regulatory NIST SP800-53 R3 RA-5 (3)� 
requirements (i.e., NIST SP800-53 R3 RA-5 (9)� 
internal/external audits, NIST SP800-53 R3 RA-5 (6)� 
certifications, vulnerability 
and penetration testing) 

Third party service providers No Change X X X X COBIT 4.1 ME 2.6, 45 CFR 164.308(b)(1) (New) A.6.2.3 NIST SP800-53 R3 CA-3 NIST SP800-53 R3 CA-3� PCI DSS v2.0 2.4 AUP v5.0 C.2 GAPP Ref 1.2.11 
shall demonstrate DS 2.1, DS 2.4 A.10.2.1 NIST SP800-53 R3 SA-9 NIST SP800-53 R3 SA-9� PCI DSS v2.0 12.8.2 SIG v6.0: C.2.4,C.2.6, GAPP Ref 4.2.3 
compliance with information 45 CFR 164.308 (b)(4) A.10.2.2 NIST SP800-53 R3 SA-12 NIST SP800-53 R3 SA-9 (1)� PCI DSS v2.0 12.8.3 G.4.1, G.4.2, L.2, L.4, GAPP Ref 7.2.4 
security and confidentiality, A.10.6.2 NIST SP800-53 R3 SC-7 NIST SP800-53 R3 SA-12� PCI DSS v2.0 12.8.4 L.7, L.11 GAPP Ref 10.2.3 
service definitions and NIST SP800-53 R3 SC-7� Appendix A GAPP Ref 10.2.4 
delivery level agreements NIST SP800-53 R3 SC-7 (1)� 
included in third party NIST SP800-53 R3 SC-7 (2)� 
contracts. Third party NIST SP800-53 R3 SC-7 (3)� 
reports, records and NIST SP800-53 R3 SC-7 (4)� 
services shall undergo audit NIST SP800-53 R3 SC-7 (5)� 
and review, at planned NIST SP800-53 R3 SC-7 (7)� 
intervals, to govern and NIST SP800-53 R3 SC-7 (8)� 
maintain compliance with NIST SP800-53 R3 SC-7 (12)� 
the service delivery NIST SP800-53 R3 SC-7 (13)� 
agreements. NIST SP800-53 R3 SC-7 (18)� 

Liaisons and points of Liaisons and points of No Change No Change XX XX XX XX XX COBIT 4.1 ME 3.1 COBIT 4.1 ME 3.1 A.6.1.6 A.6.1.6 NIST SP800-53 R3 AT-5NIST SP800 53 R3 AT 5 NIST SP800-53 R3 AT-5�NIST SP800 53 R3 AT 5� PCI DSS v2 11.1.e PCI PCI DSS v2 11.1.e PCI SIG v6.0: L1 SIG v6.0: L1 GAPP Ref 1.2.7 GAPP Ref 1.2.7 
contact with local authorities A.6.1.7 NIST SP800-53 R3 IR-6 NIST SP800-53 R3 IR-6� PCI DSS v2 12.5.3 GAPP Ref 10.1.1 
shall be maintained in 
accordance with business 
and customer requirements 
and compliance with 
legislative, regulatory, and 
contractual requirements. 
Data, objects, applications, 
infrastructure and hardware 

NIST SP800-53 R3 SI-5 NIST SP800-53 R3 IR-6 (1)� 
NIST SP800-53 R3 SI-5� 

PCI DSS v2 12.9 GAPP Ref 10.2.4 

may be assigned legislative 
domain and jurisdiction to 
facilitate proper compliance 
points of contact. 

Statutory, regulatory, and No Change X X X X X COBIT 4.1 ME 3.1 ISO/IEC 27001:2005 NIST SP800-53 R3 AC-1 NIST SP800-53 R3 AC-1� PCI DSS v2.0 3.1.1 SIG v6.0: L.1, L.2, L.4, GAPP Ref 1.2.2 
contractual requirements Clause 4.2.1 b) 2) NIST SP800-53 R3 AT-1 NIST SP800-53 R3 AT-1� PCI DSS v2.0 3.1 L.7, L.9 GAPP Ref 1.2.4 
shall be defined for all Clause 4.2.1 c) 1) NIST SP800-53 R3 AU-1 NIST SP800-53 R3 AU-1� GAPP Ref 1.2.6 
elements of the information Clause 4.2.1 g) NIST SP800-53 R3 CA-1 NIST SP800-53 R3 CA-1� GAPP Ref 1.2.11 
system. The organization's Clause 4.2.3 d) 6) NIST SP800-53 R3 CM-1 NIST SP800-53 R3 CM-1� GAPP Ref 3.2.4 
approach to meet known Clause 4.3.3 NIST SP800-53 R3 CP-1 NIST SP800-53 R3 CP-1� GAPP Ref 5.2.1 
requirements, and adapt to Clause 5.2.1 a - f NIST SP800-53 R3 IA-1 NIST SP800-53 R3 IA-1� 
new mandates shall be new mandates shall be Clause 7 3 c)  4)  Clause 7.3 c) 4) NIST SP800 53 R3 IA 7 NIST SP800-53 R3 IA-7 NIST SP800 53 R3 IA 7� NIST SP800-53 R3 IA-7� 
explicitly defined, A.7.2.1 NIST SP800-53 R3 IR-1 NIST SP800-53 R3 IR-1� 
documented, and kept up to A.15.1.1 NIST SP800-53 R3 MA-1 NIST SP800-53 R3 MA-1� 
date for each information A.15.1.3 NIST SP800-53 R3 MP-1 NIST SP800-53 R3 MP-1� 
system element in the A.15.1.4 NIST SP800-53 R3 PE-1 NIST SP800-53 R3 PE-1� 
organization. Information A.15.1.6 NIST SP800-53 R3 PL-1 NIST SP800-53 R3 PL-1� 
system elements may 
include data, objects, 
applications, infrastructure 
and hardware. Each element 
may be assigned a 
legislative domain and 
jurisdiction to facilitate 
proper compliance mapping. 

Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability 

NIST SP800-53 R3 PM-1� 
NIST SP800-53 R3 PS-1� 
NIST SP800-53 R3 RA-1� 
NIST SP800-53 R3 RA-2� 
NIST SP800-53 R3 SA-1� 
NIST SP800-53 R3 SA-6� 
NIST SP800-53 R3 SC-1� 
NIST SP800-53 R3 SC-13� 
NIST SP800-53 R3 SC-13 (1)� 
NIST SP800-53 R3 SI-1� 

BITS Shared 
GAPP (Aug 2009) 

NIST SP800-53 R3 PM-1 
NIST SP800-53 R3 PS-1 
NIST SP800-53 R3 RA-1 
NIST SP800-53 R3 RA-2 
NIST SP800-53 R3 SA-1 
NIST SP800-53 R3 SA-6 
NIST SP800-53 R3 SC-1 
NIST SP800-53 R3 SC-13 
NIST SP800-53 R3 SI-1 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Compliance -
Intellectual Property 

CO-06 Policy, process and 
procedure shall be 
established and 
implemented to safeguard 
intellectual property and the 
use of proprietary software 
within the legislative 
jurisdiction and contractual 
constraints governing the 
organization 

No Change X X X X X Clause 4.2.1 
A.6.1.5 
A.7.1.3 
A.10.8.2 
A.12.4.3 
A.15.1.2 

NIST SP800-53 R3 SA-6 
NIST SP800-53 R3 SA-7 
NIST SP800-53 R3 PM-5 

NIST SP800-53 R3 SA-6� 
NIST SP800-53 R3 SA-7� 
NIST SP800-53 R3 PM-5� 

SIG v6.0: L.4 N/A 

Data Governance - 
Ownership / 
Stewardship 

DG-01 All data shall be designated 
with stewardship with 
assigned responsibilities 
defined, documented and 
communicated. 

No Change X X X X COBIT 4.1 DS5.1, 
PO 2.3 

45 CFR 164.308 (a)(2) A.6.1.3 
A.7.1.2 
A.15.1.4 

NIST SP800-53 R3 CA-2 
NIST SP800-53 R3 PM-5 
NIST SP800-53 R3 PS-2 
NIST SP800-53 R3 RA-2 
NIST SP800-53 R3 SA-2 

NIST SP800-53 R3 CA-2� 
NIST SP800-53 R3 CA-2 (1)� 
NIST SP800-53 R3 PM-5� 
NIST SP800-53 R3 PS-2� 
NIST SP800-53 R3 RA-2� 
NIST SP800-53 R3 SA-2� 

SIG v6.0: C.2.5.1, 
C.2.5.2, D.1.3, L.7 

GAPP Ref 6.2.1 

Data Governance - 
Classification 

DG-02 Data, and objects containing, j g 
data, shall be assigned a 
classification based on data 
type, jurisdiction of origin, 
jurisdiction domiciled, 
context, legal constraints, 
contractual constraints, 
value, sensitivity, criticality 
to the organization and third 
party obligation for retention 
and prevention of 
unauthorized disclosure or 
misuse. 

 No Changeg X X X X X COBIT 4.1 PO 2.3,, 
DS 11.6 

A.7.2.1 NIST SP800-53 R3 RA-2 
NIST SP800-53 R3 AC-4 

NIST SP800-53 R3 RA-2� 
NIST SP800-53 R3 AC-4� 

PCI DSS v2.0 9.7.1 
PCI DSS v2.0 9.10 
PCI DSS v2.0 12.3 

SIG v6.0: D.1.3, D.2.2 , GAPP Ref 1.2.3 
GAPP Ref 1.2.6 
GAPP Ref 4.1.2 
GAPP Ref 8.2.1 
GAPP Ref 8.2.5 
GAPP Ref 8.2.6 

Data Governance - 
Handling / Labeling / 
Security Policy 

DG-03 Polices and procedures 
shall be established for 
labeling, handling and 
security of data and objects 
which contain data. 
Mechanisms for label 
inheritance shall be 
implemented for objects that 
acts as aggregate 
containers for data 

No Change X X X X X COBIT 4.1 PO 2.3, 
DS 11.6 

A.7.2.2 
A.10.7.1 
A.10.7.3 
A.10.8.1 

NIST SP800-53 R3 AC-16 
NIST SP800-53 R3 MP-1 
NIST SP800-53 R3 MP-3 
NIST SP800-53 R3 PE-16 
NIST SP800-53 R3 SI-12 
NIST SP800-53 R3 SC-9 

NIST SP800-53 R3 AC-16� 
NIST SP800-53 R3 MP-1� 
NIST SP800-53 R3 MP-3� 
NIST SP800-53 R3 PE-16� 
NIST SP800-53 R3 SI-12� 
NIST SP800-53 R3 SC-9� 
NIST SP800-53 R3 SC-9 (1)� 

PCI DSS v2.0 9.5 
PCI DSS v2.0 9.6 
PCI DSS v2.0 9.7.1 
PCI DSS v2.0 9.7.2 
PCI DSS v2.0 9.10 

AUP v5.0 G.13       SIG 
v6.0: D.2.2 

GAPP Ref 1.1.2 
GAPP Ref 5.1.0 
GAPP Ref 7.1.2 
GAPP Ref 8.1.0 
GAPP Ref 8.2.5 
GAPP Ref 8.2.6 

Data Governance -Data Governance 
Retention Policy 

DG-04DG 04 Policies and procedures for Policies and procedures for 
data retention and storage 
shall be established and 
backup or redundancy 
mechanisms implemented 
to ensure compliance with 
regulatory, statutory, 
contractual or business 
requirements. Testing the 
recovery of disk or tape 
backups must be 
implemented at planned 
intervals. 

Policies and procedures for Policies and procedures for 
data retention and storage 
shall be established and 
backup or redundancy 
mechanisms implemented to 
ensure compliance with 
regulatory, statutory, 
contractual or business 
requirements. Testing the 
recovery of backups must be 
implemented at planned 
intervals. 

Removed the specific 
reference to tape and disk 
backup as there are other 
media types 

XX XX XX XX XX COBIT 4.1 DS 4.1, COBIT 4.1 DS 4.1, 
DS 4.2, DS 4.5, DS 
4.9, DS 11.6 

45 CFR 164.308 (a)(7)(ii)(A) 45 CFR 164.308 (a)(7)(ii)(A) 
45 CFR 164.310 (d)(2)(iv) 
45 CFR 164.308(a)(7)(ii)(D) (New) 
45 CFR 164.316(b)(2)(i) (New) 

Clause 4.3.3 Clause 4.3.3 
A.10.5.1 
A.10.7.3 

NIST SP800-53 R3 CP-2NIST SP800 53 R3 CP 2 
NIST SP800-53 R3 CP-6 
NIST SP800-53 R3 CP-7 
NIST SP800-53 R3 CP-8 
NIST SP800-53 R3 CP-9 
NIST SP800-53 R3 SI-12 
NIST SP800-53 R3 AU-11 

NIST SP800-53 R3 CP-2�NIST SP800 53 R3 CP 2� 
NIST SP800-53 R3 CP-2 (1)� 
NIST SP800-53 R3 CP-2 (2)� 
NIST SP800-53 R3 CP-6� 
NIST SP800-53 R3 CP-6 (1)� 
NIST SP800-53 R3 CP-6 (3)� 
NIST SP800-53 R3 CP-7� 
NIST SP800-53 R3 CP-7 (1)� 
NIST SP800-53 R3 CP-7 (2)� 
NIST SP800-53 R3 CP-7 (3)� 
NIST SP800-53 R3 CP-7 (5)� 
NIST SP800-53 R3 CP-8� 
NIST SP800-53 R3 CP-8 (1)� 
NIST SP800-53 R3 CP-8 (2)� 
NIST SP800-53 R3 CP-9� 
NIST SP800-53 R3 CP-9 (1)� 
NIST SP800-53 R3 CP-9 (3)� 
NIST SP800-53 R3 SI-12� 
NIST SP800-53 R3 AU-11� 

PCI DSS v2.0 3.1 PCI DSS v2.0 3.1 
PCI DSS v2.0 3.1.1 
PCI DSS v2.0 3.2 
PCI DSS v2.0 9.9.1 
PCI DSS v2.0 9.5 
PCI DSS v2.0 9.6 
PCI DSS v2.0 10.7 

SIG v6.0: D.2.2.9 SIG v6.0: D.2.2.9 GAPP Ref 5.1.0 GAPP Ref 5.1.0 
GAPP Ref 5.1.1 
GAPP Ref 5.2.2 
GAPP Ref 8.2.6 

Data Governance - 
Secure Disposal 

DG-05 Policies and procedures 
shall be established and 
mechanisms implemented 
for the secure disposal and 
complete removal of data complete removal of data 
from all storage media, 
ensuring data is not 
recoverable by any 
computer forensic means 

No Change X X X X COBIT 4.1 DS 11.4 45 CFR 164.310 (d)(2)(i) 
45 CFR 164.310 (d)(2)(ii) 

A.9.2.6 
A.10.7.2 

NIST SP800-53 R3 MP-6 
NIST SP800-53 R3 PE-1 

NIST SP800-53 R3 MP-6� 
NIST SP800-53 R3 MP-6 (4)� 
NIST SP800-53 R3 PE-1� 

PCI DSS v2.0 3.1.1 
PCI DSS v2.0 9.10 
PCI DSS v2.0 9.10.1 
PCI DSS v2.0 9.10.2 
PCI  DSS  v2 0 3 1  PCI DSS v2.0 3.1 

SIG v6.0: D.2.2.10, 
D.2.2.11, D.2.2.14, 

GAPP Ref 5.1.0 
GAPP Ref 5.2.3 

Data Governance - 
Non-Production Data 

DG-06 Production data shall not be 
replicated or used in non-
production environments. 

No Change X X X X 45 CFR 164.308(a)(4)(ii)(B) A.7.1.3 
A.10.1.4 
A.12.4.2 
A.12.5.1 

NIST SP800-53 R3 SA-11 
NIST SP800-53 R3 CM-04 

NIST SP800-53 R3 SA-11� 
NIST SP800-53 R3 SA-11 (1)� 
NIST SP800-53 R3 CM-04� 

PCI DSS v2.0 6.4.3 SIG v6.0: I.2.18 GAPP Ref 1.2.6 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Data Governance - 
Information Leakage 

DG-07 Security mechanisms shall 
be implemented to prevent 
data leakage. 

No Change X X X X COBIT 4.1 DS 11.6 A.10.6.2 
A.12.5.4 

NIST SP800-53 R3 AC-2 
NIST SP800-53 R3 AC-3 
NIST SP800-53 R3 AC-4 
NIST SP800-53 R3 AC-6 
NIST SP800-53 R3 AC-11 
NIST SP800-53 R3 AU-13 
NIST SP800-53 R3 PE-19 

NIST SP800-53 R3 AC-2� 
NIST SP800-53 R3 AC-2 (1)� 
NIST SP800-53 R3 AC-2 (2)� 
NIST SP800-53 R3 AC-2 (3)� 
NIST SP800-53 R3 AC-2 (4)� 
NIST SP800-53 R3 AC-2 (7)� 
NIST SP800-53 R3 AC-3� 

PCI DSS v2.0 1.2 
PCI DSS v2.0 6.5.5 
PCI DSS v2.0 11.1 
PCI DSS v2.0 11.2 
PCI DSS v2.0 11.3 
PCI DSS v2.0 11.4 
PCI DSS v2.0 A.1 

SIG v6.0: I.2.18 GAPP Ref 7.2.1 
GAPP Ref 8.1.0 
GAPP Ref 8.1.1 
GAPP Ref 8.2.1 
GAPP Ref 8.2.2 
GAPP Ref 8.2.5 
GAPP Ref 8.2.6 

NIST SP800-53 R3 SC-28 
NIST SP800-53 R3 SA-8 

NIST SP800-53 R3 AC-3 (3)� 
NIST SP800-53 R3 AC-4� 

NIST SP800-53 R3 SI-7 NIST SP800-53 R3 AC-6� 
NIST SP800-53 R3 AC-6 (1)� 
NIST SP800-53 R3 AC-6 (2)� 
NIST SP800-53 R3 AC-11� 
NIST SP800-53 R3 AC-11 (1)� 
NIST SP800-53 R3 AU-13� 
NIST SP800-53 R3 PE-19� 
NIST SP800-53 R3 SC-28� 
NIST SP800 53 R3 SC 28 (1) NIST SP800-53 R3 SC-28 (1)� 
NIST SP800-53 R3 SA-8� 
NIST SP800-53 R3 SI-7� 
NIST SP800-53 R3 SI-7 (1)� 

Data Governance - 
Risk Assessments 

DG-08 Risk assessments 
associated with data 
governance requirements 
shall be conducted at 

No Change X X X X X COBIT 4.1 PO 9.1, 
PO 9.2, PO 9.4, DS 
5.7 

45 CFR 164.308(a)(1)(ii)(A) (New) 
45 CFR 164.308(a)(8) (New) 

Clause 4.2.1 c) & g) 
Clause 4.2.3 d) 
Clause 4.3.1 & 4.3.3 
Clause 7.2 & 7.3 

NIST SP800-53 R3 CA-3 
NIST SP800-53 R3 RA-2 
NIST SP800-53 R3 RA-3 
NIST SP800-53 R3 MP-8 

NIST SP800-53 R3 CA-3� 
NIST SP800-53 R3 RA-2� 
NIST SP800-53 R3 RA-3� 
NIST SP800-53 R3 MP-8� 

PCI DSS v2.0 12.1 
PCI DSS v2.0 12.1.2 

SIG v6.0: L.4, L.5, L.6, 
L.7 

GAPP Ref 1.2.4 
GAPP Ref 8.2.1 

planned intervals 
considering the following:
 • Awareness of where 

A.7.2 
A.15.1.1 
A.15.1.3 

NIST SP800-53 R3 PM-9 
NIST SP800-53 R3 SI-12 

NIST SP800-53 R3 PM-9� 
NIST SP800-53 R3 SI-12� 

sensitive data is stored and A.15.1.4 
transmitted across 
applications, databases, 
servers and network 
infrastructure
 • Compliance with defined 
retention periods and end-of-
life disposal requirements
 • Data classification and 
protection from unauthorized 
use, access, loss, 
destruction, and falsification 

Facility Security -
Policy 

FS-01 Policies and procedures 
shall be established for 
maintaining a safe and 
secure working environment 
in offices, rooms, facilities 
and secure areas. 

No Change X X X X X COBIT 4.1 DS5.7, DS 
12.1, DS 12.4 DS 4.9 

45 CFR 164.310 (a)(1) 
45 CFR 164.310 (a)(2)(ii) 
45 CFR 164.308(a)(3)(ii)(A) (New) 
45 CFR 164.310 (a)(2)(iii) (New) 

A.5.1.1 
A.9.1.3 
A.9.1.5 

NIST SP800-53 R3 CA-2 
NIST SP800-53 R3 PE-1 
NIST SP800-53 R3 PE-6 
NIST SP800-53 R3 PE-7 
NIST SP800-53 R3 PE-8 

NIST SP800-53 R3 CA-2� 
NIST SP800-53 R3 CA-2 (1)� 
NIST SP800-53 R3 PE-1� 
NIST SP800-53 R3 PE-6� 
NIST SP800-53 R3 PE-6 (1)� 
NIST SP800-53 R3 PE-7� 
NIST SP800-53 R3 PE-7 (1)� 
NIST SP800-53 R3 PE-8� 

PCI DSS v2.0 9.1 
PCI DSS v2.0 9.2 
PCI DSS v2.0 9.3 
PCI DSS v2.0 9.4 

AUP v5.0 F.2 
SIG v6.0: F.1.1, F.1.2 
F.1.3, F.1.4, F1.5, 
F.1.6, F.1.7, F.1.8, 
F.1.9, F.2.1, F.2.2, 
F.2.3, F.2.4, F.2.5, 
F2.6, F.2.7, F.2.8, 
F.2.9, F.2.10, F.2.11, 
F.2.12, F.2.13, F.2.14, 
F.2.15, F.2.16, F.2.17, 
F.2.18,F.2.19, F.2.20 

GAPP Ref 8.1.0 
GAPP Ref 8.1.1 
GAPP Ref 8.2.1 

Facility Security - User 
Access 

FS-02 Physical access to 
information assets and 
functions by users and 
support personnel shall be 
restricted. 

No Change X X 45 CFR 164.310(a)(1) (New) 
45 CFR 164.310(a)(2)(ii) (New) 
45 CFR 164.310(b) (New) 
45 CFR 164.310 ( c) (New) 

A.9.1.1 
A.9.1.2 

NIST SP800-53 R3 PE-2 
NIST SP800-53 R3 PE-3 
NIST SP800-53 R3 PE-4 
NIST SP800-53 R3 PE-5 
NIST SP800-53 R3 PE-6 

NIST SP800-53 R3 PE-2� 
NIST SP800-53 R3 PE-2 (1)� 
NIST SP800-53 R3 PE-3� 
NIST SP800-53 R3 PE-4� 
NIST SP800-53 R3 PE-5� 
NIST SP800-53 R3 PE-6� 
NIST SP800-53 R3 PE-6 (1)� 

PCI DSS v2.0 9.1 AUP v5.0 H.6 
SIG v6.0: F.1.2.3, 
F.1.2.4, F.1.2.5, 
F.1.2.6, F.1.2.8, F.1.2. 
9, F.1.2.10, F.1.2.11, 
F.1.2.12, F.1.2.13, 
F.1.2.14, F.1.2.15, 
F.1.2.24, F.1.4.2, 
F1.4.6, F.1.4.7, F.1.7, 
F  1  8 F  2  13 F  2  14  F.1.8, F.2.13, F.2.14, 
F.2.15, F.2.16, F.2.17, 
F.2.18 

GAPP Ref 8.2.1 
GAPP Ref 8.2.2 
GAPP Ref 8.2.3 

Facility Security -
Controlled Access 
Points 

FS-03 Physical security perimeters 
(fences, walls, barriers, 
guards, gates, electronic 
surveillance, physical 
authentication mechanisms, 
reception desks and security 
patrols) shall be 
implemented to safeguard 
sensitive data and 
information systems. 

No Change X X X X COBIT 4.1 DS 12.3 A.9.1.1 NIST SP800-53 R3 PE-2 
NIST SP800-53 R3 PE-3 
NIST SP800-53 R3 PE-6 
NIST SP800-53 R3 PE-18 

NIST SP800-53 R3 PE-2� 
NIST SP800-53 R3 PE-2 (1)� 
NIST SP800-53 R3 PE-3� 
NIST SP800-53 R3 PE-6� 
NIST SP800-53 R3 PE-6 (1)� 
NIST SP800-53 R3 PE-18� 

PCI DSS v2.0 9.1 AUP v5.0 F.2 
SIG v6.0: F.1.2.3, 
F.1.2.4, F.1.2.5, 
F.1.2.6, F.1.2.8, F.1.2. 
9, F.1.2.10, F.1.2.11, 
F.1.2.12, F.1.2.13, 
F.1.2.14, F.1.2.15, 
F.1.2.24, F.1.3, F.1.4.2, 
F1.4.6, F.1.4.7, F.1.6, 
F.1.7,F.1.8, F.2.13, 
F.2.14, F.2.15, F.2.16, 
F.2.17, F.2.18 

GAPP Ref 8.2.3 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Facility Security -
Secure Area 
Authorization 

FS-04 Ingress and egress to 
secure areas shall be 
constrained and monitored 
by physical access control 
mechanisms to ensure that 
only authorized personnel 
are allowed access. 

Physical controls and 
attestation mechanisms shall 
be designed to address the 
requirements of legislative 
plurality and their results 
shared with tenants 

X X X X DS 12.2, DS 12.3 A.9.1.1 
A.9.1.2 

NIST SP800-53 R3 PE-2 
NIST SP800-53 R3 PE-3 
NIST SP800-53 R3 PE-6 
NIST SP800-53 R3 PE-7 
NIST SP800-53 R3 PE-8 
NIST SP800-53 R3 PE-18 

NIST SP800-53 R3 PE-2� 
NIST SP800-53 R3 PE-2 (1)� 
NIST SP800-53 R3 PE-3� 
NIST SP800-53 R3 PE-6� 
NIST SP800-53 R3 PE-6 (1)� 
NIST SP800-53 R3 PE-7� 
NIST SP800-53 R3 PE-7 (1)� 
NIST SP800-53 R3 PE-8� 
NIST SP800-53 R3 PE-18� 

PCI DSS v2.0 9.1 
PCI DSS v2.0 9.1.1 
PCI DSS v2.0 9.1.2 
PCI DSS v2.0 9.1.3 
PCI DSS v2.0 9.2 

AUP v5.0 F.2 
SIG v6.0: F.1.2.3, 
F.1.2.4, F.1.2.5, 
F.1.2.6, F.1.2.8, F.1.2. 
9, F.1.2.10, F.1.2.11, 
F.1.2.12, F.1.2.13, 
F.1.2.14, F.1.2.15, 
F.1.2.24, F.1.3, F.1.4.2, 
F1.4.6, F.1.4.7, F.1.6, 
F.1.7,F.1.8, F.2.13, 
F.2.14, F.2.15, F.2.16, 
F.2.17, F.2.18 

GAPP Ref 8.2.3 

Facility Security -
Unauthorized Persons 
Entry 

FS-05 Ingress and egress points 
such as service areas and 
other points where 
unauthorized personnel may 
enter the premises shall be enter the premises shall be 
monitored, controlled and, if 
possible, isolated from data 
storage and processing 
facilities to percent 
unauthorized data 
corruption, compromise and 
loss. 

No Change X X X X COBIT 4.1 DS 12.3 A.9.1.6 NIST SP800-53 R3 PE-7 
NIST SP800-53 R3 PE-16 
NIST SP800-53 R3 PE-18 

NIST SP800-53 R3 PE-7� 
NIST SP800-53 R3 PE-7 (1)� 
NIST SP800-53 R3 PE-16� 
NIST SP800-53 R3 PE-18� 

AUP v5.0 F.2 
SIG v6.0: F.1.2.3, 
F.1.2.4, F.1.2.5, 
F.1.2.6, F.1.2.8, F.1.2. 
9, F.1.2.10, F.1.2.11, 9, F.1.2.10, F.1.2.11, 
F.1.2.12, F.1.2.13, 
F.1.2.14, F.1.2.15, 
F.1.2.24, F.1.3, F.1.4.2, 
F1.4.6, F.1.4.7, F.1.6, 
F.1.7,F.1.8, F.2.13, 
F.2.14, F.2.15, F.2.16, 
F.2.17, F.2.18 

GAPP Ref 8.2.3 

Facility Security - Off-
Site Authorization 

FS-06 Authorization must be 
obtained prior to relocation 
or transfer of hardware, 
software or data to an offsite 
premises. 

No Change X X X X 45 CFR 164.310 (d)(1) (New) A.9.2.7 
A.10.1.2 

NIST SP800-53 R3 MA-1 
NIST SP800-53 R3 MA-2 
NIST SP800-53 R3 PE-16 

NIST SP800-53 R3 MA-1� 
NIST SP800-53 R3 MA-2� 
NIST SP800-53 R3 MA-2 (1)� 
NIST SP800-53 R3 PE-16� 

PCI DSS v2.0 9.8 
PCI DSS v2.0 9.9 

AUP v5.0 G.21       SIG 
v6.0:F.2.18 

GAPP Ref 8.2.5 
GAPP Ref 8.2.6 

Facility Security - Off-
Site Equipment 

FS-07 Policies and procedures 
shall be established for 
securing and asset 
management for the use 
and secure disposal of 
equipment maintained and 
used outside the 
organization's premise. 

Policies and procedures 
governing asset management 
shall be established for 
secure repurposing of 
equipment and resources 
prior to tenant assignment or 
jurisdictional transport. 

X X X X 45 CFR 164.310 (c ) 
45 CFR 164.310 (d)(1) (New) 
45 CFR 164.310 (d)(2)(i) (New) 

A.9.2.5 
A.9.2.6 

NIST SP800-53 R3 AC-17 
NIST SP800-53 R3 MA-1 
NIST SP800-53 R3 PE-1 
NIST SP800-53 R3 PE-16 
NIST SP800-53 R3 PE-17 

NIST SP800-53 R3 AC-17� 
NIST SP800-53 R3 AC-17 (1)� 
NIST SP800-53 R3 AC-17 (2)� 
NIST SP800-53 R3 AC-17 (3)� 
NIST SP800-53 R3 AC-17 (4)� 
NIST SP800-53 R3 AC-17 (5)� 
NIST SP800-53 R3 AC-17 (7)� 
NIST SP800-53 R3 AC-17 (8)� 
NIST SP800-53 R3 MA-1� 
NIST SP800-53 R3 PE-1� 
NIST SP800 53 R3 PE 16� NIST SP800-53 R3 PE-16� 
NIST SP800-53 R3 PE-17� 

PCI DSS v2.0 9.8 
PCI DSS v2.0 9.9 
PCI DSS v2.0 9.10 

SIG v6.0:F.2.18, 
F.2.19, 

N/A 

Facility Security -
Asset Management 

FS-08 A complete inventory of 
critical assets shall be 
maintained with ownership 
defined and documented. 

No Change X X X X X 45 CFR 164.310 (d)(2)(iii) A.7.1.1 
A.7.1.2 

NIST SP800-53 R3 CM-8 NIST SP800-53 R3 CM-8� 
NIST SP800-53 R3 CM-8 (1)� 
NIST SP800-53 R3 CM-8 (3)� 
NIST SP800-53 R3 CM-8 (5)� 

PCI DSS v2.0 9.9.1 
PCI DSS v2.0 12.3.3 
PCI DSS v2.0 12.3.4 

AUP v5.0 D.1 
SIG v6.0: D.1.1, D.2.1. 
D.2.2, 

N/A 

Human Resources 
Security - Background 
Screening 

HR-01 Pursuant to local laws, 
regulations, ethics and 
contractual constraints all 
employment candidates, 
contractors and third parties 
will be subject to 
background verification 
proportional to the data 
classification to be 
accessed, the business 
requirements and 
acceptable risk 

No Change X X X X X COBIT 4.1 PO 7.6 A.8.1.2 NIST SP800-53 R3 PS-2 
NIST SP800-53 R3 PS-3 

NIST SP800-53 R3 PS-2� 
NIST SP800-53 R3 PS-3� 

PCI DSS v2.0 12.7 
PCI DSS v2.0 12.8.3 

AUP v5.0 E.2 
SIG v6.0: E.2 

GAPP Ref 1.2.9 

Human Resources 
Security - Employment 
Agreements 

HR-02 Prior to granting individuals 
physical or logical access to 
facilities, systems or data 
employees, contractors, 
third party users and third party users and 
customers shall 
contractually agree and sign 
the terms and conditions of 
their employment or service 
contract, which must 
explicitly include the parties 
responsibility for information 
security. 

Prior to granting individuals 
physical or logical access to 
facilities, systems or data 
employees, contractors, third 
party contractors and tenants party contractors and tenants 
shall contractually agree and 
sign equivalent terms and 
conditions regarding 
information security 
responsibilities in employment 
or service contract 

X X X X X COBIT DS 2.1 45 CFR 164.310(a)(1) (New) 
45 CFR 164.308(a)(4)(i) (New) 

A.6.1.5 
A.8.1.3 

NIST SP800-53 R3 PL-4 
NIST SP800-53 R3 PS-6 
NIST SP800-53 R3 PS-7 

NIST SP800-53 R3 PL-4� 
NIST SP800-53 R3 PS-6� 
NIST SP800-53 R3 PS-7� 

PCI DSS v2.0 12.4 
PCI DSS v2.0 12.8.2 

AUP v5.0 C.1 
SIG v6.0: E.3.5 

GAPP Ref 1.2.9 
GAPP Ref 8.2.6 

Human Resources - 
Employment 
Termination 

HR-03 Roles and responsibilities 
for following performing 
employment termination or 
change in employment 
procedures shall be 
assigned, documented and 
communicated. 

Roles and responsibilities 
following employment 
termination or change in 
employment procedures must 
follow the terms of the master 
agreement with the tenant(s). 

X X X X X COBIT 4.1 PO 7.8 45 CFR 164.308 (a)(3)(ii)(C) A.8.3.1 NIST SP800-53 R3 PS-4 
NIST SP800-53 R2 PS-5 

NIST SP800-53 R3 PS-4� 
NIST SP800-53 R3 PS-5� 

SIG v6.0: E.6 GAPP Ref 8.2.2 
GAPP Ref 10.2.5 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Information Security - 
Management Program 

IS-01 An Information Security 
Management Program 
(ISMP) has been developed, 
documented, approved, and 
implemented that includes 
administrative, technical, 
and physical safeguards to 
protect assets and data 
from loss, misuse, 
unauthorized access, 
disclosure, alteration, and 
destruction. The security 
program should address, 
but not be limited to, the 
following areas insofar as 
they relate to the 
characteristics of the 
b ibusiness:
 • Risk management
 • Security policy
 • Organization of 
information security
 • Asset management
 • Human resources security
 • Physical and 
environmental security
 • Communications and 
operations management
 • Access control
 • Information systems 
acquisition, development, 

No Change X X X X X COBIT 4.1 R2 DS5.2 
COBIT 4.1 R2 DS5.5 

45 CFR 164.308(a)(1)(i) 
45 CFR 164.308(a)(1)(ii)(B) 
45 CFR 164.316(b)(1)(i) 
45 CFR 164.308(a)(3)(i) (New) 
45 CFR 164.306(a)  (New) 

Clause 4.2 
Clause 5 
A.6.1.1 
A.6.1.2 
A.6.1.3 
A.6.1.4 
A.6.1.5 
A.6.1.6 
A.6.1.7 
A.6.1.8 

NIST SP800-53 R3 PM-1 
NIST SP800-53 R3 PM-2 
NIST SP800-53 R3 PM-3 
NIST SP800-53 R3 PM-4 
NIST SP800-53 R3 PM-5 
NIST SP800-53 R3 PM-6 
NIST SP800-53 R3 PM-7 
NIST SP800-53 R3 PM-8 
NIST SP800-53 R3 PM-9 
NIST SP800-53 R3 PM-10 
NIST SP800-53 R3 PM-11 

NIST SP800-53 R3 PM-1� 
NIST SP800-53 R3 PM-2� 
NIST SP800-53 R3 PM-3� 
NIST SP800-53 R3 PM-4� 
NIST SP800-53 R3 PM-5� 
NIST SP800-53 R3 PM-6� 
NIST SP800-53 R3 PM-7� 
NIST SP800-53 R3 PM-8� 
NIST SP800-53 R3 PM-9� 
NIST SP800-53 R3 PM-10� 
NIST SP800-53 R3 PM-11� 

PCI DSS v2.0 12.1 
PCI DSS v2.0 12.2 

SIG v6.0: A.1, B.1 GAPP Ref 8.2.1 

Information Security - 
Management Support / 
Involvement 

IS-02 Executive and line 
management shall take 
formal action to support 
information security through 
clear documented direction, 
commitment, explicit 
assignment and verification 
of assignment execution 

No Change X X X X COBIT 4.1 DS5.1 45 CFR 164.316 (b)(2)(ii) 
45 CFR 164.316 (b)(2)(iii) 

Clause 5 
A.6.1.1 

NIST SP800-53 R3 CM-1 
NIST SP800-53 R3 PM-1 
NIST SP800-53 R3 PM-11 

NIST SP800-53 R3 CM-1� 
NIST SP800-53 R3 PM-1� 
NIST SP800-53 R3 PM-11� 

PCI DSS v2.0 12.5 SIG v6.0: C.1 GAPP Ref 8.2.1 

Information Security -Information Security 
Policy 

IS-03IS 03 Management shall approve Management shall approve 
a formal information security 
policy document which shall 
be communicated and 
published to employees, 
contractors and other 
relevant external parties. 
The Information Security 
Policy shall establish the 
direction of the organization 
and align to best practices, 
regulatory, federal/state and 
international laws where 
applicable. The Information 
Security policy shall be 
supported by a strategic 
plan and a security program 
with well defined roles and 
responsibilities for 
leadership and officer roles. 

No Change No Change XX XX XX XX XX COBIT 4 1 DS5 2 COBIT 4.1 DS5.2 45 CFR 164 316 (a) 45 CFR 164.316 (a) 
45 CFR 164.316 (b)(1)(i) 
45 CFR 164.316 (b)(2)(ii) 
45 CFR 164.308(a)(2) (New) 

Clause 4 2 1  Clause 4.2.1 
Clause 5 
A.5.1.1 
A.8.2.2 

NIST SP800-53 R3 AC-1NIST SP800 53 R3 AC 1 
NIST SP800-53 R3 AT-1 
NIST SP800-53 R3 AU-1 
NIST SP800-53 R3 CA-1 
NIST SP800-53 R3 CM-1 
NIST SP800-53 R3 IA-1 
NIST SP800-53 R3 IR-1 
NIST SP800-53 R3 MA-1 
NIST SP800-53 R3 MP-1 
NIST SP800-53 R3 MP-1 
NIST SP800-53 R3 PE-1 
NIST SP800-53 R3 PL-1 
NIST SP800-53 R3 PS-1 
NIST SP800-53 R3 SA-1 
NIST SP800-53 R3 SC-1 
NIST SP800-53 R3 SI-1 

NIST SP800-53 R3 AC-1�NIST SP800 53 R3 AC 1� 
NIST SP800-53 R3 AT-1� 
NIST SP800-53 R3 AU-1� 
NIST SP800-53 R3 CA-1� 
NIST SP800-53 R3 CM-1� 
NIST SP800-53 R3 IA-1� 
NIST SP800-53 R3 IR-1� 
NIST SP800-53 R3 MA-1� 
NIST SP800-53 R3 MP-1� 
NIST SP800-53 R3 MP-1� 
NIST SP800-53 R3 PE-1� 
NIST SP800-53 R3 PL-1� 
NIST SP800-53 R3 PS-1� 
NIST SP800-53 R3 SA-1� 
NIST SP800-53 R3 SC-1� 
NIST SP800-53 R3 SI-1� 

PCI  DSS  v2 0 12 1  PCI DSS v2.0 12.1 
PCI DSS v2.0 12.2 

SIG v6 0:B 1 SIG v6.0:B.1 GAPP Ref 8 1 0 GAPP Ref 8.1.0 
GAPP Ref 8.1.1 

Information Security - 
Baseline Baseline 
Requirements 

IS-04 Baseline security 
requirements shall be requirements shall be 
established and applied to 
the design and 
implementation of 
(developed or purchased) 
applications, databases, 
systems, and network 
infrastructure and 
information processing that 
comply with policies, 
standards and applicable 
regulatory requirements. 
Compliance with security 
baseline requirements must 
be reassessed at least 
annually or upon significant 
h 

No Change X X X X COBIT 4.1 AI2.1 
COBIT  4 1 AI2  2  COBIT 4.1 AI2.2 
COBIT 4.1 AI3.3 
COBIT 4.1 DS2.3 
COBIT 4.1 DS11.6 

A.12.1.1 
A 15 2 2  A.15.2.2 

NIST SP800-53 R3 CM-2 
NIST SP800 53 R3 SA 2 NIST SP800-53 R3 SA-2 
NIST SP800-53 R3 SA-4 

NIST SP800-53 R3 CM-2� 
NIST SP800 53 R3 CM 2 (1)� NIST SP800-53 R3 CM-2 (1)� 
NIST SP800-53 R3 CM-2 (3)� 
NIST SP800-53 R3 CM-2 (5)� 
NIST SP800-53 R3 SA-2� 
NIST SP800-53 R3 SA-4� 
NIST SP800-53 R3 SA-4 (1)� 
NIST SP800-53 R3 SA-4 (4)� 
NIST SP800-53 R3 SA-4 (7)� 

PCI DSS v1.2 1.1 
PCI  DSS  v1 2 1 1 1  PCI DSS v1.2 1.1.1 
PCI DSS v1.2 1.1.2 
PCI DSS v1.2 1.1.3 
PCI DSS v1.2 1.1.4 
PCI DSS v1.2 1.1.5 
PCI DSS v1.2 1.1.6 
PCI DSS v1.2 2.2 
PCI DSS v1.2 2.2.1 
PCI DSS v1.2 2.2.2 
PCI DSS v1.2 2.2.3 
PCI DSS v1.2 2.2.4 

AUP v5.0 L.2          SIG 
v6  0:  L 2  L 5  L 7 L 8v6.0: L.2, L.5, L.7 L.8, 
L.9, L.10 

GAPP Ref 1.2.6 
GAPP Ref 8 2 1 GAPP Ref 8.2.1 
GAPP Ref 8.2.7 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Information Security - IS-05 Management shall review Security policy changes with X X X X X COBIT 4.1  DS 5.2 45 CFR 164.316 (b)(2)(iii) Clause 4.2.3 f) NIST SP800-53 R3 AC-1 NIST SP800-53 R3 AC-1� PCI DSS v2.0 12.1.3 AUP v5.0 B.2 GAPP Ref 1.2.1 
Policy Reviews the information security material operational impact DS 5.4 45 CFE 164.306(e) (New) A.5.1.2 NIST SP800-53 R3 AT-1 NIST SP800-53 R3 AT-1� SIG v6.0: B.1.33. GAPP Ref 8.2.7 

policy at planned intervals or must require formal NIST SP800-53 R3 AU-1 NIST SP800-53 R3 AU-1� B.1.34, GAPP Ref 10.2.3 
as a result of changes to the notification of subcontractors, NIST SP800-53 R3 CA-1 NIST SP800-53 R3 CA-1� 
organization to ensure its tenants, supporting service NIST SP800-53 R3 CM-1 NIST SP800-53 R3 CM-1� 
continuing effectiveness and tiers and employees of the NIST SP800-53 R3 CP-1 NIST SP800-53 R3 CP-1� 
accuracy. impact and ramifications. NIST SP800-53 R3 IA-1 NIST SP800-53 R3 IA-1� 

NIST SP800-53 R3 IA-5 NIST SP800-53 R3 IA-5� 
NIST SP800-53 R3 IR-1 NIST SP800-53 R3 IA-5 (1)� 
NIST SP800-53 R3 MA-1 NIST SP800-53 R3 IA-5 (2)� 
NIST SP800-53 R3 MP-1 NIST SP800-53 R3 IA-5 (3)� 
NIST SP800-53 R3 PE-1 NIST SP800-53 R3 IA-5 (6)� 
NIST SP800-53 R3 PL-1 NIST SP800-53 R3 IA-5 (7)� 
NIST SP800-53 R3 PM-1 NIST SP800-53 R3 IR-1� 
NIST SP800-53 R3 PS-1 NIST SP800-53 R3 MA-1� 
NIST SP800-53 R3 RA-1 NIST SP800-53 R3 MP-1� 
NIST SP800-53 R3 SA-1 NIST SP800-53 R3 PE-1� 
NIST SP800 53 R3 SC 1 NIST SP800-53 R3 SC-1 NIST SP800 53 R3 PL 1 NIST SP800-53 R3 PL-1� 
NIST SP800-53 R3 SI-1 NIST SP800-53 R3 PM-1� 

NIST SP800-53 R3 PS-1� 
NIST SP800-53 R3 RA-1� 
NIST SP800-53 R3 SA-1� 
NIST SP800-53 R3 SC-1� 
NIST SP800-53 R3 SI-1� 

Information Security - IS-06 A formal disciplinary or No Change X X X X X COBIT 4.1 PO 7.7 45 CFR 164.308 (a)(1)(ii)(C) A.8.2.3 NIST SP800-53 R3 PL-4 NIST SP800-53 R3 PL-4� SIG v6.0:B.1.5 GAPP Ref 10.2.4 
Policy Enforcement sanction policy shall be NIST SP800-53 R3 PS-1 NIST SP800-53 R3 PS-1� 

established for employees NIST SP800-53 R3 PS-8 NIST SP800-53 R3 PS-8� 
who have violated security 
policies and procedures. 
Employees shall be made 
aware of what action might 
be taken in the event of a 
violation and stated as such 
in the policies and 
procedures 

Information Security - IS-07 User access policies and No Change X X X X COBIT 4.1 DS 5.4 45 CFR 164.308 (a)(3)(i) A.11.1.1 NIST SP800-53 R3 AC-1 NIST SP800-53 R3 AC-1� PCI DSS v2.0 3.5.1 AUP v5.0 B.1 GAPP Ref 8.1.0 
User Access Policy procedures shall be 45 CFR 164.312 (a)(1) A.11.2.1 NIST SP800-53 R3 IA-1 NIST SP800-53 R3 IA-1� PCI DSS v2.0 8.5.1 SIG v6.0: B.1.8, 

documented, approved and 45 CFR 164.312 (a)(2)(ii) A.11.2.4 PCI DSS v2.0 12.5.4 B.1.21, B.1.28,  E.6.2, 
implemented for granting 45 CFR 164.308(a)(4)(ii)(B) (New) A.11.4.1 H.1.1, K.1.4.5, 
and revoking normal and 45 CFR 164.308(a)(4)(ii)(c ) (New) A.11.5.2 
privileged access to privileged access to A 11 6 1  A.11.6.1 
applications, databases, and 
server and network 
infrastructure in accordance 
with business, security, 
compliance and service 
level agreement (SLA) 
requirements Information Security - IS-08 Normal and privileged user No Change X X X X X COBIT 4.1 DS5.4 45 CFR 164.308 (a)(3)(i) A.11.2.1 NIST SP800-53 R3 AC-3 NIST SP800-53 R3 AC-3� PCI DSS v2.0 7.1 SIG v6.0: H.2.4, H.2.5, GAPP Ref 8.2.2 

User Access access to applications, 45 CFR 164.308 (a)(3)(ii)(A) A.11.2.2 NIST SP800-53 R3 AC-5 NIST SP800-53 R3 AC-3 (3)� PCI DSS v2.0 7.1.1 
Restriction / systems, databases, 45 CFR 164.308 (a)(4)(i) A.11.4.1 NIST SP800-53 R3 AC-6 NIST SP800-53 R3 AC-5� PCI DSS v2.0 7.1.2 
Authorization network configurations, and 45 CFR 164.308 (a)(4)(ii)(B) A 11.4.2 NIST SP800-53 R3 IA-2 NIST SP800-53 R3 AC-6� PCI DSS v2.0 7.1.3 

sensitive data and functions 45 CFR 164.308 (a)(4)(ii)(C) A.11.6.1 NIST SP800-53 R3 IA-4 NIST SP800-53 R3 AC-6 (1)� PCI DSS v2.0 7.2.1 
shall be restricted and 45 CFR 164.312 (a)(1) NIST SP800-53 R3 IA-5 NIST SP800-53 R3 AC-6 (2)� PCI DSS v2.0 7.2.2 
approved by management NIST SP800-53 R3 IA-8 NIST SP800-53 R3 IA-2� PCI DSS v2.0 8.5.1 
prior to access granted. NIST SP800-53 R3 MA-5 NIST SP800-53 R3 IA-2 (1)� PCI DSS v2.0 12.5.4 

NIST SP800-53 R3 PS-6 NIST SP800-53 R3 IA-2 (2)� 
NIST SP800-53 R3 SA-7 NIST SP800-53 R3 IA-2 (3)� 
NIST SP800-53 R3 SI-9 NIST SP800-53 R3 IA-2 (8)� 

NIST SP800-53 R3 IA-4� 
NIST SP800-53 R3 IA-4 (4)� 
NIST SP800-53 R3 IA-5� 
NIST SP800-53 R3 IA-5 (1)� 
NIST SP800-53 R3 IA-5 (2)� 
NIST SP800-53 R3 IA-5 (3)� 
NIST SP800-53 R3 IA-5 (6)� 
NIST SP800-53 R3 IA-5 (7)� 
NIST SP800-53 R3 IA-8� 
NIST SP800-53 R3 MA-5� 
NIST SP800-53 R3 PS-6� 
NIST SP800-53 R3 SA-7� 
NIST SP800-53 R3 SI-9� 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Information Security - 
User Access 
Revocation 

IS-09 Timely deprovisioning, 
revocation or modification of 
user access to the 
organizations systems, 
information assets and data 
shall be implemented upon 
any change in status of 
employees, contractors, 
customers, business 
partners or third parties. Any 
change in status is intended 
to include termination of 
employment, contract or 
agreement, change of 
employment or transfer 
within the organization. 

No Change X X X X COBIT 4.1 DS 5.4 45 CFR 164.308(a)(3)(ii)(C) ISO/IEC 27001:2005 
A.8.3.3 
A.11.1.1 
A.11.2.1 
A.11.2.2 

NIST SP800-53 R3 AC-2 
NIST SP800-53 R3 PS-4 
NIST SP800-53 R3 PS-5 

NIST SP800-53 R3 AC-2� 
NIST SP800-53 R3 AC-2 (1)� 
NIST SP800-53 R3 AC-2 (2)� 
NIST SP800-53 R3 AC-2 (3)� 
NIST SP800-53 R3 AC-2 (4)� 
NIST SP800-53 R3 AC-2 (7)� 
NIST SP800-53 R3 PS-4� 
NIST SP800-53 R3 PS-5� 

PCI DSS v2.0 8.5.4 
PCI DSS v2.0 8.5.5 

AUP v5.0 H.2 
SIG v6.0: E.6.2, E.6.3 

GAPP Ref 8.2.1 

Information Security -y 
User Access Reviews 

IS-10 All levels of user access 
shall be reviewed by 
management at planned 
intervals and documented. 
For access violations 
identified, remediation must 
follow documented access 
control policies and 
procedures. 

Periodic attestation of 
entitlement rights for all 
system users is required. 
Attestation for entitlement 
rights should extend to users 
in supporting service tiers 
(IaaS, SaaS, PaaS, 
IDaaS....). Automatic or 
manual remediation shall be 
implemented for identified 
violations. 

X X X X X COBIT 4.1 DS5.3 
COBIT 4.1 DS5.4 

45 CFR 164.308 (a)(3)(ii)(B)( )( )(  )(  )  
45 CFR 164.308 (a)(4)(ii)(C) 

A.11.2.4 NIST SP800-53 R3 AC-2 
NIST SP800-53 R3 AU-6 
NIST SP800-53 R3 PM-10 
NIST SP800-53 R3 PS-6 
NIST SP800-53 R3 PS-7 

NIST SP800-53 R3 AC-2� 
NIST SP800-53 R3 AC-2 (1)� 
NIST SP800-53 R3 AC-2 (2)� 
NIST SP800-53 R3 AC-2 (3)� 
NIST SP800-53 R3 AC-2 (4)� 
NIST SP800-53 R3 AC-2 (7)� 
NIST SP800-53 R3 AU-6� 
NIST SP800-53 R3 AU-6 (1)� 
NIST SP800-53 R3 AU-6 (3)� 
NIST SP800-53 R3 PM-10� 
NIST SP800-53 R3 PS-6� 
NIST SP800-53 R3 PS-7� 

SIG v6.0:H.2.6, H.2.7,, , 
H.2.9, 

 GAPP Ref 8.2.1 
GAPP Ref 8.2.7 

Information Security - 
Training / Awareness 

IS-11 A security awareness 
training program shall be 
established for all 
contractors, third party users 
and employees of the 
organization an mandated 
when appropriate. All 
individuals with access to 
organizational data shall 
receive appropriate 
awareness training and 

l pdat iregular updates in 
organizational procedures, 
process and policies, 
relating to their function 
relative to the organization. 

A security awareness training 
program that addresses multi-
tenant, nationality and cloud 
delivery model SOD and 
conflicts of interest shall be 
established for all contractors, 
third party users, tenants and 
employees of the 
organization. All individuals 
with access to tenant data 
shall receive appropriate 

t ini dawareness training and 
regular updates in 
organizational procedures, 
process and policies, relating 
to their function relative to the 
organization. 

X X X X X COBIT 4.1 PO 7.4 45 CFR 164.308 (a)(5)(i) 
45 CFR 164.308 (a)(5)(ii)(A) 

Clause 5.2.2 
A.8.2.2 

NIST SP800-53 R3 AT-1 
NIST SP800-53 R3 AT-2 
NIST SP800-53 R3 AT-3 
NIST SP800-53 R3 AT-4 

NIST SP800-53 R3 AT-1� 
NIST SP800-53 R3 AT-2� 
NIST SP800-53 R3 AT-3� 
NIST SP800-53 R3 AT-4� 

PCI DSS v2.0 12.6 
PCI DSS v2.0 12.6.1 
PCI DSS v2.0 12.6.2 

AUP v5.0 E.1 
SIG v6.0:E.4 

GAPP Ref 1.2.10 
GAPP Ref 8.2.1 

Information Security - 
Industry Knowledge / 
Benchmarking 

IS-12 Industry security knowledge 
and benchmarking through 
networking, specialist 
security forums, and 
professional associations 
shall be maintained. 

No Change X X X X X A.6.1.7 NIST SP800-53 R3 AT-5 
NIST SP800-53 R3 SI-5 

NIST SP800-53 R3 AT-5� 
NIST SP800-53 R3 SI-5� 

SIG v6.0:C.1.8 N/A 

Information Security - 
Roles / 
Responsibilities 

IS-13 Roles and responsibilities of 
contractors, employees and 
third party users shall be 
documented as they relate 
to information assets and 
security. 

No Change X X X X X COBIT 4.1 DS5.1 Clause 5.1 c) 
A.6.1.2 
A.6.1.3 
A.8.1.1 

NIST SP800-53 R3 AT-3 
NIST SP800-53 R3 PL-4 
NIST SP800-53 R3 PM-10 
NIST SP800-53 R3 PS-1 
NIST SP800-53 R3 PS-6 
NIST SP800-53 R3 PS-7 

NIST SP800-53 R3 AT-3� 
NIST SP800-53 R3 PL-4� 
NIST SP800-53 R3 PM-10� 
NIST SP800-53 R3 PS-1� 
NIST SP800-53 R3 PS-6� 
NIST SP800-53 R3 PS-7� 

AUP v5.0 B.1 
SIG v6.0: B.1.5, 
D.1.1,D.1.3.3, E.1, 
F.1.1, H.1.1, K.1.2 

GAPP Ref 1.2.9 
GAPP Ref 8.2.1 

Information Security - 
Management 
Oversight Oversight 

IS-14 Managers are responsible 
for maintaining awareness 
of and complying with of and complying with 
security policies, procedures 
and standards that are 
relevant to their area of 
responsibility. 

No Change X X X X X COBIT 4.1 DS5.3 
COBIT 4.1 DS5.4 
COBIT 4 1 DS5 5 COBIT 4.1 DS5.5 

Clause 5.2.2 
A.8.2.1 
A 8 2 2A.8.2.2 
A 11.2.4 
A.15.2.1 

NIST SP800-53 R3 AT-2 
NIST SP800-53 R3 AT-3 
NIST SP800-53 R3 CA-1 NIST SP800-53 R3 CA-1 
NIST SP800-53 R3 CA-5 
NIST SP800-53 R3 CA-6 
NIST SP800-53 R3 CA-7 
NIST SP800-53 R3 PM-10 

NIST SP800-53 R3 AT-2� 
NIST SP800-53 R3 AT-3� 
NIST SP800-53 R3 CA-1� NIST SP800-53 R3 CA-1� 
NIST SP800-53 R3 CA-5� 
NIST SP800-53 R3 CA-6� 
NIST SP800-53 R3 CA-7� 
NIST SP800-53 R3 CA-7 (2)� 
NIST SP800-53 R3 PM-10� 

PCI DSS v2.0 12.6.1 
PCI DSS v2.0 12.6.2 

AUP v5.0 E.1 
SIG v6.0: E.4 

GAPP Ref 1.1.2 
GAPP Ref 8.2.1 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Information Security - 
Segregation of Duties 

IS-15 Policies, process and 
procedures shall be 
implemented to enforce and 
assure proper segregation 
of duties. In those events 
where user-role conflict of 
interest constraint exist, 
technical controls shall be in 
place to mitigate any risks 
arising from unauthorized or 
unintentional modification or 
misuse of the organization's 
information assets. 

No Change X X X X COBIT 4.1 DS 5.4 45 CFR 164.308 (a)(1)(ii)(D) 
45 CFR 164.308 (a)(3)(ii)(A) 
45 CFR 164.308(a)(4)(ii)(A) (New) 
45 CFR 164.308 (a)(5)(ii)(C) 
45 CFR 164.312 (b) 

A.10.1.3 NIST SP800-53 R3 AC-1 
NIST SP800-53 R3 AC-2 
NIST SP800-53 R3 AC-5 
NIST SP800-53 R3 AC-6 
NIST SP800-53 R3 AU-1 
NIST SP800-53 R3 AU-6 
NIST SP800-53 R3 SI-1 
NIST SP800-53 R3 SI-4 

NIST SP800-53 R3 AC-1� 
NIST SP800-53 R3 AC-2� 
NIST SP800-53 R3 AC-2 (1)� 
NIST SP800-53 R3 AC-2 (2)� 
NIST SP800-53 R3 AC-2 (3)� 
NIST SP800-53 R3 AC-2 (4)� 
NIST SP800-53 R3 AC-2 (7)� 
NIST SP800-53 R3 AC-5� 
NIST SP800-53 R3 AC-6� 
NIST SP800-53 R3 AC-6 (1)� 
NIST SP800-53 R3 AC-6 (2)� 
NIST SP800-53 R3 AU-1� 
NIST SP800-53 R3 AU-6� 
NIST SP800-53 R3 AU-6 (1)� 
NIST SP800-53 R3 AU-6 (3)� 
NIST SP800-53 R3 SI-1� 
NIST SP800-53 R3 SI-4� 
NIST SP800 53 R3 SI 4 (2) NIST SP800-53 R3 SI-4 (2)� 
NIST SP800-53 R3 SI-4 (4)� 
NIST SP800-53 R3 SI-4 (5)� 
NIST SP800-53 R3 SI-4 (6)� 

PCI DSS v2.0 6.4.2 SIG v6.0:G.2.13. G.3, 
G.20.1, G.20.2, G.20.5 

GAPP Ref 8.2.2 

Information Security - 
User Responsibility 

IS-16 Users shall be made aware 
of their responsibilities for:
 • Maintaining awareness 
and compliance with 
published security policies, 
procedures, standards and 
applicable regulatory 
requirements
 • Maintaining a safe and 
secure working environment
 • Leaving unattended 
equipment in a secure 
manner 

No Change X X X X X COBIT 4.1 PO 4.6 45 CFR 164.308 (a)(5)(ii)(D) Clause 5.2.2 
A.8.2.2 
A.11.3.1 
A.11.3.2 

NIST SP800-53 R3 AT-2 
NIST SP800-53 R3 AT-3 
NIST SP800-53 R3 AT-4 
NIST SP800-53 R3 PL-4 

NIST SP800-53 R3 AT-2� 
NIST SP800-53 R3 AT-3� 
NIST SP800-53 R3 AT-4� 
NIST SP800-53 R3 PL-4� 

PCI DSS v2.0 8.5.7 
PCI DSS v2.0 12.6.1 

AUP v5.0 E.1 
SIG v6.0: E.4 

GAPP Ref 1.2.10 
GAPP Ref 8.2.1 

Information Security - 
Workspace 

IS-17 Policies and procedures 
shall be established for 
clearing visible documents 
containing sensitive data 
when a workspace is when a workspace is 
unattended and enforcement 
of workstation session 
logout for a period of 
inactivity. 

Policies and procedures shall 
be established for proper data 
management within the 
provider environment. 
Policies and procedures must Policies and procedures must 
resolve conflicts of interests 
and include a tamper audit 
function, that trips a tamper 
audit to the customer if the 
integrity of the tenant data 
has potentially been 
compromised. (access not 
authorized by tenant or data 
loss) 

X X X X X Clause 5.2.2 
A.8.2.2 
A.9.1.5 
A.11.3.1 
A 11 3 2  A.11.3.2 
A.11.3.3 

NIST SP800-53 R3 AC-11 
NIST SP800-53 R3 MP-2 
NIST SP800-53 R3 MP-3 
NIST SP800-53 R3 MP-4 

NIST SP800-53 R3 AC-11� 
NIST SP800-53 R3 AC-11 (1)� 
NIST SP800-53 R3 MP-2� 
NIST SP800-53 R3 MP-2 (1)� 
NIST SP800-53 R3 MP-3� NIST SP800-53 R3 MP 3� 
NIST SP800-53 R3 MP-4� 
NIST SP800-53 R3 MP-4 (1)� 

AUP v5.0 E.1 
SIG v6.0: E.4 

GAPP Ref 8.2.3 

Information Security - 
Encryption 

IS-18 Policies and procedures 
shall be established and 
mechanisms implemented 
for encrypting sensitive data 
in storage (e.g., file servers, 
databases, and end-user 
workstations) and data in 
transmission (e.g., system 
interfaces, over public 
networks, and electronic 
messaging). 

No Change X X X X COBIT 4.1 DS5.8 
COBIT 4.1 DS5.10 
COBIT 4.1 DS5.11 

45 CFR 164.312 (a)(2)(iv) 
45 CFR 164.312 (e)(1) 
45 CFR 164.312 (e)(2)(ii) 

A.10.6.1 
A.10.8.3 
A.10.8.4 
A.10.9.2 
A.10.9.3 
A.12.3.1 
A.15.1.3 
A.15.1.4 

NIST SP800-53 R3 AC-18 
NIST SP800-53 R3 IA-3 
NIST SP800-53 R3 IA-7 
NIST SP800-53 R3 SC-7 
NIST SP800-53 R3 SC-8 
NIST SP800-53 R3 SC-9 
NIST SP800-53 R3 SC-13 
NIST SP800-53 R3 SC-16 
NIST SP800-53 R3 SC-23 
NIST SP800-53 R3 SI-8 

NIST SP800-53 R3 AC-18� 
NIST SP800-53 R3 AC-18 (1)� 
NIST SP800-53 R3 AC-18 (2)� 
NIST SP800-53 R3 AC-18 (3)� 
NIST SP800-53 R3 AC-18 (4)� 
NIST SP800-53 R3 AC-18 (5)� 
NIST SP800-53 R3 IA-3� 
NIST SP800-53 R3 IA-7� 
NIST SP800-53 R3 SC-7� 
NIST SP800-53 R3 SC-7 (1)� 
NIST SP800-53 R3 SC-7 (2)� 
NIST SP800-53 R3 SC-7 (3)� 
NIST SP800-53 R3 SC-7 (4)� 
NIST SP800-53 R3 SC-7 (5)�  NIST SP800 53 R3 SC 7 (5)� 
NIST SP800-53 R3 SC-7 (7)� 
NIST SP800-53 R3 SC-7 (8)� 
NIST SP800-53 R3 SC-7 (12)� 
NIST SP800-53 R3 SC-7 (13)� 
NIST SP800-53 R3 SC-7 (18)� 
NIST SP800-53 R3 SC-8� 
NIST SP800-53 R3 SC-8 (1)� 
NIST SP800-53 R3 SC-9� 
NIST SP800-53 R3 SC-9 (1)� 
NIST SP800-53 R3 SC-13� 
NIST SP800-53 R3 SC-13 (1)� 
NIST SP800-53 R3 SC-16� 
NIST SP800-53 R3 SC-23� 
NIST SP800-53 R3 SI-8� 

PCI-DSS v2.0 2.1.1 
PCI-DSS v2.0 3.4 
PCI-DSS v2.0 3.4.1 
PCI-DSS v2.0 4.1 
PCI-DSS v2.0 4.1.1 
PCI DSS v2.0 4.2 

AUP v5.0 G.4 
AUP v5.0 G.15 
AUP v5.0 I.3 
SIG v6.0: G.10.4, 
G.11.1, G.11.2, G.12.1, 
G.12.2, G.12.4, 
G.12.10, G.14.18, 
G.14.19, G.16.2, 
G.16.18, G.16.19, 
G.17.16, G.17.17, 
G.18.13, G.18.14, 
G.19.1.1, G.20.14 

GAPP Ref 8.1.1 
GAPP Ref 8.2.1 
GAPP Ref 8.2.5 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Information Security - IS-19 Policies and procedures No Change X X X X COBIT 4.1 DS5.8 45 CFR 164.312 (a)(2)(iv) Clause 4.3.3 NIST SP800-53 R3 SC-12 NIST SP800-53 R3 SC-12� PCI-DSS v2.0 3.4.1 SIG v6.0: L.6 GAPP Ref 8.1.1 
Encryption Key shall be established and 45 CFR 164.312(e)(1) (New) A.10.7.3 NIST SP800-53 R3 SC-13 NIST SP800-53 R3 SC-12 (2)� PCI-DSS v2.0 3.5 GAPP Ref 8.2.1 
Management mechanisms implemented A.12.3.2 NIST SP800-53 R3 SC-17 NIST SP800-53 R3 SC-12 (5)� PCI-DSS v2.0 3.5.1 GAPP Ref 8.2.5 

for effective key A.15.1.6 NIST SP800-53 R3 SC-28 NIST SP800-53 R3 SC-13� PCI-DSS v2.0 3.5.2 
management to support NIST SP800-53 R3 SC-13 (1)� PCI-DSS v2.0 3.6 
encryption of data in storage NIST SP800-53 R3 SC-17� PCI-DSS v2.0 3.6.1 
and in transmission. NIST SP800-53 R3 SC-28� PCI-DSS v2.0 3.6.2 

NIST SP800-53 R3 SC-28 (1)� PCI-DSS v2.0 3.6.3 
PCI-DSS v2.0 3.6.4 
PCI-DSS v2.0 3.6.5 
PCI-DSS v2.0 3.6.6 
PCI-DSS v2.0 3.6.7 
PCI  DSS  v2 0 3 6 8  Information Security - IS-20 Policies and procedures No Change X X X X COBIT 4.1 AI6.1 45 CFR 164.308 (a)(1)(i)(ii)(A) A.12.5.1 NIST SP800-53 R3 CM-3 NIST SP800-53 R3 CM-3� PCI-DSS v2.0 2.2 AUP v5.0 I.4 GAPP Ref 1.2.6 

Vulnerability / Patch shall be established and COBIT 4.1 AI3.3 45 CFR 164.308 (a)(1)(i)(ii)(B) A.12.5.2 NIST SP800-53 R3 CM-4 NIST SP800-53 R3 CM-3 (2)� PCI-DSS v2.0 6.1 SIG v6.0: G.15.2, I.3 GAPP Ref 8.2.7 
Management mechanism implemented for COBIT 4.1 DS5.9 45 CFR 164.308 (a)(5)(i)(ii)(B) A.12.6.1 NIST SP800-53 R3 CP-10 NIST SP800-53 R3 CM-4� PCI-DSS v2.0 6.2 

vulnerability and patch NIST SP800-53 R3 RA-5 NIST SP800-53 R3 CP-10� PCI-DSS v2.0 6.3.2 
management, ensuring that management, ensuring that NIST SP800-53 R3 SA-7NIST SP800 53 R3 SA 7 NIST SP800-53 R3 CP-10 (2)� NIST SP800 53 R3 CP 10 (2)� PCI-DSS v2.0 6.4.5 PCI DSS v2.0 6.4.5 
application, system, and NIST SP800-53 R3 SI-1 NIST SP800-53 R3 CP-10 (3)� PCI-DSS v2.0 6.5.X 
network device NIST SP800-53 R3 SI-2 NIST SP800-53 R3 RA-5� PCI-DSS v2.0 6.6 
vulnerabilities are evaluated NIST SP800-53 R3 SI-5 NIST SP800-53 R3 RA-5 (1)� PCI-DSS v2.0 11.2 
and vendor-supplied security NIST SP800-53 R3 RA-5 (2)� PCI-DSS v2.0 11.2.1 
patches applied in a timely NIST SP800-53 R3 RA-5 (3)� PCI-DSS v2.0 11.2.2 
manner taking a risk-based NIST SP800-53 R3 RA-5 (9)� PCI-DSS v2.0 11.2.3 
approach for prioritizing NIST SP800-53 R3 RA-5 (6)� 
critical patches. NIST SP800-53 R3 SA-7� 

NIST SP800-53 R3 SI-1� 
NIST SP800-53 R3 SI-2� 
NIST SP800-53 R3 SI-2 (2)� 
NIST SP800-53 R3 SI-5� 

Information Security - IS-21 Ensure that all antivirus No Change X X X X X COBIT 4.1 DS5.9 45 CFR 164.308 (a)(5)(ii)(B) A.10.4.1 NIST SP800-53 R3 SA-7 NIST SP800-53 R3 SA-7� PCI-DSS v2.0 5.1 SIG v6.0:G.7 GAPP Ref 8.2.2 
Anti-Virus / Malicious programs are capable of NIST SP800-53 R3 SC-5 NIST SP800-53 R3 SC-5� PCI-DSS v2.0 5.1.1 
Software detecting, removing, and NIST SP800-53 R3 SI-3 NIST SP800-53 R3 SI-3� PCI-DSS v2.0 5.2 

protecting against all known NIST SP800-53 R3 SI-5 NIST SP800-53 R3 SI-3 (1)� 
types of malicious or NIST SP800-53 R3 SI-7 NIST SP800-53 R3 SI-3 (2)� 
unauthorized software with NIST SP800-53 R3 SI-8 NIST SP800-53 R3 SI-3 (3)� 
antivirus signature updates NIST SP800-53 R3 SI-5� 
at least every 12 hours. NIST SP800-53 R3 SI-7� 

NIST SP800-53 R3 SI-7 (1)� 
NIST SP800-53 R3 SI-8� 

Information Security - IS-22 Policy, process and No Change X X X X X COBIT 4.1 DS5.6 45 CFR 164.308 (a)(1)(i) Clause 4.3.3 NIST SP800-53 R3 IR-1 NIST SP800-53 R3 IR-1� PCI-DSS v2.0 12.9 AUP v5.0 J.1 GAPP Ref 1.2.4 
Incident Management procedures shall be 45 CFR 164.308 (a)(6)(i) A.13.1.1 NIST SP800-53 R3 IR-2 NIST SP800-53 R3 IR-2� PCI-DSS v2.0 12.9.1 SIG v6.0: J.1.1, J.1.2 GAPP Ref 1.2.7 

established to triage security A.13.2.1 NIST SP800-53 R3 IR-3 NIST SP800-53 R3 IR-3� PCI-DSS v2.0 12.9.2 GAPP Ref 7.1.2 
related events and ensure NIST SP800-53 R3 IR-4 NIST SP800-53 R3 IR-4� PCI-DSS v2.0 12.9.3 GAPP Ref 7.2.2 
timely and thorough incident NIST SP800-53 R3 IR-5 NIST SP800-53 R3 IR-4 (1)� PCI-DSS v2.0 12.9.4 GAPP Ref 7.2.4 
management. NIST SP800-53 R3 IR-7 NIST SP800-53 R3 IR-5� PCI-DSS v2.0 12.9.5 GAPP Ref 10.2.1 

NIST SP800-53 R3 IR-8 NIST SP800-53 R3 IR-7� PCI-DSS v2.0 12.9.6 GAPP Ref 10.2.4 
NIST SP800-53 R3 IR-7 (1)� 
NIST SP800-53 R3 IR-7 (2)� 
NIST SP800-53 R3 IR-8� 

Information Security - IS-23 Contractors, employees and No Change X X X X X COBIT 4.1 DS5.6 45 CFR 164.312 (a)(6)(ii) Clause 4.3.3 NIST SP800-53 R3 IR-2 NIST SP800-53 R3 IR-2� PCI-DSS v2.0 12.5.2 AUP v5.0 J.1 GAPP Ref 1.2.7 
Incident Reporting third party users shall be 16 CFR 318.3 (a) (New) Clause 5.2.2 NIST SP800-53 R3 IR-6 NIST SP800-53 R3 IR-6� PCI-DSS v2.0 12.5.3 AUP v5.0 E.1 GAPP Ref 1.2.10 

made aware of their 16 CFR 318.5 (a) (New) A.6.1.3 NIST SP800-53 R3 IR-7 NIST SP800-53 R3 IR-6 (1)� SIG v6.0: J.1.1, E.4 GAPP Ref 7.1.2 
responsibility to report all 45 CFR 160.410 (a)(1) (New) A.8.2.1 NIST SP800-53 R3 SI-4 NIST SP800-53 R3 IR-7� GAPP Ref 7.2.2 
information security events A.8.2.2 NIST SP800-53 R3 SI-5 NIST SP800-53 R3 IR-7 (1)� GAPP Ref 7.2.4 
in a timely manner. A.13.1.1 NIST SP800-53 R3 IR-7 (2)� GAPP Ref 10.2.4 
Information security events A.13.1.2 NIST SP800-53 R3 SI-4� 
shall be reported through A.13.2.1 NIST SP800-53 R3 SI-4 (2)� 
predefined communications NIST SP800-53 R3 SI-4 (4)� 
channels in a prompt and NIST SP800-53 R3 SI-4 (5)� 
expedient manner in NIST SP800-53 R3 SI-4 (6)� 
compliance with statutory, NIST SP800-53 R3 SI-5� 

l t  d  lregulatory and contractual 
requirements Information Security - IS-24 In the event a follow-up No Change X X X X X COBIT 4.1 DS5.6 45 CFR 164.308 (a)(6)(ii) Clause 4.3.3 NIST SP800-53 R3 AU-6 NIST SP800-53 R3 AU-6� AUP v5.0 J.1 GAPP Ref 1.2.7 

Incident Response action concerning a person Clause 5.2.2 NIST SP800-53 R3 AU-7 NIST SP800-53 R3 AU-6 (1)� AUP v5.0 E.1  SIG 
Legal Preparation or organization after an A.8.2.2 NIST SP800-53 R3 AU-9 NIST SP800-53 R3 AU-6 (3)� v6.0: J.1.1, J.1.2,  E.4 

information security incident A.8.2.3 NIST SP800-53 R3 AU-11 NIST SP800-53 R3 AU-7� 
requires legal action proper A.13.2.3 NIST SP800-53 R3 IR-5 NIST SP800-53 R3 AU-7 (1)� 
forensic procedures A.15.1.3 NIST SP800-53 R3 IR-7 NIST SP800-53 R3 AU-9� 
including chain of custody NIST SP800-53 R3 IR-8 NIST SP800-53 R3 AU-9 (2)� 
shall be required for NIST SP800-53 R3 AU-11� 
collection, retention, and NIST SP800-53 R3 IR-5� 
presentation of evidence to NIST SP800-53 R3 IR-7� 
support potential legal action NIST SP800-53 R3 IR-7 (1)� 
subject to the relevant NIST SP800-53 R3 IR-7 (2)� 
jurisdiction. NIST SP800-53 R3 IR-8� 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Information Security - 
Incident Response 
Metrics 

IS-25 Mechanisms shall be put in 
place to monitor and 
quantify the types, volumes, 
and costs of information 
security incidents. 

No Change X X X X X COBIT 4.1 DS 4.9 45 CFR 164.308 (a)(1)(ii)(D) A.13.2.2 NIST SP800-53 R3 IR-4 
NIST SP800-53 R3 IR-5 
NIST SP800-53 R3 IR-8 

NIST SP800-53 R3 IR-4� 
NIST SP800-53 R3 IR-4 (1)� 
NIST SP800-53 R3 IR-5� 
NIST SP800-53 R3 IR-8� 

PCI DSS v2.0 12.9.6 SIG v6.0: J.1.2, GAPP Ref 1.2.7 
GAPP Ref 1.2.10 

Information Security - 
Acceptable Use 

IS-26 Policies and procedures 
shall be established for the 
acceptable use of 
information assets. 

Policies and procedures shall 
be established for the 
acceptable use of information 
assets. The policies shall 
address acceptable data 
mining functionality and 
Traffic pattern analysis.  And 
shall inform the tenant who is 
getting access to the data 
analysis output 

X X X X X COBIT 4.1 DS 5.3 45 CFR 164.310 (b) A.7.1.3 NIST SP800-53 R3 AC-8 
NIST SP800-53 R3 AC-20 
NIST SP800-53 R3 PL-4 

NIST SP800-53 R3 AC-8� 
NIST SP800-53 R3 AC-20� 
NIST SP800-53 R3 AC-20 (1)� 
NIST SP800-53 R3 AC-20 (2)� 
NIST SP800-53 R3 PL-4� 

PCI-DSS v2.0 12.3.5 AUP v5.0 B.3.        SIG 
v6.0: B.1.7, D.1.3.3, 
E.3.2, E.3.5.1, E.3.5.2 

GAPP Ref 8.1.0 

Information Security -
Asset Returns 

IS-27 Employees, contractors and 
third party users must return 
all assets owned by the 
organization within a defined 
and documented time frame 
once the employment, 
contract or agreement has 
been terminated. 

Controls shall be put in place 
to insure privacy and 
automate tenant breach 
formal notification upon the 
compromise of a tenant's 
system(s). 

X X X X X 45 CFR 164.308 (a)(3)(ii)(C) A.7.1.1 
A.7.1.2 
A.8.3.2 

NIST SP800-53 R3 PS-4 NIST SP800-53 R3 PS-4� AUP v5.0 D.1          
SIG v6.0: E.6.4 

GAPP Ref 5.2.3 
GAPP Ref 7.2.2 
GAPP Ref 8.2.1 
GAPP Ref 8.2.6 

Information Security - 
eCommerce 
Transactions 

IS-28 Electronic commerce (e-
commerce) related data 
traversing public networks 
shall be appropriately 
classified and protected 
from fraudulent activity, 
unauthorized disclosure or 
modification in such a 
manner to prevent contract 
dispute and compromise of 
data. 

No Change X X X X X COBIT 4.1  DS 5.10 
5.11 

45 CFR 164.312(e)(1) 
45 CFR 164.312(e)(2)(i) 

A.7.2.1 
A.10.6.1 
A.10.6.2 
A.10.9.1 
A.10.9.2 
A.15.1.4 

NIST SP800-53 R3 AC-14 
NIST SP800-53 R3 AC-21 
NIST SP800-53 R3 AC-22 
NIST SP800-53 R3 IA-8 
NIST SP800-53 R3 AU-10 
NIST SP800-53 R3 SC-4 
NIST SP800-53 R3 SC-8 
NIST SP800-53 R3 SC-9 

NIST SP800-53 R3 AC-14� 
NIST SP800-53 R3 AC-14 (1)� 
NIST SP800-53 R3 AC-21� 
NIST SP800-53 R3 AC-22� 
NIST SP800-53 R3 IA-8� 
NIST SP800-53 R3 AU-10� 
NIST SP800-53 R3 AU-10 (5)� 
NIST SP800-53 R3 SC-4� 
NIST SP800-53 R3 SC-8� 
NIST SP800-53 R3 SC-8 (1)� 
NIST SP800-53 R3 SC-9� 
NIST SP800-53 R3 SC-9 (1)� 

PCI-DSS v2.0 2.1.1 
PCI-DSS v2.0 4.1 
PCI-DSS v2.0 4.1.1 
PCI DSS v2.0 4.2 

AUP v5.0 G.4 
AUP v5.0  G.11 
AUP v5.0G.16 
AUP v5.0 G.18 
AUP v5.0 I.3 
AUP v5.0 I.4 
SIG v6.0:G.19.1.1, 
G.19.1.2, G.19.1.3, 
G.10.8, G.9.11, G.14, 
G.15.1 

GAPP Ref 3.2.4 
GAPP Ref 4.2.3 
GAPP Ref 7.1.2 
GAPP Ref 7.2.1 
GAPP Ref 7.2.2 
GAPP Ref 8.2.1 
GAPP Ref 8.2.5 

Information Security - 
Audit Tools Access 

IS-29 Access to, and use of, audit 
tools that interact with the 
organizations information g 
systems shall be 
appropriately segmented 
and restricted to prevent 
compromise and misuse of 
log data 

No Change X X X X COBIT 4.1 DS 5.7 A.15.3.2 NIST SP800-53 R3 AU-9 
NIST SP800-53 R3 AU-11 
NIST SP800-53 R3 AU-14 

NIST SP800-53 R3 AU-9� 
NIST SP800-53 R3 AU-9 (2)� 
NIST SP800-53 R3 AU-11� 
NIST SP800-53 R3 AU-14� 

PCI DSS v2.0 10.5.5 GAPP Ref 8.2.1 

Information Security - 
Diagnostic / 
Configuration Ports 
Access 

IS-30 User access to diagnostic 
and configuration ports shall 
be restricted to authorized 
individuals and applications. 

No Change X X X X X COBIT 4.1 DS5.7 A.10.6.1 
A.11.1.1 
A.11.4.4 
A.11.5.4 

NIST SP800-53 R3 CM-7 
NIST SP800-53 R3 MA-3 
NIST SP800-53 R3 MA-4 
NIST SP800-53 R3 MA-5 

NIST SP800-53 R3 CM-7� 
NIST SP800-53 R3 CM-7 (1)� 
NIST SP800-53 R3 MA-3� 
NIST SP800-53 R3 MA-3 (1)� 
NIST SP800-53 R3 MA-3 (2)� 
NIST SP800-53 R3 MA-3 (3)� 
NIST SP800-53 R3 MA-4� 
NIST SP800-53 R3 MA-4 (1)� 
NIST SP800-53 R3 MA-4 (2)� 
NIST SP800-53 R3 MA-5� 

PCI-DSS v2.0 9.1.2 SIG v6.0: H1.1, H1.2, 
G.9.15 

N/A 

Information Security - 
Network / 
Infrastructure Services 

IS-31 Network and infrastructure 
service level agreements (in-
house or outsourced) shall 
clearly document security 
controls, capacity and 

No Change X X X X X COBIT 4.1 DS5.10 A.6.2.3 
A.10.6.2 

NIST SP800-53 R3 SC-20 
NIST SP800-53 R3 SC-21 
NIST SP800-53 R3 SC-22 
NIST SP800-53 R3 SC-23 
NIST SP800-53 R3 SC-24 

NIST SP800-53 R3 SC-20� 
NIST SP800-53 R3 SC-20 (1)� 
NIST SP800-53 R3 SC-21� 
NIST SP800-53 R3 SC-22� 
NIST SP800-53 R3 SC-23� 

AUP v5.0 C.2 
SIG v6.0:C.2.6, G.9.9 

GAPP Ref 8.2.2 
GAPP Ref 8.2.5 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Information Security - 
Portable / Mobile 
Devices 

IS-32 Policies and procedures 
shall be established and 
measures implemented to 
strictly limit access to 
sensitive data from portable 
and mobile devices, such as 
laptops, cell phones, and 
personal digital assistants 
(PDAs), which are generally 
higher-risk than non-portable 
devices (e.g., desktop 
computers at the 
organization’s facilities). 

No Change X X X X X COBIT 4.1 DS5.11 
COBIT 4.1 DS5.5 

45 CFR 164.310 (d)(1) A.7.2.1 
A.10.7.1 
A.10.7.2 
A.10.8.3 
A.11.7.1 
A.11.7.2 
A.15.1.4 

NIST SP800-53 R3 AC-17 
NIST SP800-53 R3 AC-18 
NIST SP800-53 R3 AC-19 
NIST SP800-53 R3 MP-2 
NIST SP800-53 R3 MP-4 
NIST SP800-53 R3 MP-6 

NIST SP800-53 R3 AC-17� 
NIST SP800-53 R3 AC-17 (1)� 
NIST SP800-53 R3 AC-17 (2)� 
NIST SP800-53 R3 AC-17 (3)� 
NIST SP800-53 R3 AC-17 (4)� 
NIST SP800-53 R3 AC-17 (5)� 
NIST SP800-53 R3 AC-17 (7)� 
NIST SP800-53 R3 AC-17 (8)� 
NIST SP800-53 R3 AC-18� 
NIST SP800-53 R3 AC-18 (1)� 
NIST SP800-53 R3 AC-18 (2)� 
NIST SP800-53 R3 AC-18 (3)� 
NIST SP800-53 R3 AC-18 (4)� 
NIST SP800-53 R3 AC-18 (5)� 
NIST SP800-53 R3 AC-19� 

PCI DSS v2.0 9.7 
PCI DSS v2.0 9.7.2 
PCI DSS v2.0 9.8 
PCI DSS v2.0 9.9 
PCI DSS v2.0 11.1 
PCI DSS v2.0 12.3 

SIG v6.0:G.11, G12, 
G.20.13, G.20.14 

GAPP Ref 1.2.6 
GAPP Ref 3.2.4 
GAPP Ref 8.2.6 

NIST SP800-53 R3 AC-19 (1)� 
NIST SP800-53 R3 AC-19 (2)� 
NIST SP800 53 R3 AC 19 (3) NIST SP800-53 R3 AC-19 (3)� 
NIST SP800-53 R3 MP-2� 
NIST SP800-53 R3 MP-2 (1)� 
NIST SP800-53 R3 MP-4� 
NIST SP800-53 R3 MP-4 (1)� 
NIST SP800-53 R3 MP-6� 
NIST SP800-53 R3 MP-6 (4)� 

Information Security - 
Source Code Access 
Restriction 

IS-33 Access to application, 
program or object source 
code shall be restricted to 
authorized personnel on a 
need to know basis. 
Records shall be maintained 
regarding the individual 
granted access, reason for 
access and version of 

Access to application, 
program or object source 
code shall be restricted to 
authorized personnel  based 
on cloud delivery model 
(PaaS) on a need to know 
basis. 

X X X X Clause 4.3.3 
A.12.4.3 
A.15.1.3 

NIST SP800-53 R3 CM-5 
NIST SP800-53 R3 CM-6 

NIST SP800-53 R3 CM-5� 
NIST SP800-53 R3 CM-5 (1)� 
NIST SP800-53 R3 CM-5 (5)� 
NIST SP800-53 R3 CM-6� 
NIST SP800-53 R3 CM-6 (1)� 
NIST SP800-53 R3 CM-6 (3)� 

PCI-DSS v2.0 6.4.1 
PCI-DSS v2.0 6.4.2 

SIG v6.0: I.2.7.2, I.2.9, 
I.2.10, I.2.15, 

GAPP Ref 1.2.6 
GAPP Ref 6.2.1 

source code exposed. 

Information Security - 
Utility Programs 
Access 

IS-34 Utility programs capable of 
potentially overriding 
system, object, network, 
virtual machine and 
application controls shall be 
restricted restricted. 

Utility programs and 
privileged management 
accounts capable of 
potentially overriding system, 
object, network, virtual 
machine and application machine and application 
controls shall be restricted. 

X X X X X COBIT 4.1 DS5.7 A.11.4.1 
A 11.4.4 
A.11.5.4 

NIST SP800-53 R3 AC-5 
NIST SP800-53 R3 AC-6 
NIST SP800-53 R3 CM-7 
NIST SP800-53 R3 SC-3 
NIST SP800-53 R3 SC-19 

NIST SP800-53 R3 AC-5� 
NIST SP800-53 R3 AC-6� 
NIST SP800-53 R3 AC-6 (1)� 
NIST SP800-53 R3 AC-6 (2)� 
NIST SP800-53 R3 CM-7� 
NIST SP800-53 R3 CM-7 (1)� NIST SP800-53 R3 CM 7 (1)� 
NIST SP800-53 R3 SC-3� 

PCI DSS v2.0 7.1.2 SIG v6.0:H.2.16 N/A 

Utilities that utilities that can NIST SP800-53 R3 SC-19� 
shut down virtualized 
partitions shall be disallowed. 
Attacks that target the virtual 
infrastructure (Shimming,  
Blue Pill, Hyperjacking, etc.) 
shall be identified and 
remediated with technical and 
procedural controls. 

Legal - Non-Disclosure 
Agreements 

LG-01 Requirements for non-
disclosure or confidentiality 
agreements reflecting the 
organization's needs for the 
protection of data and 
operational details shall be 
identified, documented and 
reviewed at planned 
intervals. 

No Change X X X X X ISO/IEC 27001:2005 
Annex A.6.1.5 

NIST SP800-53 R3 PL-4 
NIST SP800-53 R3 PS-6 
NIST SP800-53 R3 SA-9 

NIST SP800-53 R3 PL-4� 
NIST SP800-53 R3 PS-6� 
NIST SP800-53 R3 SA-9� 
NIST SP800-53 R3 SA-9 (1)� 

PCI DSS v2.0 12.8.2 
PCI DSS v2.0 12.8.3 
PCI DSS v2.0 12.8.4 

SIG v6.0:C.2.5 GAPP Ref 1.2.5 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Legal - Third Party LG-02 Third party agreements that No Change X X X X X COBIT 4.1 DS5.11 45 CFR 164.308 (a)(4)(ii)(A) A.6.2.3 NIST SP800-53 R3 CA-3 NIST SP800-53 R3 CA-3� PCI DSS v2.0 2.4 AUP v5.0 C.2 GAPP Ref 1.2.5 
Agreements directly, or indirectly, impact 45 CFR 164.308 (b)(1) A10.2.1 NIST SP800-53 R3 MP-5 NIST SP800-53 R3 MP-5� PCI DSS v2.0 12.8.2 SIG v6.0: C.2.4, C.2.6, 

the organizations 45 CFR 164.308 (b)(2)(i) A.10.8.2 NIST SP800-53 R3 PS-7 NIST SP800-53 R3 MP-5 (2)� G.4.1, G.16.3, 
information assets or data 45 CFR 164.308 (b)(2)(ii) A.11.4.6 NIST SP800-53 R3 SA-6 NIST SP800-53 R3 MP-5 (4)� 
are required to include 45 CFR 164.308 (b)(2)(iii) A.11.6.1 NIST SP800-53 R3 SA-7 NIST SP800-53 R3 PS-7� 
explicit coverage of all 45 CFR 164.308 (b)(3) A.12.3.1 NIST SP800-53 R3 SA-9 NIST SP800-53 R3 SA-6� 
relevant security 45 CFR 164.308 (b)(4) A.12.5.4 NIST SP800-53 R3 SA-7� 
requirements. This includes 45 CFR 164.312(e)(2)(i) (New) NIST SP800-53 R3 SA-9� 
agreements involving 45 CFR 164.312 (c)(1) (New) NIST SP800-53 R3 SA-9 (1)� 
processing, accessing, 45 CFR 164.312(e)(2)(ii) (New) 
communicating, hosting or 45 CFR 164.314 (a)(1)(i) 
managing the organization's 45 CFR 164.314 (a)(1)(ii)(A) 
information assets, or 45 CFR 164.314 (a)(2)(i) 
adding or terminating 45 CFR 164.314 (a)(2)(i)(A) 
services or products to 45 CFR 164.314 (a)(2)(i)(B) 
existing information. Assets 45 CFR 164.314 (a)(2)(i)(C) 
agreements provisions shall 45 CFR 164.314 (a)(2)(i)(D) 
i l  d  i  (include security (e.g., 45 CFR 164 314 ( )(2)(ii)(A) 45 CFR 164.314 (a)(2)(ii)(A) 
encryption, access controls, 45 CFR 164.314 (a)(2)(ii)(A)(1) 
and leakage prevention) and 45 CFR 164.314 (a)(2)(ii)(A)(2) 
integrity controls for data 45 CFR 164.314 (a)(2)(ii)(B) 
exchanged to prevent 45 CFR 164.314 (a)(2)(ii)(C) 
improper disclosure, 45 CFR 164.314 (b)(1) 
alteration or destruction. 45 CFR 164.314 (b)(2) 

45 CFR 164.314 (b)(2)(i) 
45 CFR 164.314 (b)(2)(ii) 
45 CFR 164.314 (b)(2)(iii) 

Operations OP-01 Policies and procedures No Change X X X X COBIT 4.1 DS13.1 Clause 5.1 NIST SP800-53 R3 CM-2 NIST SP800-53 R3 CM-2� PCI DSS v2.0 12.1 SIG v6.0: G.1.1 GAPP Ref 8.2.1 
Management - Policy shall be established and A 8.1.1 NIST SP800-53 R3 CM-3 NIST SP800-53 R3 CM-2 (1)� PCI DSS v2.0 12.2 

made available for all A.8.2.1 NIST SP800-53 R3 CM-4 NIST SP800-53 R3 CM-2 (3)� PCI DSS v2.0 12.3 
personnel to adequately A 8.2.2 NIST SP800-53 R3 CM-5 NIST SP800-53 R3 CM-2 (5)� PCI DSS v2.0 12.4 
support services operations A.10.1.1 NIST SP800-53 R3 CM-6 NIST SP800-53 R3 CM-3� 
role. NIST SP800-53 R3 CM-9 NIST SP800-53 R3 CM-3 (2)� 

NIST SP800-53 R3 MA-4 NIST SP800-53 R3 CM-4� 
NIST SP800-53 R3 SA-3 NIST SP800-53 R3 CM-5� 
NIST SP800-53 R3 SA-4 NIST SP800-53 R3 CM-5 (1)� 
NIST SP800-53 R3 SA-5 NIST SP800-53 R3 CM-5 (5)� 
NIST SP800-53 R3 SA-8 NIST SP800-53 R3 CM-6� 
NIST SP800-53 R3 SA-10 NIST SP800-53 R3 CM-6 (1)� 
NIST SP800-53 R3 SA-11 NIST SP800-53 R3 CM-6 (3)� 
NIST SP800 53 R3 SA 12 NIST SP800-53 R3 SA-12 NIST SP800 53 R3 CM 9� NIST SP800-53 R3 CM-9� 

NIST SP800-53 R3 MA-4� 
NIST SP800-53 R3 MA-4 (1)� 
NIST SP800-53 R3 MA-4 (2)� 
NIST SP800-53 R3 SA-3� 
NIST SP800-53 R3 SA-4� 
NIST SP800-53 R3 SA-4 (1)� 
NIST SP800-53 R3 SA-4 (4)� 
NIST SP800-53 R3 SA-4 (7)� 
NIST SP800-53 R3 SA-5� 
NIST SP800-53 R3 SA-5 (1)� 
NIST SP800-53 R3 SA-5 (3)� 
NIST SP800-53 R3 SA-8� 
NIST SP800-53 R3 SA-10� 
NIST SP800-53 R3 SA-11� 
NIST SP800-53 R3 SA-11 (1)� 
NIST SP800-53 R3 SA-12� 

Operations OP-02 Information system No Change X X X X COBIT 4.1 DS 9, DS Clause 4.3.3 NIST SP800-53 R3 CP-9 NIST SP800-53 R3 CP-9� PCI DSS v2.0 12.1 SIG v6.0: G.1.1 GAPP Ref 1.2.6 
Management - documentation (e.g., 13.1 A.10.7.4 NIST SP800-53 R3 CP-10 NIST SP800-53 R3 CP-9 (1)� PCI DSS v2.0 12.2 
Documentation administrator and user NIST SP800-53 R3 SA-5 NIST SP800-53 R3 CP-9 (3)� PCI DSS v2.0 12.3 

guides, architecture NIST SP800-53 R3 SA-10 NIST SP800-53 R3 CP-10� PCI DSS v2.0 12.4 
diagrams, etc.) shall be NIST SP800-53 R3 SA-11 NIST SP800-53 R3 CP-10 (2)� 
made available to authorized NIST SP800-53 R3 CP-10 (3)� 
personnel to ensure the personnel to ensure the NIST SP800 53 R3 SA 5� NIST SP800-53 R3 SA-5� 
following: NIST SP800-53 R3 SA-5 (1)� 
 • Configuring, installing, and NIST SP800-53 R3 SA-5 (3)� 
operating the information NIST SP800-53 R3 SA-10� 
system NIST SP800-53 R3 SA-11� 
 • Effectively using the NIST SP800-53 R3 SA-11 (1)� 
system’s security features 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Operations OP-03 The availability, quality, and No Change X X X X X COBIT 4.1 DS 3 A.10.3.1 NIST SP800-53 R3 SA-4 NIST SP800-53 R3 SA-4� SIG v6.0:G.5 GAPP Ref 1.2.4 
Management - adequate capacity and NIST SP800-53 R3 SA-4 (1)� 
Capacity / Resource resources shall be planned, NIST SP800-53 R3 SA-4 (4)� 
Planning prepared, and measured to NIST SP800-53 R3 SA-4 (7)� 

deliver the required system 
performance in accordance 
with regulatory, contractual 
and business requirements. 
Projections of future 
capacity requirements shall 
be made to mitigate the risk 
of system overload. 

Operations OP-04 Policies and procedures No Change X X X X COBIT 4.1 A13.3 45 CFR 164.310 (a)(2)(iv) A.9.2.4 NIST SP800-53 R3 MA-2 NIST SP800-53 R3 MA-2� SIG v6.0:F.2.19 GAPP Ref 5.2.3 
Management - shall be established for NIST SP800-53 R3 MA-3 NIST SP800-53 R3 MA-2 (1)� GAPP Ref 8.2.2 
Equipment equipment maintenance NIST SP800-53 R3 MA-4 NIST SP800-53 R3 MA-3� GAPP Ref 8.2.3 
Maintenance Maintenance ensuring continuity and ensuring continuity and NIST SP800-53 R3 MA-5NIST SP800 53 R3 MA 5 NIST SP800-53 R3 MA-3 (1)�  NIST SP800 53 R3 MA 3 (1)� GAPP Ref 8.2.4 GAPP Ref 8.2.4 

availability of operations. NIST SP800-53 R3 MA-6 NIST SP800-53 R3 MA-3 (2)� GAPP Ref 8.2.5 
NIST SP800-53 R3 MA-3 (3)� GAPP Ref 8.2.6 
NIST SP800-53 R3 MA-4� GAPP Ref 8.2.7 
NIST SP800-53 R3 MA-4 (1)� 
NIST SP800-53 R3 MA-4 (2)� 
NIST SP800-53 R3 MA-5� 
NIST SP800-53 R3 MA-6� 

Risk Management - RI-01 Organizations shall develop Organizations shall develop X X X X X COBIT 4.1 PO 9.1 45 CFR 164.308 (a)(8) Clause 4.2.1 c) through g) NIST SP800-53 R3 AC-4 NIST SP800-53 R3 AC-4� PCI DSS v2.0 12.1.2 AUP v5.0 L.2          SIG GAPP Ref 1.2.4 
Program and maintain an enterprise and maintain a cloud oriented 45 CFR 164.308(a)(1)(ii)(B)  (New) Clause 4.2.2 b) NIST SP800-53 R3 CA-2 NIST SP800-53 R3 CA-2� v6.0: A.1, L.1 

risk management framework risk management framework Clause 5.1 f) NIST SP800-53 R3 CA-6 NIST SP800-53 R3 CA-2 (1)� 
to manage risk to an to manage risk as defined in Clause 7.2 & 7.3 NIST SP800-53 R3 PM-9 NIST SP800-53 R3 CA-6� 
acceptable level. the master agreement or A.6.2.1 NIST SP800-53 R3 RA-1 NIST SP800-53 R3 PM-9� 

industry best-practices and A.12.6.1 NIST SP800-53 R3 RA-1� 
standards. A.14.1.2 

A.15.2.1 
A 15 2 2  

Risk Management - RI-02 Aligned with the enterprise- No Change X X X X X COBIT 4.1 PO 9.4 45 CFR 164.308 (a)(1)(ii)(A) Clause 4.2.1 c) through g) NIST SP800-53 R3 PL-5 NIST SP800-53 R3 PL-5� PCI DSS v2.0 12.1.2 AUP v5.0 I.1 GAPP Ref 1.2.4 
Assessments wide framework, formal risk Clause 4.2.3 d) NIST SP800-53 R3 RA-2 NIST SP800-53 R3 RA-2� AUP v5.0 I.4 GAPP Ref 1.2.5 

assessments shall be Clause 5.1 f) NIST SP800-53 R3 RA-3 NIST SP800-53 R3 RA-3� SIG v6.0: C.2.1, I.4.1, 
performed at least annually, Clause 7.2 & 7.3 I.5, G.15.1.3, I.3 
or at planned intervals, A.6.2.1 
determining the likelihood A.12.5.2 
and impact of all identified and impact of all identified A 12 6 1  A.12.6.1 
risks, using qualitative and A.14.1.2 
quantitative methods. The A.15.1.1 
likelihood and impact A.15.2.1 
associated with inherent and A.15.2.2 
residual risk should be 
determined independently, 
considering all risk 
categories (e.g., audit 
results, threat and 
vulnerability analysis, and 
regulatory compliance). 

Risk Management - RI-03 Risks shall be mitigated to No Change X X X X X COBIT 4.1 PO 9.5 45 CFR 164.308 (a)(1)(ii)(B) Clause 4.2.1 c) through g) NIST SP800-53 R3 CA-5 NIST SP800-53 R3 CA-5� AUP v5.0I.4 N/A 
Mitigation / an acceptable level. Clause 4.2.2 b) NIST SP800-53 R3 CM-4 NIST SP800-53 R3 CM-4� AUP v5.0 L.2          SIG 
Acceptance Acceptance levels based on Clause 4.3.1 v6.0: I.3, L.9, L.10 

risk criteria shall be Clause 5.1 f) 
established and documented Clause 7.3 
in accordance with A.6.2.1 
reasonable resolution time A.12.5.2 
frames and executive A.12.6.1 
approval. A.15.1.1 

A.15.2.1 
A 15 2 2  

Risk Management -Risk Management RI-04RI 04 Risk assessment results Risk assessment results No Change No Change XX XX XX XX XXXX COBIT  4 1 PO 9 6  COBIT 4.1 PO 9.6 Clause 4 2 3  Clause 4.2.3 NIST SP800-53 R3 CP-2NIST SP800 53 R3 CP 2 NIST SP800-53 R3 CP-2�NIST SP800 53 R3 CP 2� PCI  DSS  v2 0 12 1 3  PCI DSS v2.0 12.1.3 AUP v5 0 B 2  AUP v5.0 B.2 N/A N/A 
Business / Policy shall include updates to Clause 4.2.4 NIST SP800-53 R3 RA-2 NIST SP800-53 R3 CP-2 (1)� AUP v5.0 G.21 
Change Impacts security policies, Clause 4.3.1 NIST SP800-53 R3 RA-3 NIST SP800-53 R3 CP-2 (2)� AUP v5.0 L.2 

procedures, standards and Clause 5 NIST SP800-53 R3 RA-2� SIG v6.0: B.1.1, B.1.2, 
controls to ensure they Clause 7 NIST SP800-53 R3 RA-3� B.1.6, B.1.7.2, G.2, 
remain relevant and A.5.1.2 L.9, L.10 
effective. A.10.1.2 

A.10.2.3 
A.14.1.2 
A.15.2.1 
A 15 2 2  
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Risk Management - RI-05 The identification, Service Providers shall X X X X X COBIT 4.1 DS 2.3 A.6.2.1 NIST SP800-53 R3 CA-3 NIST SP800-53 R3 CA-3� PCI DSS v2.0 12.8.1 AUP v5.0 B.1 GAPP Ref 7.1.1 
Third Party Access assessment, and implement and communicate A.8.3.3 NIST SP800-53 R3 MA-4 NIST SP800-53 R3 MA-4� PCI DSS v2.0 12.8.2 AUP v5.0 H.2 GAPP Ref 7.1.2 

prioritization of risks posed disaster recovery, business A.11.1.1 NIST SP800-53 R3 RA-3 NIST SP800-53 R3 MA-4 (1)� PCI DSS v2.0 12.8.3 SIG v6.0: B.1.1, B.1.2, GAPP Ref 7.2.1 
by business processes continuity, capacity overflow A.11.2.1 NIST SP800-53 R3 MA-4 (2)� PCI DSS v2.0 12.8.4 D.1.1, E.1, F.1.1, GAPP Ref 7.2.2 
requiring third party access and operational redundancy A.11.2.4 NIST SP800-53 R3 RA-3� H.1.1, K.1.1, E.6.2, GAPP Ref 7.2.3 
to the organization's plans to all dependant service E.6.3 GAPP Ref 7.2.4 
information systems and tiers. Service Providers shall 
data shall be followed by perform failure impact 
coordinated application of analysis studies and 
resources to minimize, communicate potential 
monitor, and measure service impacts and reduced 
likelihood and impact of capacity projections to 

Release Management - RM-01 Policies and procedures No Change X X X X COBIT 4.1 A12, A A.6.1.4 NIST SP800-53 R3 CA-1 NIST SP800-53 R3 CA-1� PCI DSS v2.0 6.3.2 AUP v5.0 I.2 GAPP Ref 1.2.6 
New Development / shall be established for 16.1 A.6.2.1 NIST SP800-53 R3 CM-1 NIST SP800-53 R3 CM-1� SIG v6.0: I.1.1, I.1.2, 
Acquisition management authorization A.12.1.1 NIST SP800-53 R3 CM-9 NIST SP800-53 R3 CM-9� I.2. 7.2, I.2.8, I.2.9, 

for development or A.12.4.1 NIST SP800-53 R3 PL-1 NIST SP800-53 R3 PL-1� I.2.10, I.2.13, I.2.14, 
acquisition of new A.12.4.2 NIST SP800-53 R3 PL-2 NIST SP800-53 R3 PL-2� I.2.15, I.2.18, I.2.22.6, 
applications systems applications, systems, A 12 4 3  A.12.4.3 NIST SP800 53 R3 SA 1 NIST SP800-53 R3 SA-1 NIST SP800 53 R3 PL 2 (2)� NIST SP800-53 R3 PL-2 (2)� L 5L.5, 
databases, infrastructure, A.12.5.5 NIST SP800-53 R3 SA-3 NIST SP800-53 R3 SA-1� 
services, operations, and A.15.1.3 NIST SP800-53 R3 SA-4 NIST SP800-53 R3 SA-3� 
facilities. A.15.1.4 NIST SP800-53 R3 SA-4� 

NIST SP800-53 R3 SA-4 (1)� 
NIST SP800-53 R3 SA-4 (4)� 
NIST SP800-53 R3 SA-4 (7)� 

Release Management - RM-02 Changes to the production No Change X X X X X COBIT 4.1 A16.1, 45 CFR 164.308 (a)(5)(ii)(C) A.10.1.4 NIST SP800-53 R3 CA-1 NIST SP800-53 R3 CA-1� PCI DSS v2.0 1.1.1 SIG v6.0: I.2.17, I.2.20, GAPP Ref 1.2.6 
Production Changes environment shall be A17.6 45 CFR 164.312 (b) A.12.5.1 NIST SP800-53 R3 CA-6 NIST SP800-53 R3 CA-6� PCI DSS v2.0 6.3.2 I.2.22 

documented, tested and A.12.5.2 NIST SP800-53 R3 CA-7 NIST SP800-53 R3 CA-7� PCI DSS v2.0 6.4 
approved prior to NIST SP800-53 R3 CM-2 NIST SP800-53 R3 CA-7 (2)� PCI DSS v2.0 6.1 
implementation. Production NIST SP800-53 R3 CM-3 NIST SP800-53 R3 CM-2� 
software and hardware NIST SP800-53 R3 CM-5 NIST SP800-53 R3 CM-2 (1)� 
changes may include NIST SP800-53 R3 CM-6 NIST SP800-53 R3 CM-2 (3)� 
applications, systems, NIST SP800-53 R3 CM-9 NIST SP800-53 R3 CM-2 (5)� 
databases and network NIST SP800-53 R3 PL-2 NIST SP800-53 R3 CM-3� 
devices requiring patches, NIST SP800-53 R3 PL-5 NIST SP800-53 R3 CM-3 (2)� 
service packs, and other NIST SP800-53 R3 SI-2 NIST SP800-53 R3 CM-5� 
updates and modifications. NIST SP800-53 R3 SI-6 NIST SP800-53 R3 CM-5 (1)� 

NIST SP800-53 R3 SI-7 NIST SP800-53 R3 CM-5 (5)� 
NIST SP800-53 R3 CM-6� 
NIST SP800-53 R3 CM-6 (1)� 
NIST SP800-53 R3 CM-6 (3)�( )  
NIST SP800-53 R3 CM-9� 
NIST SP800-53 R3 PL-2� 
NIST SP800-53 R3 PL-2 (2)� 
NIST SP800-53 R3 PL-5� 
NIST SP800-53 R3 SI-2� 
NIST SP800-53 R3 SI-2 (2)� 
NIST SP800-53 R3 SI-6� 
NIST SP800-53 R3 SI-7� 
NIST SP800-53 R3 SI-7 (1)� 

Release Management - RM-03 A program for the No Change X X X X COBIT 4.1 PO 8.1 A.6.1.3 NIST SP800-53 R3 CM-1 NIST SP800-53 R3 CM-1� PCI DSS v2.0 1.1.1 C.1.7, G.1, G.6, I.1, GAPP Ref 9.1.0 
Quality Testing systematic monitoring and A.10.1.1 NIST SP800-53 R3 CM-2 NIST SP800-53 R3 CM-2� PCI DSS v2.0 6.1 I.4.5, I.2.18, ,  I.22.1, GAPP Ref 9.1.1 

evaluation to ensure that A.10.1.4 NIST SP800-53 R3 SA-3 NIST SP800-53 R3 CM-2 (1)� PCI DSS v2.0 6.4 I.22.3, I.22.6, I.2.23, GAPP Ref 9.2.1 
standards of quality are A.10.3.2 NIST SP800-53 R3 SA-4 NIST SP800-53 R3 CM-2 (3)� I.2.22.2, I.2.22.4, GAPP Ref 9.2.2 
being met shall be A.12.1.1 NIST SP800-53 R3 SA-5 NIST SP800-53 R3 CM-2 (5)� I.2.22.7. I.2.22.8, 
established for all software A.12.2.1 NIST SP800-53 R3 SA-8 NIST SP800-53 R3 SA-3� I.2.22.9, I.2.22.10, 
developed by the A.12.2.2 NIST SP800-53 R3 SA-10 NIST SP800-53 R3 SA-4� I.2.22.11, I.2.22.12, 
organization. Quality A.12.2.3 NIST SP800-53 R3 SA-11 NIST SP800-53 R3 SA-4 (1)� I.2.22.13, 
evaluation and acceptance A.12.2.4 NIST SP800-53 R3 SA-13 NIST SP800-53 R3 SA-4 (4)� I.2.22.14,I.2.20, I.2.17, 
criteria for information A.12.4.1 NIST SP800-53 R3 SA-4 (7)� I.2.7.1, I.3, J.2.10, L.9  
systems, upgrades, and A.12.4.2 NIST SP800-53 R3 SA-5� 
new versions shall be A.12.4.3 NIST SP800-53 R3 SA-5 (1)� 
established, documented A.12.5.1 NIST SP800-53 R3 SA-5 (3)� 
and tests of the system(s) A.12.5.2 NIST SP800-53 R3 SA-8� y ( ) 
shall be carried out both A.12.5.3 NIST SP800-53 R3 SA-10� 
during development and A.12.6.1 NIST SP800-53 R3 SA-11� 
prior to acceptance to A.13.1.2 NIST SP800-53 R3 SA-11 (1)� 
maintain security. A.15.2.1 NIST SP800-53 R3 SA-13� 
Management shall have a A.15.2.2 
clear oversight capacity in 
the quality testing process 
with the final product being 
certified as "fit for purpose" 
(the product should be 
suitable for the intended 
purpose) and "right first 
time" (mistakes should be 
eliminated) prior to release. 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Release Management - RM-04 A program for the No Change X X X X X A.6.1.8 NIST SP800-53 R3 SA-4 NIST SP800-53 R3 SA-4� PCI DSS v2.0 3.6.7 AUP v5.0 C.2 N/A 
Outsourced systematic monitoring and A.6.2.1 NIST SP800-53 R3 SA-5 NIST SP800-53 R3 SA-4 (1)� PCI DSS v2.0 6.4.5.2 AUP v5.0 I.2 
Development evaluation to ensure that A.6.2.3 NIST SP800-53 R3 SA-8 NIST SP800-53 R3 SA-4 (4)� PCI DSS v2.0 7.1.3 AUP v5.0 I.4 

standards of quality are A.10.1.4 NIST SP800-53 R3 SA-9 NIST SP800-53 R3 SA-4 (7)� PCI DSS v2.0 8.5.1 AUP v5.0 I.1 
being met shall be A.10.2.1 NIST SP800-53 R3 SA-10 NIST SP800-53 R3 SA-5� PCI DSS v2.0 9.1 SIG v6.0: C.2.4, G.4, 
established for all A.10.2.2 NIST SP800-53 R3 SA-11 NIST SP800-53 R3 SA-5 (1)� PCI DSS v2.0 9.1.2 G6, I.1, I.4.4, I.4.5, 
outsourced software A.10.2.3 NIST SP800-53 R3 SA-12 NIST SP800-53 R3 SA-5 (3)� PCI DSS v2.0 9.2b I.2.7.2, I.2.8, I.2.9, 
development. The A.10.3.2 NIST SP800-53 R3 SA-13 NIST SP800-53 R3 SA-8� PCI DSS v2.0 9.3.1 I.2.15, I.2.18, I.2.22.6, 
development of all A.12.1.1 NIST SP800-53 R3 SA-9� PCI DSS v2.0 10.5.2 I.2.7.1, I.2.13, I.2.14, 
outsourced software shall be A.12.2.1 NIST SP800-53 R3 SA-9 (1)� PCI DSS v2.0 11.5 I.2.17, I.2.20, I.2.22.2, 
supervised and monitored A.12.2.2 NIST SP800-53 R3 SA-10� PCI DSS v2.0 12.3.1 I.2.22.4, I.2.22.7, 
by the organization and A.12.2.3 NIST SP800-53 R3 SA-11� PCI DSS v2.0 12.3.3 I.2.22.8, I.2.22.9, 
must include security A.12.2.4 NIST SP800-53 R3 SA-11 (1)� I.2.22.10, I.2.22.11, 
requirements, independent A.12.4.1 NIST SP800-53 R3 SA-12� I.2.22.12, I.2.22.13, 
security review of the A.12.4.2 NIST SP800-53 R3 SA-13� I.2.22.14, I.3, J.1.2.10, 
outsourced environment by A.12.4.3 L.7, L.9, L.10 
a certified individual, A.12.5.1 

tifi d i i i fcertified security training for A 12 5 2  A.12.5.2 
outsourced software A.12.5.3 
developers, and code A.12.5.5 
reviews. Certification for the A.12.6.1 
purposes of this control shall A.13.1.2 
be defined as either a A.15.2.1 
ISO/IEC 17024 accredited A.15.2.2 
certification or a legally 
recognized license or 
certification in the legislative 
jurisdiction the organization 
outsourcing the 
development has chosen as 
its domicile. 

Release Management - RM-05 Policies and procedures No Change X X X X A.10.1.3 NIST SP800-53 R3 CM-1 NIST SP800-53 R3 CM-1� AUP v5.0 G.1 GAPP Ref 3.2.4 
Unauthorized Software shall be established and A.10.4.1 NIST SP800-53 R3 CM-2 NIST SP800-53 R3 CM-2� AUP v5.0 I.2 GAPP Ref 8.2.2  
Installations mechanisms implemented A.11.5.4 NIST SP800-53 R3 CM-3 NIST SP800-53 R3 CM-2 (1)� SIG v6.0: G.2.13, 

to restrict the installation of A.11.6.1 NIST SP800-53 R3 CM-5 NIST SP800-53 R3 CM-2 (3)� G.20.2,G.20.4, G.20.5, 
unauthorized software. A.12.4.1 NIST SP800-53 R3 CM-7 NIST SP800-53 R3 CM-2 (5)� G.7, G.7.1, G.12.11, 

A.12.5.3 NIST SP800-53 R3 CM-8 NIST SP800-53 R3 CM-3� H.2.16, I.2.22.1, 
NIST SP800-53 R3 CM-9 NIST SP800-53 R3 CM-3 (2)� I.2.22.3,  I.2.22.6, 
NIST SP800-53 R3 SA-6 NIST SP800-53 R3 CM-5� I.2.23, 
NIST SP800-53 R3 SA-7 NIST SP800-53 R3 CM-5 (1)� 
NIST SP800 53 R3 SI 1 NIST SP800-53 R3 SI-1 NIST SP800 53 R3 CM 5 (5)� NIST SP800-53 R3 CM-5 (5)� 
NIST SP800-53 R3 SI-3 NIST SP800-53 R3 CM-7� 
NIST SP800-53 R3 SI-4 NIST SP800-53 R3 CM-7 (1)� 
NIST SP800-53 R3 SI-7 NIST SP800-53 R3 CM-8� 

NIST SP800-53 R3 CM-8 (1)� 
NIST SP800-53 R3 CM-8 (3)� 
NIST SP800-53 R3 CM-8 (5)� 
NIST SP800-53 R3 CM-9� 
NIST SP800-53 R3 SA-6� 
NIST SP800-53 R3 SA-7� 
NIST SP800-53 R3 SI-1� 
NIST SP800-53 R3 SI-3� 
NIST SP800-53 R3 SI-3 (1)� 
NIST SP800-53 R3 SI-3 (2)� 
NIST SP800-53 R3 SI-3 (3)� 
NIST SP800-53 R3 SI-4� 
NIST SP800-53 R3 SI-4 (2)� 
NIST SP800-53 R3 SI-4 (4)� 
NIST SP800-53 R3 SI-4 (5)� 
NIST SP800-53 R3 SI-4 (6)� 
NIST SP800-53 R3 SI-7� 
NIST SP800-53 R3 SI-7 (1)� 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Resiliency -
Management Program 

RS-01 Policy, process and 
procedures defining 
business continuity and 
disaster recovery shall be 
put in place to minimize the 
impact of a realized risk 
event on the organization to 
an acceptable level and 
facilitate recovery of 
information assets (which 
may be the result of, for 
example, natural disasters, 
accidents, equipment 
failures, and deliberate 
actions) through a 
combination of preventive 
and recovery controls, in 

d  i  h  laccordance with regulatory, 
statutory, contractual, and 
business requirements and 
consistent with industry 
standards. This Resiliency 
management program shall 
be communicated to all 

No Change X X X X X COBIT 4.1 PO 9.1 
PO 9.2 DS 4.2 

45 CFR 164.308 (a)(7)(i) (New) 
45 CFR 164.308 (a)(7)(ii)(C) 

Clause 4.3.2 
A.14.1.1 
A 14.1.4 

NIST SP800-53 R3 CP-1 
NIST SP800-53 R3 CP-2 

NIST SP800-53 R3 CP-1� 
NIST SP800-53 R3 CP-2� 
NIST SP800-53 R3 CP-2 (1)� 
NIST SP800-53 R3 CP-2 (2)� 

PCI DSS v2.0 12.9.1 SIG v6.0: K.1.2.9, 
K.1.2.10, K.3.1 

N/A 

organizational participants 
with a need to know basis 
prior to adoption and shall 
also be published, hosted, 
stored, recorded and 
disseminated to multiple 
facilities which must be 

Resiliency - Impact 
Analysis 

RS-02 There shall be a defined and 
documented method for 
determining the impact of 
any disruption to the 
organization which must 
incorporate the following:
 • Identify critical products 
and services

No Change X X X X X 45 CFR 164.308 (a)(7)(ii)(E) ISO/IEC 27001:2005 
A.14.1.2 
A 14.1.4 

NIST SP800-53 R3 RA-3 NIST SP800-53 R3 RA-3� SIG v6.0:K.2 N/A 

 • Identify all dependencies, 
i l  di  including processes, 
applications, business 
partners and third party 
service providers
 • Understand threats to 
critical products and 
services
 • Determine impacts 
resulting from planned or 
unplanned disruptions and 
how these vary over time
 • Establish the maximum 
tolerable period for 
disruption
 • Establish priorities for 
recovery
 • Establish recovery time 
objectives for resumption of 
critical products and 
services within their 
maximum tolerable period of 
disruption 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Resiliency - Business 
Continuity Planning 

RS-03 A consistent unified 
framework for business 
continuity planning and plan 
development shall be 
established, documented 
and adopted to ensure all 
business continuity plans are 
consistent in addressing 
priorities for testing and 
maintenance and 
information security 
requirements. Requirements 
for business continuity plans 
include the following:
 • Defined purpose and 
scope, aligned with relevant 
dependencies 

A  ibl  d• Accessible to and 
understood by those who will 
use them
 • Owned by a named 
person(s) who is responsible 
for their review, update and 
approval
 • Defined lines of 
communication, roles and 
responsibilities
 • Detailed recovery 
procedures, manual work-
around and reference 
information 

No Change X X X X X 45 CFR 164.308 (a)(7)(i) 
45 CFR 164.308 (a)(7)(ii)(B) 
45 CFR 164.308 (a)(7)(ii)(C) 
45 CFR 164.308 (a)(7)(ii)(E) 
45 CFR 164.310 (a)(2)(i) 
45 CFR 164.312 (a)(2)(ii) 

Clause 5.1 
A.6.1.2 
A.14.1.3 
A.14.1.4 

NIST SP800-53 R3 CP-1 
NIST SP800-53 R3 CP-2 
NIST SP800-53 R3 CP-3 
NIST SP800-53 R3 CP-4 
NIST SP800-53 R3 CP-6 
NIST SP800-53 R3 CP-7 
NIST SP800-53 R3 CP-8 
NIST SP800-53 R3 CP-9 
NIST SP800-53 R3 CP-10 
NIST SP800-53 R3 PE-17 

NIST SP800-53 R3 CP-1� 
NIST SP800-53 R3 CP-2� 
NIST SP800-53 R3 CP-2 (1)� 
NIST SP800-53 R3 CP-2 (2)� 
NIST SP800-53 R3 CP-3� 
NIST SP800-53 R3 CP-4� 
NIST SP800-53 R3 CP-4 (1)� 
NIST SP800-53 R3 CP-6� 
NIST SP800-53 R3 CP-6 (1)� 
NIST SP800-53 R3 CP-6 (3)� 
NIST SP800-53 R3 CP-7� 
NIST SP800-53 R3 CP-7 (1)� 
NIST SP800-53 R3 CP-7 (2)� 
NIST SP800-53 R3 CP-7 (3)� 
NIST SP800-53 R3 CP-7 (5)� 
NIST SP800-53 R3 CP-8� 
NIST SP800-53 R3 CP-8 (1)� 
NIST SP800 53 R3 CP 8 (2) NIST SP800-53 R3 CP-8 (2)� 
NIST SP800-53 R3 CP-9� 
NIST SP800-53 R3 CP-9 (1)� 
NIST SP800-53 R3 CP-9 (3)� 
NIST SP800-53 R3 CP-10� 
NIST SP800-53 R3 CP-10 (2)� 
NIST SP800-53 R3 CP-10 (3)� 
NIST SP800-53 R3 PE-17� 

PCI DSS v2.0 12.9.1 
PCI DSS v2.0 12.9.3 
PCI DSS v2.0 12.9.4 
PCI DSS v2.0 12.9.6 

SIG v6.0: K.1.2.3. 
K.1.2.4, K.1.2.5, 
K.1.2.6, K.1.2.7, 
K.1.2.11, K.1.2.13, 
K.1.2.15, 

N/A

Resiliency - Business 
Continuity Testing 

RS-04 Business continuity plans 
shall be subject to test at 
planned intervals or upon 
significant organizational or 
environmental changes to 
ensure continuing 
effectiveness. 

No Change X X X X X 45 CFR 164.308 (a)(7)(ii)(D) A.14.1.5 NIST SP800-53 R3 CP-2 
NIST SP800-53 R3 CP-3 
NIST SP800-53 R3 CP-4 

NIST SP800-53 R3 CP-2� 
NIST SP800-53 R3 CP-2 (1)� 
NIST SP800-53 R3 CP-2 (2)� 
NIST SP800-53 R3 CP-3� 
NIST SP800-53 R3 CP-4� 
NIST SP800-53 R3 CP-4 (1)� 

PCI DSS v2.0 12.9.2 SIG v6.0: K.1.3, 
K.1.4.3, K.1.4.6, 
K.1.4.7, K.1.4.8, 
K.1.4.9, K.1.4.10, 
K.1.4.11, K.1.4.12 

N/A 

Resiliency -
Environmental Risks 

RS-05 Physical protection against 
damage from natural causes 
and disasters as well as and disasters as well as 
deliberate attacks including 
fire, flood, atmospheric 
electrical discharge, solar 
induced geomagnetic storm, 
wind, earthquake, tsunami, 
explosion, nuclear mishap, 
volcanic activity, biological 
hazard, civil unrest, 
mudslide, tectonic activity, 
and other forms of natural or 
man-made disaster shall be 
anticipated, designed and 
countermeasures applied. 

No Change X X X X 45 CFR 164.308 (a)(7)(i) 
45 CFR 164.310(a)(2)(ii)  (New) 

A.9.1.4 
A.9.2.1 

NIST SP800-53 R3 PE-1 
NIST SP800-53 R3 PE-13 
NIST SP800-53 R3 PE-14 NIST SP800-53 R3 PE-14 
NIST SP800-53 R3 PE-15 
NIST SP800-53 R3 PE-18 

NIST SP800-53 R3 PE-1� 
NIST SP800-53 R3 PE-13� 
NIST SP800-53 R3 PE-13 (1)� NIST SP800-53 R3 PE-13 (1)� 
NIST SP800-53 R3 PE-13 (2)� 
NIST SP800-53 R3 PE-13 (3)� 
NIST SP800-53 R3 PE-14� 
NIST SP800-53 R3 PE-14 (1)� 
NIST SP800-53 R3 PE-15� 
NIST SP800-53 R3 PE-18� 

AUP v5.0 F.1 
SIG v6.0: F.2.9, 
F 1 2 21  F  5 1  F 1 5 2F.1.2.21, F.5.1, F.1.5.2, 
F.2.1, F.2.7, F.2.8, 

GAPP Ref 8.2.4 

Resiliency - Equipment 
Location 

RS-06 To reduce the risks from 
environmental threats, 
hazards and opportunities 
for unauthorized access 
equipment shall be located 
away from locations subject 
to high probability 

i t l i k denvironmental risks and 
supplemented by redundant 
equipment located a 
reasonable distance. 

No Change X X X X 45 CFR 164.310 (c) A.9.2.1 NIST SP800-53 R3 PE-1 
NIST SP800-53 R3 PE-5 
NIST SP800-53 R3 PE-14 
NIST SP800-53 R3 PE-15 
NIST SP800-53 R3 PE-18 

NIST SP800-53 R3 PE-1� 
NIST SP800-53 R3 PE-5� 
NIST SP800-53 R3 PE-14� 
NIST SP800-53 R3 PE-14 (1)� 
NIST SP800-53 R3 PE-15� 
NIST SP800-53 R3 PE-18� 

PCI DSS v2.0 9.1.3 
PCI DSS v2.0 9.5 
PCI DSS v2.0 9.6 
PCI DSS v2.0 9.9 
PCI DSS v2.0 9.9.1 

AUP v5.0 F.1 
SIG v6.0: F.2.9, 
F.1.2.21, F.5.1, F.1.5.2, 
F.2.1, F.2.7, F.2.8, 

N/A 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Resiliency - Equipment RS-07 Security mechanisms and No Change X X X X A.9.2.2 NIST SP800-53 R3 CP-8 NIST SP800-53 R3 CP-8� AUP v5.0 F.1 N/A 
Power Failures redundancies shall be A.9.2.3 NIST SP800-53 R3 PE-1 NIST SP800-53 R3 CP-8 (1)� SIG v6.0: F.1.6, 

implemented to protect A 9.2.4 NIST SP800-53 R3 PE-9 NIST SP800-53 R3 CP-8 (2)� F.1.6.1, F.1.6.2, 
equipment from utility NIST SP800-53 R3 PE-10 NIST SP800-53 R3 PE-1� F.1.9.2, F.2.10, F.2.11, 
service outages (e.g., power NIST SP800-53 R3 PE-11 NIST SP800-53 R3 PE-9� F.2.12, 
failures, network disruptions, NIST SP800-53 R3 PE-12 NIST SP800-53 R3 PE-10� 
etc.). NIST SP800-53 R3 PE-13 NIST SP800-53 R3 PE-11� 

NIST SP800-53 R3 PE-14 NIST SP800-53 R3 PE-11 (1)� 
NIST SP800-53 R3 PE-12� 
NIST SP800-53 R3 PE-13� 
NIST SP800-53 R3 PE-13 (1)� 
NIST SP800-53 R3 PE-13 (2)� 
NIST SP800-53 R3 PE-13 (3)� 
NIST SP800-53 R3 PE-14� 
NIST SP800-53 R3 PE-14 (1)� 

Resiliency - Power / RS-08 Telecommunications Telecommunications X X X X A.9.2.2 NIST SP800-53 R3 PE-1 NIST SP800-53 R3 PE-1� AUP v5.0 F.1 N/A 
Telecommunications equipment, cabling and equipment, cabling and relays A.9.2.3 NIST SP800-53 R3 PE-4 NIST SP800-53 R3 PE-4� SIG v6.0: F.1.6,q p  ,  g  q p  ,  g  y  , 

relays transceving data or tranceving data or supporting NIST SP800-53 R3 PE-13 NIST SP800-53 R3 PE-13� F.1.6.1, F.1.6.2, 
supporting services shall be services shall be protected NIST SP800-53 R3 PE-13 (1)� F.1.9.2, F.2.10, F.2.11, 
protected from interception from interception unless NIST SP800-53 R3 PE-13 (2)� F.2.12, 
or damage and designed legally required (wire taps, NIST SP800-53 R3 PE-13 (3)� 
with redundancies, etc.).  These systems shall be 
alternative power source designed with redundancies, 
and alternative routing. alternative power source and 

alternative routing. Tenants 
shall have informed consent 
over jurisdiction of transport 

Security Architecture - SA-01 Prior to granting customers No Change X X X X X A.6.2.1 NIST SP800-53 R3 CA-1 NIST SP800-53 R3 CA-1� SIG v6.0: C.2.1, C.2.3, GAPP Ref 1.2.2 
Customer Access access to data, assets and A.6.2.2 NIST SP800-53 R3 CA-2 NIST SP800-53 R3 CA-2� C.2.4, C.2.6.1, H.1 GAPP Ref 1.2.6 
Requirements information systems, all A.11.1.1 NIST SP800-53 R3 CA-5 NIST SP800-53 R3 CA-2 (1)� GAPP Ref 6.2.1 

identified security, NIST SP800-53 R3 CA-6 NIST SP800-53 R3 CA-5� GAPP Ref 6.2.2 
contractual and regulatory NIST SP800-53 R3 CA-6� 
requirements for customer 
access shall be addressed 
and remediated. 

Security Architecture - SA-02 Implement and enforce X X X X X COBIT 4.1 DS5.3 45 CFR 164.308(a)(5)(ii)(c) (New) A.8.3.3 NIST SP800-53 R3 AC-1 NIST SP800-53 R3 AC-1� PCI DSS v2.0 8.1 AUP v5.0 B.1 N/A 
User ID Credentials (through automation) user COBIT 4.1 DS5.4 45 CFR 164.308 (a)(5)(ii)(D) A.11.1.1 NIST SP800-53 R3 AC-2 NIST SP800-53 R3 AC-2� PCI DSS v2.0 8.2, AUP v5.0 H.5 

credential and password 45 CFR 164.312 (a)(2)(i) A.11.2.1 NIST SP800-53 R3 AC-3 NIST SP800-53 R3 AC-2 (1)� PCI DSS v2.0 8.3 SIG v6.0: E.6.2, E.6.3, 
controls for applications controls for applications, 45 CFR 164 312 (a)(2)(iii) 45 CFR 164.312 (a)(2)(iii) A 11 2 3  A.11.2.3 NIST SP800-53 R3 AC-11NIST SP800 53 R3 AC 11 NIST SP800-53 R3 AC-2 (2)�  NIST SP800 53 R3 AC 2 (2)� PCI  DSS  v2 0 8 4  PCI DSS v2.0 8.4 H 1 1  H  1 2  H 2  H.1.1, H.1.2, H.2, 
databases and server and 45 CFR 164.312 (d) A.11.2.4 NIST SP800-53 R3 AU-2 NIST SP800-53 R3 AC-2 (3)� PCI DSS v2.0 8.5 H.3.2, H.4, H.4.1, 
network infrastructure, A.11.5.5 NIST SP800-53 R3 AU-11 NIST SP800-53 R3 AC-2 (4)� PCI DSS v2.0 10.1, H.4.5, H.4.8, 
requiring the following NIST SP800-53 R3 IA-1 NIST SP800-53 R3 AC-2 (7)� PCI DSS v2.0 12.2, 
minimum standards: NIST SP800-53 R3 IA-2 NIST SP800-53 R3 AC-3� PCI DSS v2.0 12.3.8 
 • User identity verification NIST SP800-53 R3 IA-5 NIST SP800-53 R3 AC-3 (3)� 
prior to password resets. NIST SP800-53 R3 IA-6 NIST SP800-53 R3 AC-11� 
 • If password reset initiated NIST SP800-53 R3 IA-8 NIST SP800-53 R3 AC-11 (1)� 
by personnel other than user NIST SP800-53 R3 SC-10 NIST SP800-53 R3 AU-2� 
(i.e., administrator), NIST SP800-53 R3 AU-2 (3)� 
password must be NIST SP800-53 R3 AU-2 (4)� 
immediately changed by NIST SP800-53 R3 AU-11� 
user upon first use. NIST SP800-53 R3 IA-1� 
 • Timely access revocation NIST SP800-53 R3 IA-2� 
for terminated users. NIST SP800-53 R3 IA-2 (1)� 
 • Remove/disable inactive NIST SP800-53 R3 IA-2 (2)� 
user accounts at least every NIST SP800-53 R3 IA-2 (3)� 
90 days. NIST SP800-53 R3 IA-2 (8)� 
 • Unique user IDs and NIST SP800-53 R3 IA-5� 
disallow group, shared, or NIST SP800-53 R3 IA-5 (1)� 
generic accounts and NIST SP800-53 R3 IA-5 (2)� 
passwords. NIST SP800-53 R3 IA-5 (3)� 
 • Password expiration at NIST SP800-53 R3 IA-5 (6)� 
least every 90 days least every 90 days. NIST SP800-53 R3 IA-5 (7)�  NIST SP800 53 R3 IA 5 (7)� 
 • Minimum password length NIST SP800-53 R3 IA-6� 
of at least seven (7) NIST SP800-53 R3 IA-8� 
characters. NIST SP800-53 R3 SC-10� 
 • Strong passwords 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Security Architecture - SA-03 Policies and procedures No Change X X X X COBIT 4.1 DS5.11 A.10.8.1 NIST SP800-53 R3 AC-1 NIST SP800-53 R3 AC-1� PCI DSS v2.0 2.3 AUP v5.0 B.1  SIG GAPP Ref 1.1.0 
Data Security / shall be established and A.10.8.2 NIST SP800-53 R3 AC-4 NIST SP800-53 R3 AC-4� PCI DSS v2.0 3.4.1, v6.0: G.8.2.0.2, GAPP Ref 1.2.2 
Integrity mechanisms implemented A.11.1.1 NIST SP800-53 R3 SC-1 NIST SP800-53 R3 SC-1� PCI DSS v2.0 4.1 G.8.2.0.3, G.12.1, GAPP Ref 1.2.6 

to ensure security (e.g., A.11.6.1 NIST SP800-53 R3 SC-16 NIST SP800-53 R3 SC-16� PCI DSS v2.0 4.1.1 G.12.4, G.12.9, GAPP Ref 4.2.3 
encryption, access controls, A.11.4.6 PCI DSS v2.0 6.1 G.12.10, G.16.2, GAPP Ref 5.2.1 
and leakage prevention) and A.12.3.1 PCI DSS v2.0 6.3.2a G.19.2.1, G.19.3.2, GAPP Ref 7.1.2 
integrity of data exchanged A.12.5.4 PCI DSS v2.0 6.5c G.9.4, G.17.2, G.17.3, GAPP Ref 7.2.1 
between one or more A.15.1.4 PCI DSS v2.0 8.3 G.17.4, G.20.1, GAPP Ref 7.2.2 
system interfaces, PCI DSS v2.0 10.5.5 GAPP Ref 7.2.3 
jurisdictions, or with a third PCI DSS v2.0 11.5 GAPP Ref 7.2.4 
party shared services GAPP Ref 8.2.1 
provider to prevent improper GAPP Ref 8.2.2 
disclosure, alteration or GAPP Ref 8.2.3 
destruction complying with GAPP Ref 8.2.5 
legislative, regulatory, and GAPP Ref 9.2.1 
contractual requirements. 

Security Architecture - SA-04 Applications shall be No Change X X X X COBIT 4.1 AI2.4 45 CFR 164.312(e)(2)(i) A.11.5.6 NIST SP800-53 R3 SC-2 NIST SP800-53 R3 SC-2� PCI DSS v2.0 6.5 AUP v5.0 I.4 GAPP Ref 1.2.6 y pp g ( )( )(  )  
Application Security designed in accordance with A.11.6.1 NIST SP800-53 R3 SC-3 NIST SP800-53 R3 SC-3� SIG v6.0: G.16.3, I.3 

industry accepted security A.12.2.1 NIST SP800-53 R3 SC-4 NIST SP800-53 R3 SC-4� 
standards (i.e., OWASP for A.12.2.2 NIST SP800-53 R3 SC-5 NIST SP800-53 R3 SC-5� 
web applications) and A.12.2.3 NIST SP800-53 R3 SC-6 NIST SP800-53 R3 SC-6� 
complies with applicable A.12.2.4 NIST SP800-53 R3 SC-7 NIST SP800-53 R3 SC-7� 
regulatory and business A.12.5.2 NIST SP800-53 R3 SC-8 NIST SP800-53 R3 SC-7 (1)� 
requirements. A.12.5.4 NIST SP800-53 R3 SC-9 NIST SP800-53 R3 SC-7 (2)� 

A.12.5.5 NIST SP800-53 R3 SC-10 NIST SP800-53 R3 SC-7 (3)� 
A.12.6.1 NIST SP800-53 R3 SC-11 NIST SP800-53 R3 SC-7 (4)� 
A.15.2.1 NIST SP800-53 R3 SC-12 NIST SP800-53 R3 SC-7 (5)� 

NIST SP800-53 R3 SC-13 NIST SP800-53 R3 SC-7 (7)� 
NIST SP800-53 R3 SC-14 NIST SP800-53 R3 SC-7 (8)� 
NIST SP800-53 R3 SC-17 NIST SP800-53 R3 SC-7 (12)� 
NIST SP800-53 R3 SC-18 NIST SP800-53 R3 SC-7 (13)� 

Security Architecture - SA-05 Data input and output No Change X X X X X 45 CFR 164.312 (c)(1) (New) A.10.9.2 NIST SP800-53 R3 SI-10 NIST SP800-53 R3 SI-10� PCI DSS v2.0 6.3.1 AUP v5.0 I.4 GAPP Ref 1.2.6 
Data Integrity integrity routines (i.e., 45 CFR 164.312 (c)(2)(New) A.10.9.3 NIST SP800-53 R3 SI-11 NIST SP800-53 R3 SI-11� PCI DSS v2.0 6.3.2 SIG v6.0: G.16.3, I.3 

reconciliation and edit 45 CFR 164.312(e)(2)(i)(New) A.12.2.1 NIST SP800-53 R3 SI-2 NIST SP800-53 R3 SI-2� 
checks) shall be A.12.2.2 NIST SP800-53 R3 SI-3 NIST SP800-53 R3 SI-2 (2)� 
implemented for application A.12.2.3 NIST SP800-53 R3 SI-4 NIST SP800-53 R3 SI-3� 
interfaces and databases to A.12.2.4 NIST SP800-53 R3 SI-6 NIST SP800-53 R3 SI-3 (1)� 
prevent manual or A.12.6.1 NIST SP800-53 R3 SI-7 NIST SP800-53 R3 SI-3 (2)� 
systematic processing A.15.2.1 NIST SP800-53 R3 SI-9 NIST SP800-53 R3 SI-3 (3)� 
errors or corruption of data. NIST SP800-53 R3 SI-4� 

NIST SP800 53 R3 SI 4 (2)� Security Architecture - SA-06 Production and non- No Change X X X X COBIT 4.1 DS5.7 A.10.1.4 NIST SP800-53 R3 SC-2 NIST SP800-53 R3 SC-2� PCI DSS v2.0 6.4.1 AUP v5.0 B.1  SIG GAPP Ref 1.2.6 
Production / Non- production environments A.10.3.2 PCI DSS v2.0 6.4.2 v6.0: I.2.7.1, I.2.20, 
Production shall be separated to A.11.1.1 I.2.17,I.2.22.2, 
Environments prevent unauthorized A.12.5.1 I.2.22.4,I.2.22.10-14, 

access or changes to A.12.5.2 H.1.1 
information assets. A.12.5.3 

Security Architecture - SA-07 Multi-factor authentication is Tenant authentication X X X X X A.11.1.1 NIST SP800-53 R3 AC-17 NIST SP800-53 R3 AC-17� PCI DSS v2.0 8.3 AUP v5.0 B.1 GAPP Ref 8.2.2 
Remote User Multi- required for all remote user requirements must be met for A.11.4.1 NIST SP800-53 R3 AC-20 NIST SP800-53 R3 AC-17 (1)� SIG v6.0: H.1.1, 
Factor Authentication access. all data access. A.11.4.2 NIST SP800-53 R3 IA-1 NIST SP800-53 R3 AC-17 (2)� G.9.13, G.9.20, G.9.21, 

A.11.4.6 NIST SP800-53 R3 IA-2 NIST SP800-53 R3 AC-17 (3)� 
A.11.7.1 NIST SP800-53 R3 MA-4 NIST SP800-53 R3 AC-17 (4)� 

NIST SP800-53 R3 AC-17 (5)� 
NIST SP800-53 R3 AC-17 (7)� 
NIST SP800-53 R3 AC-17 (8)� 
NIST SP800-53 R3 AC-20� 
NIST SP800-53 R3 AC-20 (1)� 
NIST SP800-53 R3 AC-20 (2)� 
NIST SP800-53 R3 IA-1� 
NIST SP800-53 R3 IA-2� 
NIST SP800-53 R3 IA-2 (1)� 
NIST SP800-53 R3 IA-2 (2)� 
NIST SP800-53 R3 IA-2 (3)� 
NIST SP800-53 R3 IA-2 (8)�( )  
NIST SP800-53 R3 MA-4� 
NIST SP800-53 R3 MA-4 (1)� 
NIST SP800-53 R3 MA-4 (2)� 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Security Architecture - 
Network Security 

SA-08 Network environments shall 
be designed and configured 
to restrict connections 
between trusted and 
untrusted networks and 
reviewed at planned 
intervals, documenting the 
business justification for use 
of all services, protocols, 
and ports allowed, including 
rationale or compensating 
controls implemented for 
those protocols considered 
to be insecure. Network 
architecture diagrams must 
clearly identify high-risk 
environments and data flows 
th h lthat may have regulatory 
compliance impacts. 

No Change X X X X X A.10.6.1 
A.10.6.2 
A.10.9.1 
A.10.10.2 
A.11.4.1 
A.11.4.5 
A.11.4.6 
A.11.4.7 
A.15.1.4 

NIST SP800-53 R3 SC-7 NIST SP800-53 R3 SC-7� 
NIST SP800-53 R3 SC-7 (1)� 
NIST SP800-53 R3 SC-7 (2)� 
NIST SP800-53 R3 SC-7 (3)� 
NIST SP800-53 R3 SC-7 (4)� 
NIST SP800-53 R3 SC-7 (5)� 
NIST SP800-53 R3 SC-7 (7)� 
NIST SP800-53 R3 SC-7 (8)� 
NIST SP800-53 R3 SC-7 (12)� 
NIST SP800-53 R3 SC-7 (13)� 
NIST SP800-53 R3 SC-7 (18)� 

PCI DSS v2.0 1.1 
PCI DSS v2.0 1.1.2 
PCI DSS v2.0 1.1.3 
PCI DSS v2.0 1.1.5 
PCI DSS v2.0 1.1.6 
PCI DSS v2.0 1.2 
PCI DSS v2.0 1.2.1 
PCI DSS v2.0 2.2.2, PCI 
DSS v2.0 2.2.3 

AUP v5.0 G.2 
AUP v5.0 G.4 
AUP v5.0G.15 
AUP v5.0G.18 
AUP v5.0 G.16 
AUP v5.0 I.3 
AUP v5.0 G.17 
SIG v6.0: G.9.17, 
G.9.7, G.10, G.9.11, 
G.14.1, G.15.1, G.9.2, 
G.9.3, G.9.13 

GAPP Ref 8.2.5 

Security Architecture - 
Segmentation 

SA-09 System and network 
environments are separated 
by firewalls to ensure the 
following requirements are 
adhered to:
 • Business and customer 
requirements
 • Security requirements
 • Compliance with 
legislative, regulatory, and 
contractual requirements
 • Separation of production 
and non-production 
environments
 • Preserve protection and 
isolation of sensitive data 

No Change X X X X X COBIT 4.1 DS5.10 45 CFR 164.308 (a)(4)(ii)(A) A.11.4.5 
A.11.6.1 
A.11.6.2 
A.15.1.4 

NIST SP800-53 R3 AC-4 
NIST SP800-53 R3 SC-2 
NIST SP800-53 R3 SC-3 
NIST SP800-53 R3 SC-7 

NIST SP800-53 R3 AC-4� 
NIST SP800-53 R3 SC-2� 
NIST SP800-53 R3 SC-3� 
NIST SP800-53 R3 SC-7� 
NIST SP800-53 R3 SC-7 (1)� 
NIST SP800-53 R3 SC-7 (2)� 
NIST SP800-53 R3 SC-7 (3)� 
NIST SP800-53 R3 SC-7 (4)� 
NIST SP800-53 R3 SC-7 (5)� 
NIST SP800-53 R3 SC-7 (7)� 
NIST SP800-53 R3 SC-7 (8)� 
NIST SP800-53 R3 SC-7 (12)� 
NIST SP800-53 R3 SC-7 (13)� 
NIST SP800-53 R3 SC-7 (18)� 

PCI DSS v2.0 1.1 
PCI DSS v2.0 1.2 
PCI DSS v2.0 1.2.1 
PCI DSS v2.0 1.3 
PCI DSS v2.0 1.4 

AUP v5.0 G.17 
SIG v6.0: G.9.2, G.9.3, 
G.9.13 

N/A 

Security Architecture - 
Wireless Security 

SA-10 Policies and procedures 
shall be established and 
mechanisms implemented mechanisms implemented 
to protect wireless network 
environments, including the 
following:
 • Perimeter firewalls 
implemented and configured 
to restrict unauthorized 
traffic
 • Security settings enabled 
with strong encryption for 
authentication and 
transmission, replacing 
vendor default settings (e.g., 
encryption keys, passwords, 
SNMP community strings, 
etc.).
 • Logical and physical user 
access to wireless network 
devices restricted to 
authorized personnel
 • The capability to detect 
the presence of 
unauthorized (rogue) 
wireless network devices for wireless network devices for 
a timely disconnect from the 
network 

No Change X X X X X COBIT 4.1 DS5.5 
COBIT 4.1 DS5.7 
COBIT 4 1 DS5 8 COBIT 4.1 DS5.8 
COBIT 4.1 DS5.10 

45 CFR 164.312 (e)(1)(2)(ii) 
45 CFR 164.308(a)(5)(ii)(D) (New) 
45 CFR 164 312( )(1) (N )45 CFR 164.312(e)(1) (New) 
45 CFR 164.312(e)(2)(ii) (New) 

A.7.1.1 
A.7.1.2 
A 7 1 3A.7.1.3 
A.9.2.1 
A.9.2.4 
A.10.6.1 
A.10.6.2 
A.10.8.1 
A.10.8.3 
A.10.8.5 
A.10.10.2 
A.11.2.1 
A.11.4.3 
A.11.4.5 
A.11.4.6 
A.11.4.7 
A.12.3.1 
A.12.3.2 

NIST SP800-53 R3 AC-1 
NIST SP800-53 R3 AC-18 
NIST SP800-53 R3 CM-6NIST SP800 53 R3 CM 6 
NIST SP800-53 R3 PE-4 
NIST SP800-53 R3 SC-3 
NIST SP800-53 R3 SC-7 

NIST SP800-53 R3 AC-1� 
NIST SP800-53 R3 AC-18� 
NIST SP800-53 R3 AC-18 (1)� NIST SP800 53 R3 AC 18 (1)� 
NIST SP800-53 R3 AC-18 (2)� 
NIST SP800-53 R3 AC-18 (3)� 
NIST SP800-53 R3 AC-18 (4)� 
NIST SP800-53 R3 AC-18 (5)� 
NIST SP800-53 R3 CM-6� 
NIST SP800-53 R3 CM-6 (1)� 
NIST SP800-53 R3 CM-6 (3)� 
NIST SP800-53 R3 PE-4� 
NIST SP800-53 R3 SC-3� 
NIST SP800-53 R3 SC-7� 
NIST SP800-53 R3 SC-7 (1)� 
NIST SP800-53 R3 SC-7 (2)� 
NIST SP800-53 R3 SC-7 (3)� 
NIST SP800-53 R3 SC-7 (4)� 
NIST SP800-53 R3 SC-7 (5)� 
NIST SP800-53 R3 SC-7 (7)� 
NIST SP800-53 R3 SC-7 (8)� 
NIST SP800-53 R3 SC-7 (12)� 
NIST SP800-53 R3 SC-7 (13)� 
NIST SP800-53 R3 SC-7 (18)� 

PCI DSS v2.0 1.2.3 
PCI DSS v2.0 2.1.1 
PCI  DSS  v2 0 4 1  PCI DSS v2.0 4.1 
PCI DSS v2.0 4.1.1 
PCI DSS v2.011.1 
PCI DSS v2.0 9.1.3 

AUP v5.0 D.1 
AUP v5.0 B.3 
AUP v5 0 F 1  AUP v5.0 F.1 
AUP v5.0 G.4 
AUP v5.0 G.15 
AUP v5.0 G.17 
AUP v5.0 G.18 
SIG v6.0: E.3.1, 
F.1.2.4, F.1.2.5, 
F.1.2.6, F.1.2.8, F.1.2. 
9, F.1.2.10, F.1.2.11, 
F.1.2.12, F.1.2.13, 
F.1.2.14, F.1.2.15, 
F.1.2.24, F.1.3, F.1.4.2, 
F1.4.6, F.1.4.7, F.1.6, 
F.1.7,F.1.8, F.2.13, 
F.2.14, F.2.15, F.2.16, 
F.2.17, F.2.18 G.9.17, 
G.9.7, G.10, G.9.11, 
G.14.1, G.15.1, G.9.2, 
G.9.3, G.9.13 

GAPP Ref 8.2.5 

Security Architecture - 
Shared Networks 

SA-11 Access to systems with 
shared network 
infrastructure shall be 
restricted to authorized 
personnel in accordance 
with security policies, 
procedures and standards. 
Networks shared with 
external entities shall have a 
documented plan detailing 
the compensating controls 
used to separate network 
traffic between 
organizations 

No Change X X X X X 45 CFR 164.312 (a)(1)  (New) A.10.8.1 
A.11.1.1 
A.11.6.2 
A.11.4.6 

NIST SP800-53 R3 PE-4 
NIST SP800-53 R3 SC-4 
NIST SP800-53 R3 SC-7 

NIST SP800-53 R3 PE-4� 
NIST SP800-53 R3 SC-4� 
NIST SP800-53 R3 SC-7� 
NIST SP800-53 R3 SC-7 (1)� 
NIST SP800-53 R3 SC-7 (2)� 
NIST SP800-53 R3 SC-7 (3)� 
NIST SP800-53 R3 SC-7 (4)� 
NIST SP800-53 R3 SC-7 (5)� 
NIST SP800-53 R3 SC-7 (7)� 
NIST SP800-53 R3 SC-7 (8)� 
NIST SP800-53 R3 SC-7 (12)� 
NIST SP800-53 R3 SC-7 (13)� 
NIST SP800-53 R3 SC-7 (18)� 

PCI DSS v2.0 1.3.5 PCI 
DSS v2.0 2.4 

AUP v5.0 B.1  SIG 
v6.0: D.1.1, E.1, F.1.1, 
H.1.1, 

GAPP Ref 8.2.5 
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Cloud Controls Matrix (CCM) R1.1
 

Control Area Control ID Control Specification Control Revisions v1.1 

Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
Provider Tenant COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-2005 NIST SP800-53 FedRAMP PCI DSS v2.0 

BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
GAPP (Aug 2009) 

Security Architecture - 
Clock Synchronization 

SA-12 An external accurate, 
externally agreed upon, time 
source shall be used to 
synchronize the system 
clocks of all relevant 
information processing 
systems within the 
organization or explicitly 
defined security domain to 
facilitate tracing and 
reconstitution of activity 
timelines. Note: specific 
legal jurisdictions and orbital 
storage and relay platforms 
(US GPS & EU Galileo 
Satellite Network) may 
mandate a reference clock 
th diff ithat differs in 
synchronization with the 
organizations domicile time 
reference, in this event the 
jurisdiction or platform is 
treated as an explicitly 
defined security domain. 

No Change X X X X COBIT 4.1 DS5.7 A.10.10.1 
A.10.10.6 

NIST SP800-53 R3 AU-1 
NIST SP800-53 R3 AU-8 

NIST SP800-53 R3 AU-1� 
NIST SP800-53 R3 AU-8� 
NIST SP800-53 R3 AU-8 (1)� 

PCI DSS v2.0 10.4 AUP v5.0 G.7 
AUP v5.0 G.8         SIG 
v6.0: G.13, G.14.8, 
G.15.5, G.16.8, G.17.6, 
G.18.3, G.19.2.6, 
G.19.3.1, 

N/A 

Security Architecture - 
Equipment 
Identification 

SA-13 Automated equipment 
identification shall be used 
as a method of connection 
authentication. Location-
aware technologies may be 
used to validate connection 
authentication integrity 
based on known equipment 
location 

No Change COBIT 4.1 DS5.7 A.11.4.3 NIST SP800-53 R3 IA-3 
NIST SP800-53 R3 IA-4 

NIST SP800-53 R3 IA-3� 
NIST SP800-53 R3 IA-4� 
NIST SP800-53 R3 IA-4 (4)� 

AUP v5.0 D.1         SIG 
v6.0: D.1.1, D.1.3 

N/A 

Security Architecture - 
Audit Logging / 
Intrusion Detection 

SA-14 Audit logs recording 
privileged user access 
activities, authorized and 
unauthorized access 
attempts, system 
exceptions, and information 
security events shall be 
retained complying with retained, complying with 
applicable policies and 
regulations. Audit logs shall 
be reviewed at least daily 
and file integrity (host) and 
network intrusion detection 
(IDS) tools implemented to 
help facilitate timely 
detection, investigation by 
root cause analysis and 
response to incidents. 
Physical and logical user 
access to audit logs shall be 
restricted to authorized 
personnel. 

No Change X X X X COBIT 4.1 DS5.5 
COBIT 4.1 DS5.6 
COBIT 4.1 DS9.2 

45 CFR 164.308 (a)(1)(ii)(D) 
45 CFR 164.312 (b) 
45 CFR 164.308(a)(5)(ii)(c)  (New) 

A.10.10.1 
A.10.10.2 
A.10.10.3 
A.10.10.4 
A.10.10.5 
A.11.2.2 
A.11.5.4 
A 11 6 1  A.11.6.1 
A.13.1.1 
A.13.2.3 
A.15.2.2 
A.15.1.3 

NIST SP800-53 R3 AU-1 
NIST SP800-53 R3 AU-2 
NIST SP800-53 R3 AU-3 
NIST SP800-53 R3 AU-4 
NIST SP800-53 R3 AU-5 
NIST SP800-53 R3 AU-6 
NIST SP800-53 R3 AU-7 
NIST SP800 53 R3 AU 9 NIST SP800-53 R3 AU-9 
NIST SP800-53 R3 AU-11 
NIST SP800-53 R3 AU-12 
NIST SP800-53 R3 AU-14 
NIST SP800-53 R3 SI-4 

NIST SP800-53 R3 AU-1� 
NIST SP800-53 R3 AU-2� 
NIST SP800-53 R3 AU-2 (3)� 
NIST SP800-53 R3 AU-2 (4)� 
NIST SP800-53 R3 AU-3� 
NIST SP800-53 R3 AU-3 (1)� 
NIST SP800-53 R3 AU-4� 
NIST SP800 53 R3 AU 5� NIST SP800-53 R3 AU-5� 
NIST SP800-53 R3 AU-6� 
NIST SP800-53 R3 AU-6 (1)� 
NIST SP800-53 R3 AU-6 (3)� 
NIST SP800-53 R3 AU-7� 
NIST SP800-53 R3 AU-7 (1)� 
NIST SP800-53 R3 AU-9� 
NIST SP800-53 R3 AU-9 (2)� 
NIST SP800-53 R3 AU-11� 
NIST SP800-53 R3 AU-12� 
NIST SP800-53 R3 AU-14� 
NIST SP800-53 R3 SI-4� 
NIST SP800-53 R3 SI-4 (2)� 
NIST SP800-53 R3 SI-4 (4)� 
NIST SP800-53 R3 SI-4 (5)� 
NIST SP800-53 R3 SI-4 (6)� 

PCI DSS v2.0 10.1  PCI 
DSS v2.0 10.2 
PCI DSS v2.010.3 
PCI DSS v2.0 10.5 
PCI DSS v2.010.6 
PCI DSS v2.0 10.7 
PCI DSS v2.0 11.4 
PCI  DSS  v2 0 12 5 2 PCI  PCI DSS v2.0 12.5.2 PCI 
DSS v2.0 12.9.5 

AUP v5.0 G.7 
AUP v5.0G.8 
AUP v5.0G.9 
AUP v5.0 J.1 
AUP v5.0 L.2 
SIG v6.0:G.14.7, 
G.14.8, G.14.9, 
G 14 10 G 14  11  G.14.10,G.14.11, 
G.14.12, G.15.5, 
G.15.7, G.15.8, 
G.16.8, G.16.9, 
G.16.10,  G.15.9, 
G.17.5, G.17.7, G.17.8  
G.17.6, G.17.9, G.18.2, 
G.18.3, G.18.5, G.18.6, 
G.19.2.6, G.19.3.1, 
G.9.6.2, G.9.6.3, 
G.9.6.4, G.9.19, 
H.2.16, H.3.3, J.1, J.2, 
L.5, L.9, L.10 

GAPP Ref 8.2.1 
GAPP Ref 8.2.2 

Security Architecture - 
Mobile Code 

SA-15 Mobile code shall be 
authorized before its 
installation and use, and the 
configuration shall ensure 
that the authorized mobile 
code operates according to 
a clearly defined security 
policy All unauthorizedpolicy. All unauthorized 
mobile code shall be 
prevented from executing. 

No Change X X X X X A.10.4.2 
A.12.2.2 

NIST SP800-53 R3 SC-18 NIST SP800-53 R3 SC-18� 
NIST SP800-53 R3 SC-18 (4)� 

SIG v6.0:G.20.12, I.2.5 N/A 

Copyright © 2010 Cloud Security Alliance. All rights reserved. You may download, store, display 
on your computer, view, print, and link to the Cloud Security Alliance “Cloud Controls Matrix 
(CCM)” at http://www.cloudsecurityalliance.org/cm.html subject to the following: (a) the Cloud 
Controls Matrix may be used solely for your personal, informational, non-commercial use; (b) the 
Cloud Controls Matrix may not be modified or altered in any way; (c) the Cloud Controls Matrix 
may not be redistributed; and (d) the trademark, copyright or other notices may not be removed. 
You may quote portions of the Questionnaire as permitted by the Fair Use provisions of the 
United States Copyright Act, provided that you attribute the portions to the Cloud Security 
Alliance Cloud Controls Matrix Version 1.1 (2010). If you are interested in obtaining a license to 
this material for other usages not addresses in the copyright notice, please contact 
info@cloudsecurityalliance org 
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Cloud Service Delivery Model 
Applicability Scope Applicability Compliance Mapping 

SaaS PaaS IaaS Service 
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BITS Shared 
Assessments 

AUP v5.0 / SIG v6.0 
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Exhibit 1 

Change Order Template 

1. Introduction: 

TXDPS Contract 405-xx-xxxxxxx with ___________ incorporates the ability to scope, detail, and administer 
specific application enhancement Change Orders (CO). CO will be administered per the requirements of 
Section 3.1 and follow the change management requirements of Section 5.3 of Statement of Work to TXDPS 
405-xx-xxxxxxx.  An approved CO shall set forth the specific services to be performed by (Company Name). 

TXDPS Business Division Project Manager (PM) and (Company Name) shall update the following sections of 
this CO through cooperative negotiations.  The Sections, Tables, and format of this CO shall be augmented with 
information specific to the particular application enhancement.  Sections, Tables, and format outlined will not 
be modified. 

2. Scope 

2.1. TXDPS requires (Company Name) to provide services related to Application Enhancements and 
Technology Upgrade / Migration and Transformation.  Specific business and functional requirements 
will include but may not be limited to: hardware (HW) and software (SW) customizations, HW and SW 
upgrades, programming services, project documentation, and successful testing of each required 
deliverable(s) identified in this CO. All services provided by (Company Name) shall be in accord with 
deliverables available through named DIR contracts identified within 405-xx-xxxxxxx. 

2.2. TXDPS has indentified the following, itemized services to be performed: 
2.2.1. ______________ 
2.2.2. ______________ 
2.2.3. ______________ 

2.3. (Company Name) shall deliver, through updates to this CO, the project detail necessary to address 
information commonly found within Implementation Plan, Project Plan, Schedule, and Pricing Quotes 
for enhancement services related to achieving he identified deliverables.  The CO will address the 
processes, sub-tasks, itemized costs and duration for completion of each deliverable and the Pricing 
will set the associated cost.  Tables 1, 2, 3, and 4 are provided as the tools to clearly itemize all 
identified deliverables. 

2.3.1. Table 1 - Project Points of Contact and Responsibilities 

Organization 
Title / 
Responsibility Name Office Phone Cell Phone Email Address 

TXDPS Project Sponsor 
TXDPS Project Manager 

TXDPS 
Technical SME ­
Hardware 

TXDPS 
Technical SME ­
Software 

TXDPS 
Technical SME ­
Data transmission 

TXDPS Contract Monitor 

TXDPS 
Contract 
Administrator 
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Organization 
Title / 
Responsibility Name Office Phone Cell Phone Email Address 
Relationship 
Representative 
Project Manager 
Programmer 
DBA 
HW / SW SME 

2.3.2. Table 2 - Project Specific Roles & Responsibly 

Table 2 – Roles and Responsibilities Matrix 
Micro 
Assist TXDPS 

Project requirement / dependency #1 
Project requirement / dependency #2 

*primary (P) 

2.3.3. Table 3 - Project Schedule 
W.O. Date 

Comments Ref # Deliverable Description Due Date Actual Test / Review Acceptance 
2.2.1 “Same info as is provided in 

section 2.2.x above” 
2.2.2 
2.2.3 

2.3.4. Table 4 - Pricing 
W.O. 
Ref # 

Deliverable - Description Service Category / Description  (e.g. 
Programmer) and (Company 

Name) Employee Name 

Qty of 
Hours 

Hourly 
Rate 

Cost 
Extension 

2.2.1 “Same info as is provided in section 
2.2.x above” 

2.2.2 
2.2.3 

2.4. Services are not complete until all testing and acceptance is successfully completed as defined in 
Section 5 of the 405-xx-xxxxxxx, SOW. During the testing and acceptance period, (Company Name) 
shall capture and document performance issues identified by (Company Name) and / or reported by 
TXDPS and resolve all HW, SW, and programming defects. Time and materials used to resolve defects 
will not be billed to TXDPS. 

2.5. Final testing and acceptance completion, and all unplanned work to achieve acceptance, will be 

documented within Table 3 of the final CO version.
 

2.6. Final acceptance will be memorialized in writing by sign-off of the CO Acceptance Document, Exhibit 
2 to this document. 

3. Risk and Issue Management 
The TXDPS PM shall update Section 3 with any and all pertinent and known risks and issue management 
items related to the specific application enhancement CO. (Company Name) shall add information as 
necessary to ensure all possible CO risks and issue management items are clearly addressed during 
negotiations with the TXDPS Business Division. 



 
 

 
    

 
      

 
 

    
    

 
     

 
 

   
  

 
    
 

     
 

   
 

   
   
       

 
    

 
   

 
   

  
 

     
 

   
  

    
 

    
  

 
   

  
 

 
 
 
 
 
 

TXDPS 405-15-R025523 
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The following general procedures shall be used to manage active CO issues and risks: 

3.1. The TXDPS PM shall identify and document project issues (current problems) and risks (potential 
events that impact the project). 

3.2. The TXDPS PM shall assess, analyze and prioritize the impact and determine the highest priority risks 
and issues that will be managed actively, according to priority, by (Company Name). 

3.3. (Company Name) shall plan and schedule high-priority risks and issues assigning responsibility for risk 
management and issue resolution in a documented risk register or issues log, as determined by TXDPS. 

3.4. (Company Name) shall track and report the status of risks and issues, and communicate risk mitigation 
plans and issue resolutions using the risk register or issue log as determined by TXDPS. 

3.5. The TXDPS PM shall monitor and control the effectiveness of the risk and issue management actions. 

3.6. Active issues and risks shall be monitored and reassessed on a weekly basis by the TXDPS PM and 
(CompanyName). Mutually agreed upon escalation and risk management processes will be defined at 
the outset of the CO. 

4.	 Service Levels: 
(Company Name) shall meet the following service levels for work performed under this CO. All Service 
Levels for this CO will meet the same standards as written in the Statement of Work Section 7. 

Meantime to Resolution (MTR): Upon verbal or written notification (Company Name) shall provide the
 
following MTR’s for defect resolution.
 
Time and materials applied to fix (Company Name) defects will not be billed to TXDPS.
 

5.	 Required Reporting and Communication: 
(Company Name) shall: 

5.1. Create and maintain a Risk and Issues Log if requested by TXDPS. 

5.2. Be accountable for tracking of all technical staff hours and provide a written monthly report due by 
5:00 pm CT Monday following the last working day of the month throughout the life of the Change 
Order reflecting current cost and total Contract usage. 

5.3. Provide one (1) weekly status report and prepare and lead one (1) status meeting per week of no more 
than one (1) hour in duration, if requested by TXDPS.  

5.4. Attend any required or requested meeting(s) or submit any requested documentation at the discretion of 
the TXDPS PM. 



 
 

  
  

  
 

   
    

 
       

 
 

 
   

 
 
 
__________________________________        ___________________________________  

         
 
 
 
 
__________________________________  

   

TXDPS 405-15-R025523 
Exhibit 1 

6.	 Pricing: 
(Company Name) shall identify the specific CO pricing within Table 4 above.  In addition (Company 
Name) shall ensure: 

6.1. All CO pricing is provided per a deliverable basis, identifies the Service Category, and identifies the 
(Company Name) employee providing the work as listed within Attachment A. 

6.2. CO pricing will be a fixed / not to exceed cost of (enter total cost here). 

7.	 Change Order Authorization Signatures: 

TXDPS Business Representative Date (Company Name) Authorized Agent Date 

TXDPS Contract Administrator Date 



    

 

  
  

 
             

 
 

  
 

 
 

  
  

 
 

     
 

   
                 

 
 

   
  
  
  
  
 

   
  

 
      

    

 

 
   

 
    

   
 

 
 

   
   

 
 

     

    

 

TXGangs 405-15-R025523 Exhibit 2 
CHANGE ORDER COMPLETION ACCEPTANCE DOCUMENT 

TEXAS DEPARTMENT OF PUBLIC SAFETY 

Section 1. General Information 

Contract #__________________________________________ 

Change Order Name_________________________________ 
Change Order # _________________ 

Section 2. Vendor Acknowledgement of Change Order Completion 

The following project deliverables, as required by Section C Scope of Work and as assigned by Subsection Change 
Order Plan, have been completed. 

CO Ref. # Completed Deliverable Description 

This is to acknowledge that _____________________has completed this Change Order project 
for the Texas Department of Public Safety. 

Vendor Approver Name Title Signature Date 

Section 3. TXDPS Acceptance of Change Order Completion 

This document certifies that the above-referenced services from Change Order Plan 
#__________ have hereby been tested and accepted by the Texas Department of Public 
Safety. 

Upon execution of this acceptance document, an invoice in the amount of $____________ may 
be submitted to the Texas Department of Public Safety. 

TXDPS Approver Name Title Signature Date 



-------------

TEXAS DEPARTMENT OF PUBLIC SAFETY (TXDPS) 
Pricing Request (PR) 

PR OPENING ~ 1 :00 p.m. 06/30/2015 

AGENCY TO INVOICE 

Texas Department of Public Safety 
Accounting and Budget Control 

P.O. Box 4087 
Austin, Texas 78773·0130 
apinvoice@dps. texas.gov 

DESTINATION OF GOODS IF DIFFERENT THAN ABOVE 

Texas Department of Public Safety 
5805 N. Lamar Blvd . 
Austin, TX 78752 

SOLICITATION NO: ~ 405-15-R025523 

OFAlLURE TO SIGN WILL DISQUALIFY PRO 

IF NOT 
QUOTING 
DO NOT 
~9~~~RIZEiGNATuRE 

08/19/2015 

DATE 

RETURN 
THIS By signing this PR, the Respondent certifies that if a 

FORM. Texas address is shown as the address of the 
response, the Respondent qualifies as a Texas Bidder 
as defined in 34 TAG Rule 20.32{68). 

VENDOR ADDRESS AND IDENTIFICATION NUMBER t 

DELIVERY IN _j_ DAYS AFT~R RECEIPT OF ORDER (ARO) 

CASH DISCOUNT_%_DAYS OR NET30 


WHEN QUOTING: 
The Vendor shall indicate pricing with an authorized 
signature on this PR form and fill out all pricing tables or 
attachments. The Vendor may at its option enclose a 
separate Quote on its Company letterhead; however, all 
terms and conditions or deviation language on the Vendor's 
Quote will not apply to the PR or any awarded Purchase 
Order (PO). 

Vendor Federal VIN#: __________ 

Vendor TINS#: 1263464715500 

Vendor Name: CBM Archives Co., LLC 

Vendor Address: 1779 Wells Branch Pkwy, #11 OB-369, 

Austin 

Vendor State: __T_e_xa_s_______.Zip: 78728 

Vendor contact: _J_e_rry.:...._S_a_nd_e_rs_________ 

Contact Phone #: _3"'6'--'1....::-2:....:.4_,_1-..:::.23"'-1'-"0"""x'-'-10"'-1,_______ 

THIS PRICING REQUEST (PR) SHALL BE SUBMITTED WITH SIGNATURES AND PRICING 

Th is PR is solicited in accordance with the Department of Information Resources (DIR) Master Contract(s) awarded for the 
products and services listed below. 

LINE 
ITEM NO. 

CLASS & ITEM DESCRIPTION QUANTITY UNIT 
UNIT 

PRICE 
EXTENSION 

001 Application Maintenance and Support 
-Service Term 09/01/15-08/31/16 

12 MONTHS $32,400 $388,800 

002 Application Maintenance and Support 
- Renewal Option 
-Renewal option# 1-09/01/16-08/31/17 

12 MONTHS 

$35,700 $428,400 

003 Application Maintenance and Support 
- Renewal Option 
-Renewal option# 2-09/01/17-08/31/18 

12 MONTHS 
$39 ,300 

$471,600 

004 Application Maintenance and Support 
- Renewal Option 
-Renewal option# 3- 09/01/18-08/31/19 

12 MONTHS 
$43,200 $518,400 

Check below if preference claimed under 34 TAC Rule 20.38 
Ll 	Goods produced or services offered by a Texas bidder that is owned by a 

Texas resident service-disabled veteran 
Ll Vendors that meet or exceed air quality standards 
Ll 	Services offered by a Texas bidder that is owned by a Texas resident 

service-disabled veteran 
Ll Recycled or Reused Computer Equipment of Other Manufacturers 
Ll USA produced supplies, materials, or equipment 

Ll Goods produced or services offered in Texas or offered by a Texas 
Bidder that is not owned by a Texas resident service-disabled veteran 

Ll Energy efficient products 
Ll Products and services from economically depressed or blighted areas 
Ll Products produced at facilities located on formerly contaminated property 
Ll Products made of recycled, remanufactured, or environmentally 

sensitive materials including recycled steel 
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ORDER OF PRECEDENCE: 

This Contract is comprised of the following documents and in the event of conflict will control in the following order: 

The DIR Master Contract; 

The TXDPS PO with all subsequent Change Orders; 

The TXDPS Pricing Request Terms and Conditions to DIR Vendors, dated 12110114, with all attachments. 

The Pricing Request as posted with all Attachments, Exhibits and Appendices; and 

The Vendor's Response. 


DIR MASTER CONTRACT NUMBER: 

1966The Vendor shall indicate its DIR Master Contract Number: DIR-SDD­

DELIVERY: 

The Vendor shall include an estimated time of delivery (business days) ARO: ______ 


QUANTITIES: 

Enhancement services will be requested on an as needed basis. TXDPS reserves the right to increase or decrease the quantity 

of the PO at the same original terms and conditions throughout the service term of the PO. The Vendor shall be notified in writing 

with a fully executed contract modification of any requirements for additional quantities. 


TERM AND RENEWAL OPTIONS: 

This Contract is effective from 911115 through 8131116 and may be renewed for up to three (3) additional one (1) year option 

periods at the same, original terms and conditions and at the same price quoted for each renewal period providing both parties 

agree in writing prior to the expiration date. 


Scoring Matrix 

Technical Response: 70% 

Cost: 30% 

Total : 100% 


CONNECTED AGREEMENTS: 

If software subscriptions I End-User Licenses I Maintenance & Support or Warranty agreements are applicable to the requested 

products, it is the responsibility of the Vendor to provide such licenses I Agreements with the submission of its PR response. Any 

documents (Vendor's or 3rd Party) which are provided at a later date, may not be accepted by TXDPS nor applied to the products 

and services procured. Any related requirements will be the sole responsibility of the Vendor to include any costs, deliverables, 

and contractual requirements - TXDPS will have no obligation to any such Terms, Conditions, and I or Requirements. However; 

TXDPS will receive in full, all functionality identified and necessary as stated in such omitted agreements. 


PR DOCUMENTS to be submitted with the Vendor's Response: 
• PR document with all attachments, exhibits, and addendas 

PR Attachment A - Service Category pricing by title and individual (as back-up to monthly maintenance and support fees 
and as back-up to the flat-fee deliverable for each enhancement Change Order) . 

• PR Attachment B- Pricing Request (PR) Terms and Conditions for DIR Vendors: 
o Appendix A- System Security and Access, 
o Appendix B- System Architecture and IT Requirements . 

• PR Attachment C - Statement of Work 
o Appendix A- Cloud Security Alliance's (CSA) Cloud Control Matrix (CCM) 

• PR Exhibit 1 -Change Order Template 

• PR Exhibit 2- Change Order Completion Acceptance Document 
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FINANCIAL RATING: 
The Vendor shall submit a copy of at least one rating from organizations such as Dun & Bradstreet (D&B) Business Information 
Report or Fitch Ratings. The report shall include the Respondent's Viability Score and the Portfolio Comparison Score or similar 
ratings. Failure to submit copies of the required financial ratings will result in disqualification. 

The Vendor shall provide information and any other financial information reasonably requested by the TXDPS consistent with the 
services provided by the Contractor or otherwise required by the then applicable TXDPS policies for similar contracts. 

SUBMIT RESPONSES TO: 
Contract Specialist: Luis Blanco 

Phone: 512.424.7626 

Email: luis.blanco@dps.texas.gov 


SUBMIT QUESTIONS AND CLARIFICATION REQUESTS TO: 

The individual listed above may be telephoned or emailed for clarification of the specifications only. No authority is intended or 

implied that specifications may be amended or alternates accepted prior to the response due date without written approval. The 

deadline for Vendors to submit questions in writing is 06/15/2015. TXDPS will respond to the questions in writing on or 

before 06/19/2015. 


HISTORICALLY UNDERUTILIZED BUSINESS PARTICIPATION: 

In accordance with Texas Gov't Code §2161 .252, each state agency that considers entering into a contract with an expected value 

of $100,000 or more over the life of the contract (including any renewals) shall , before the agency solicits bids, proposals, offers, or 

other applicable expressions of interest, determine whether subcontracting opportunities are probable under this Contract. 


As a Department of Information Resources (DIR) awarded Contractor, your HUB Subcontracting Plan (HSP) included in 

your contract is the official HSP. All respondents, including State of Texas certified Historically Underutilized Businesses 

(HUBs) must submit the HSP with their response to the bid solicitation. 


Note: Responses that do not include their official HSP maybe rejected pursuant to 

Texas Gov't Code 2161 .252(b) 


If changes are required to your HSP, the Contractor shall seek written approval from the DIR prior to making any modifications to 
the HSP. An approved modified HSP must be sent to the Department of Public Safety (DPS) if awarded. 

POST-AWARD HSP REQUIREMENTS: After contract award, the Department may coordinate a post-award meeting with the 
successful respondent to discuss HSP reporting requirements. The Contractor shall submit the "Prime Contractor Progress 
Assessment Report" (PAR) to the DPS HUB Office at DPSHUB@DPS.TEXAS.GOV and the Contract Administrator on a monthly 
basis (by the 5th day of the following month). This monthly report is required as a condition for payment to report to the agency the 
identity and the amount paid to all subcontractors. 

This contract is issued in accordance with DIR Outsourced Deliverables-Based Projects which can be reviewed at 
http://dir.texas.gov. 

HUB Subcontracting Plan 

UPON MUTUAL CONCURRENCE OF TXDPS AND THE CONTRACTOR, MODIFICATION(S) MAY BE ISSUED FOR ANY 
CHANGES TO THE PURCHASE ORDER (PO), IDENTIFIED DELIVERABLES, AND I OR SERVICETIME LINES SHALL BE 
AGREED TO BY BOTH PARTIES IN WRITING. CHANGES SHALL NOT BECOME EFFECTIVE UNTIL OFFICIAL NOTICE IS 
PROVIDED BY TXDPS PROCURMENT AND CONTRACT SERVICES (P&CS). ANY EQUIPMENT OR SERVICES PROVIDED 
BY THE CONTRACTOR PRIOR TO AUTHORIZATION WILL BE CONSIDERED A DONATION TO THE AGENCY. 
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Application Enhancement Employees 
Service Category (Service 

Description) Employee Name MSRP %off MSRP 

Unit Price 

Hourly Rate 

#1- Analysis, Design, 

Project Management, 

Requirements Gathering, 

Research $225 33% $150 

#2- Development, Testing $225 33% $150 

#3- Implementation, 

Troubleshooting $225 33% $150 

#4- Documentation, 

Disaster Planning, 

Reporting $225 33% $150 

#5- Training $225 33% $150 

1,2,3A,5 Jerry Sanders 

1,2,3A,5 Roy McNett 

2, 4,5 Rudy Hinojosa 

2A,5 Richard Gonzalez 

2,3A,5 Daniel Hentshel 

1,2,3A,5 DPG- Charles Golson 

1,2,3A,5 DPG- John Turman 

1,2,3A,5 DPG- Barry Books 

2,3A,5 DPG- Ken Paris 

2,3A,5 DPG- Brian Deterling 

2,3A,5 DPG- Jason Peronne 

2,3A,5 DPG -Jeffrey Tran 

Application M&S Employees 
Service Category (Service 

Description) Employee Name MSRP %off MSRP 

Unit Price 

Hourly Rate 

#1- Analysis, Design, 

Project Management, 

Requirements Gathering, 

Research $225 33% $150 

#2- Development, 

Modificaton, Testing $225 33% $150 

#3- Implementation, 

Troubleshooting $225 33% $150 

All Possible Employees by Service Category and Name 

Pricing Sheet for Hourly Rates Service Categories RFO 405-15-R025523 


Per DIR-SDD-1966 __ Full Organizational Project Team Attachment A 


l 


I 


The following pricing indicates a fixed hourly rate per DIR-SDD-1966 for ALL Vendor employees 

that will be or may be involved with Application Maintenance and Support (M&S) AND Application 

Development and Technology Upgrade/Migration and Transformation (Enhancement) . Service Category 

pricing shall reflect the fixed hourly rate, which extended, shall identified deliverable cost associated with 

Enhancement deliverables. Please Expand Cells As Needed. 



Pricing Sheet for Hourly Rates Service Categories RFO 405-15-R025523 

Per DIR-SDD-1966 __ Full Organizational Project Team Attachment A 

All Possible Employees by Service Category and Name 

#4- Documentation, 

Disaster Planning, 

Reporting $225 33% $150 

1,2,3,4 Jerry Sanders 

1,2,3,4 Roy McNett 

2,4 Rudy Hinojosa 

2,4 Richard Gonzalez 

2,3,4 Daniel Hentshel 

1,2,3,4 DPG- Charles Golson 

1,2,3,4 DPG- John Turman 

1,2,3,4 DPG- Barry Books 

1,2,3,4 DPG- Ken Paris 

1,2,3,4 DPG- Brian Deterling 

2,3,4 DPG- Jason Peronne 

2,3,4 DPG- Jeffrey Tran 



405-15-R025523 	 Attachment B 
PRICING REQUEST (PR) 

ISSUED BY TXDPS 

TO DIR VENDORS 

1. 	 Vendor understands that TXDPS is a "Customer" under the Vendor's DIR Contract referenced on page I of the TXDPS Purchase Order, PO. 
ln submitting infom1ation to TXDPS in response to this PR, Vendor affirms its understanding of the General Provisions of the Vendor's DlR 
Contract (generally located in Section 3) of Appendix A, DIR Standard Terms and Conditions for Deliverables Based Information 
Technology Services (DBITS) Contracts: 

A. 	 Entire Agreement 
The DIR Conh·act, Appendices, and Exhibits constitute the entire agreement between DIR and the Vendor. No statement, promise, 
condition, understanding, inducement or representation, oral or written, expressed or implied, which is not contained in the Contract, 
Appendices, or its Exhibits shall be binding or valid. 

B. 	Modification of Contract Terms and/ot· Amendments 

1) The terms and conditions of the DIR Conh·act shall govern all transactions by Customers under the Conh·act. The Contract may 
only be modified or amended upon mutual written agreement ofDIR and Vendor. 

2) Customers will not have the authority to modify the terms of the Contract; however, additional Customer terms and conditions that 
do not conflict with the Contract and are acceptable to Vendor may be added in a Purchase Order and given effect. No additional 
term or condition added in a Purchase Order issued by a Customer can conflict with or diminish a term or condition of the Conh·act. 
Pre-printed terms and conditions on any Purchase Order issued by Customer hereunder will have no force and effect. In the event of 
a conflict between a Customer's Purchase Order and the Contract, the Contract term shall control. 

3) Customers and Vendor will negotiate and enter into written agreements regarding statements of work, service level agreements, 
remedies, acceptance criteria, information confidentiality and security requirements, and other terms specific to their Purchase 
Orders under the Contract with Vendor. 

2. 	 TXDPS issues this PR as Customer under Vendor's DIR Contract and requests that Vendor submit a response to TXDPS based on these 
additional terms and conditions which TXDPS has determined are specific to the TXDPS PO and are allowable under the provisions of 
Vendor's DIR Contract, reference Section 1 of this PR. 

3. 	 Vendor affirms its understanding that under the DIR DBITS Conh·act, SOW/PO Issuance clause (generally located in Section 7), Vendor shall 
respond, in writing, to a Statement of Work (SOW) for services as issued by Customers, consistent with the Terms and Conditions of this 
Contract in order to be awarded a Purchase Order. Customer SOWs must be complete, signed by an authorized representative of Customer 
and in the form contained in Attachment C of the Vendor's DIR Contract. Vendor understands that no work under any SOW issued by 
Customer shall commence until receipt of Purchase Order. 

4. 	 BOX CHECKED IF THIS SECTION 4 APPLICABLE TO THIS PR. IZI CONFIDENTIALITY AND SECURITY 
REQUIREMENTS 

A. 	 General Confidentiality Requirements 

I) All information provided by TXDPS or sub-recipients to Vendor or created by Vendor in perfom1ing the obligations under this PO 
is confidential and shall not be used by Vendor or disclosed to any person or entity, unless such use or disclosure is required for 
Vendor to perform work under this PO. 


2) The obligations of this section do not apply to information that Vendor can demonstrate: 


a. 	 Is publicly available; 

b. 	 Vendor received from a third party without restriction on disclosure and without breach of contract or other \¥rongful act; 

c. 	 Vendor independently developed without regard to the TXDPS confidential information; or 

d. 	 Is required to be disclosed by law or final order of a court of competent jurisdiction or regulatory authority, provided that 
Vendor shall furnish prompt written notice of such required disclosure and shall reasonably cooperate with TXDPS at TXDPS ' 
cost and expense, in any effort made by the TXDPS to seek a protection order or other appropriate protection of its confidential 
information. 

3) Vendor shall notify sub-recipient in writing of any unauthorized release of confidential information within two (2) business days of 
when Vendor knows or should have known of any unauthorized release of confidential information obtained from sub-recipient(s). 

4) Vendor shall maintain all confidential information, regardless whether obtained from TXDPS or fi·om sub-recipient(s) in confidence 
during the term of this PO and after the expiration or earlier termination ofthis PO. 

5) If Vendor has any questions or doubts as to whether particular material or information is confidential information, Vendor shall 
obtain the prior written approval ofTXDPS prior to using, disclosing, or releasing such information. 

6) 	 Vendor acknowledges that TXDPS' and sub-recipient'(s) confidential information is unique and valuable, and that TXDPS and sub­
recipient(s) may have no adequate remedy at law if Vendor does not comply with its confidentiality obligations under this PO. 
Therefore, TXDPS shall have the right, in addition to any other rights it may have, to seek in any Travis County court of competent 
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405-15-R025523 Attachment B 
jurisdiction temporary, preliminary, and permanent injunctive relief to restrain any breach, threatened breach, or otherwise to 
specifically enforce any confidentiality obligations of Vendor if Vendor fails to perform any of its confidentiality obligations under 
this PO. 

7) 	 Vendor shall immediately return to TXDPS all confidential information when this PO terminates, at such earlier time as when the 
confidential information is no longer required for the performance of this PO or when TXDPS requests that such confidential 
information be returned. 

8) 	 Infonnation, documentation and other material in connection with this PO, including the Vendor's Offer, may be subject to public 
disclosure pursuant to the Texas Government Code, Chapter 552 . 

9) 	 The FBI and TXDPS have computer security requirements. The Vendor's and subcontractor's employees working on this 
assignment shall sign and submit appropriate agreements and abide by these security requirements, within five (5) calendar days of 
TXDPS' request. 

B. 	 Sensitive Pet·sonal Information 

To the extent this subsection does not conflict with the subsection herein entitled "General Confidentiality Requirements," Vendor shall 
comply with both subsections. To the extent this subsection conflicts with the subsection herein entitled "General Confidentiality 

Requirements," this subsection entitled "Sensitive Personal Information" controls. 


"Sensitive personal information" is defined as follows: 


1) An individual's first name or first initial and last name in combination with any one or more of the following items, if the name and 

the items are not encrypted: 

a. 	 Social security number; 

b. 	 Driver's license number or government-issued identification number; or 

c. 	 Account number or credit or debit card number in combination with any required security code, access code, or password that 
would permit access to an individual's fmancial account; or 


2) Information that identifies an individual and relates to : 


a. 	 The physical or mental health or condition of the individual; 

b. 	 The provision of health care to the individual; or 

c. Payment for the provision of health care to the individual. 

3) Sensitive personal information does not include publicly available information that is lawfully made available to the public fi·om the 
federal government or a state or local govemment. 

4) "Breach of system security" is defined as follows : Unauthorized acquisition of computerized data that compromises the security, 
confidentiality, or integrity of sensitive personal information Vendor maintains under this PO, including data that is encrypted if the 
Vendor's employee or agent accessing the data has the key required to decrypt the data. Good faith acquisition of sensitive personal 
information by an employee or agent of Vendor for the purposes of performing under this PO is not a breach of system security 
unless the employee or agent of Vendor uses or discloses the sensitive personal information in an unauthorized manner. 

5) Vendor shall implement and maintain reasonable procedures, including taking any appropriate corrective action, to protect from 
unlawful use or disclosure any sensitive personal information collected or maintained by Vendor under this PO. 

6) Vendor shall notifY TXDPS, any affected sub-recipient and the affected people of any breach of system security i1rm1ediately after 
discovering the breach or receiving notification of the breach, if sensitive personal information was, or is reasonably believed to 
have been, acquired by an unauthorized person. However, Vendor shall delay providing notice to the affected people and sub­
recipients at TXDPS' request, ifTXDPS determines that the notification shall impede a criminal investigation. The notification to 
the affected people shall be made as soon as TXDPS determines that it will not compromise any criminal investigation. 

7) Vendor shall give notice as follows, at the Vendor's expense: 

a. 	 Written notice; 

b. 	 Electronic notice, if the notice is provided in accordance with 15 U.S.C. Section 7001 ; 

c. 	 Notice as follows: 

i. 	 If Vendor demonstrates that the cost of providing notice would exceed $250,000, the number of affected people exceeds 
500,000, or Vendor does not have sufficient contact information for the affected people, Vendor may give notice as 
follows: 

• 	 Electronic mail, if Vendor has an electronic mail address for the affected people; 

• 	 Conspicuous posting of the notice on the Vendor's website; 

• 	 Notice published in or broadcast on major statewide media; or 

ii. 	 If Vendor maintains its own notification procedures (as part of an information security policy for the treatment of sensitive 
personal information) that comply with the timing requirements for notice under this subsection entitled "Sensitive Personal 
lnfonnation," Vendor may provide notice in accordance with that policy. 

8) 	 If this subsection requires Vendor to notifY at one time more than 10,000 people of a breach of system security, Vendor shall also 
notifY, without unreasonable delay, each consumer reporting agency (as defined by 15 U.S.C. Section 1681a) that maintains files on 
consumers on a nationwide basis, of the timing, distribution, and content of the notices. 

9) 	 In the event of a breach of system security, if sensitive personal information was, or is reasonably believed to have been, acquired 
by an unauthorized person, TXDPS is authorized to assess liquidated damages in the amount of$1,000.00 per day _ ____ _ 
against Vendor for the following damages; however, TXDPS reserves the right to claim actual damages for any damages other than 
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405-15-R025523 Attachment B 
the following: limited to the initial assessment and review of lost or compromised data. This amount is a reasonable estimate of the 
damages TXDPS shall suffer as a result of such breach and is enforceable. Vendor will not be responsible and liquidated damages 
may. not be assessed due to a breach of system security caused entirely by someone other than the Vendor, the Vendor's 
subcontractor, or the Vendor's agent. Any liquidated damages assessed under this Contract may, at TXDPS' option, be deducted 
fi·om any payments due the Vendor. TXDPS has the right to offset any liquidated damages payable to TXDPS, as specified above, 
against any payments due to the Vendor. If insufficient payments are available to offset such liquidated damages, then Vendor shall 
pay to TXDPS any remaining liquidated damages within fifteen (15) calendar days following receipt of written notice of the amount 
due. 

5. 	 BOX CHECKED IF THIS SECTION 5 APPLICABLE TO TillS PR. 181 CRIMINAL IDSTORY BACKGROUND CHECK: 

A. 	 Vendor shall have its project personnel- as specifically identified by TXDPS -- submit to TXDPS a fingerprint-based Criminal History 
Background Investigation, if required by TXDPS, at the Vendor's expense. To facilitate this Criminal History Background Investigation, 
each person shall complete TXDPS' Vendor Background Information form (HR-22), which shall be provided by TXDPS. 

B. 	 If TXDPS requires a fingerprint-based Criminal History Background Investigation, Vendor will not allow personnel to work on the 
project who have not successfully completed TXDPS ' fingerprint-based Criminal History Background Investigation and who do not 
otherwise maintain TXDPS' security clearance. TXDPS has the right to prevent the Vendor 's personnel fi·om gaining access to TXDPS' 
building(s) and computer systems if TXDPS determines that such personnel do not pass the background check or fail to otherwise 
maintain TXDPS security clearance. 

C. 	 When required, the Vendor's Project Manager shall provide the following to TXDPS' Project Manager within 21 calendar days of 
receiving this PO: a) the completed Vendor Background Information form (HR-22) for all proposed personnel; and b) acceptable 
fingerprints for all proposed personnel. 

D. 	 Throughout the term of this PO, TXDPS may require Vendor personnel to submit an annual TXDPS fingerprinted-based Criminal 
History Background Investigation to TXDPS. 

E. 	 Throughout the term of this PO, Vendor shall promptly notifY TXDPS of any activity or action by the Vendor 's personnel that may affect 
that individual's ability to continue to work under this PO. 

6. 	 NOTICE: 
Any written notices required under this PO will be by hand delivery to Vendor's office address specified on Page 1 of this PO or by U.S. 
Mail, ce1tified, return receipt requested, to TXDPS, 5805 N. Lamar Blvd., Austin, Texas 78752. Notice will be effective on receipt by the 
affected pmty. Either party may change the designated notice address in this Section by written notification to the other party. 

7. 	 INFORMATION TECHNOLOGY REQillRE.MENTS AND STANDARDS: 

Vendor represents and warrantS that it shall comply with all technology, security, accessibility, warranty, maintenance, confidentiality, testing 
and other standards, policies and procedures ofTXDPS and the State of Texas that are applicable to Vendor in its performance of this PO as 
such standards, policies, and procedures are amended by TXDPS or the State throughout the term of this PO, including any renewal or 
optional periods. The Infonnation Resource Manager designated by TXDPS shall assist Vendor in reviewing these standm·ds, policies and 
procedures and identifYing those that are applicable to Vendor in its performance of this PO. Vendor shall comply with TXDPS standards and 
requirements wherever they are applicable to this PO. TXDPS shall have the sole right to waive specific requirements if, in its sole judgment doing 
so would mitigate costs or risks or significantly improve the installed and configured solution. If required for this PR, additional requirements m·e 
included as Appendices to this PR. 

A. 	 System Secu1·ity and Access, if required for this PR, this information is provided as Appendix A to this PR. 

B. 	 System Architecture and TXDPS IT Requii·ements, if required for this PR, this inf01mation is provided as Appendix B to this PR. 

8. 	 TEXAS PUBLIC INFORMATION ACT: 
The Confidentiality Clause included in Vendor's DIR Contract (generally located in Section 8) of Appendix A, DIR Standm·d Terms and 
Conditions for Deliverables Based Information Teclmology Services (DBITS) Contracts, is modified to include the following sentence. 
Vendor shall make any information created or exchanged with the state pursuant to this PO, and not otherwise exempted from disclosure 
under the Texas Public Information Act, available in a format that is accessible by the public at no additional charge to the state. TXDPS 
requires such information to be available in Aria! format. · 

9. 	 U.S. DEPARTMENT OF HOIVillLAND SECURITY'S E-VERIFY SYSTEM 

By entering into this Contract, the Contractor certifies and ensures that it utilizes and will continue to utilize, for the term of this Contract, the 
U.S. Depmtment ofHomeland Security's E-VerifY system to determine the eligibility of: 

• 	 All persons employed to perform duties within Texas, during the term of the Contract; and 

• 	 All persons (including subcontractors) assigned by the Respondent to perform work pursuant to the Contract, within the United 

States of America . 

The Contractor shall provide, upon request of (agency name), an elech·onic or hardcopy screenshot of the confirmation or tentative non­
confirmation screen containing the E-VerifY case verification number for attachment to the Form I-9 for the three most recent hires that match 
the criteria above, by the Conh·actor, and Contractor's subconh·actors, as proof that this provision is being followed. 
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If this certification is falsely made, the Contract may be immediately terminated, at the discretion of the state and at no fault to the 
state, with no prior notification. The Contracto•· shall also be responsible for the costs of any re-solicitation that the state must 
undertal{e to •·eplace the terminated Contract. 

10. 	 VENDOR AFFIRMATIONS TO TXDPS: 

Signing a response to this PR with a false statement or otherwise providing TXDPS with a false statement is a material breach of contract and 
shall void this PO, and Vendor shall be removed from all bid lists. During the term of this PO, Vendor shall, for itself and on behalf of its 
subcontractors, promptly disclose to TXDPS all changes that occur to the foregoing ce1tifications, representations and warranties. Vendor 
covenants to fully cooperate in the development and execution of resulting documentation necessary to maintain an accurate record of the 
certifications, representations and warranties. By signature hereon affixed, Vendor hereby ce1tifies that: 

A. 	 Vendor has not given, offered to give, nor intends to give at any time hereafter any economic opportunity, future employment, gift, loan, 

gratuity, special discount, trip, favor, or service to a public servant in connection with this PO. 

B. 	 The Vender certifies that it is not currently delinquent in the payment of any franchise tax owed the State of Texas and are not ineligible 
to receive payment under §231.006(d), Texas Family Code, regarding child support, and the that the individual or business entity named 
in this PO is not ineligible to receive the specified payment and acknowledges that this PO may be terminated and payment may be 
withheld if this certification is inaccurate. Furthermore, any Vendor subject to §231.006, Gov't Code, shall include names and Social 
Security numbers of each person with at least 25% ownership of the business entity submitting this PO. This information must be 
provided prior to award. Enter the Name & Social Security Numbers for each person below: 

Name: Mai Chanyarlak 

Name: Nathan Chanyarlak 

Name: Jerry D. Sanders Jr. 

B. 	 Under §2155.004, Gov't Code, Vendor CCitifies that the individual or business entity named in this Offer is not ineligible to receive a PO 

and acknowledges that this PO may be terminated and payment withheld if this ce1tification is inaccurate. §2155.004 prohibits a person 

or entity from receiving a state contract if they received compensation for pmticipating in preparing the solicitation or specifications for 
this PO. 

C. 	 As required by §2252.903, Gov't Code, Vendor agrees that any payments due under this PO shall be directly applied towards eliminating 

any debt or delinquency including, but not limited to , delinquent taxes, delinquent student loan payments, and delinquent child support, 

until the debt is paid in full. Vendor shall comply with rules adopted by TXDPS under §§403 .055, 403.0551 , 2252 .903, Gov't Code and 

other applicable laws and regulations regarding satisfaction of debts or delinquencies to the State ofTexas. 

D. 	 Pursuant to §669.003, Gov't Code, TXDPS may not issue a PO to a person who employs a current or former executive head of any state 

agency until four years has passed since that person was the executive head of the state agency. Vendor certifies that it does not 

employ any person who was the executive head of any state agency in the past four years . If Vendor does employ a person who was 

the executive head of a state agency, provide the fo llowing information: 

Name of Former Executive: 

Name of State Agency: 

Date of Separation from State Agency: 

Position with Vendor: 

Date ofEmployment with Vendor: 

A. 	 In accordance with §2155.4441, Gov't Code, Vendor agrees that during the performance of this PO it shall purchase products and 

materials produced in Texas when they are available at a price and time compm·able to products and materials produced outside this 

state. 
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B. 	 Vendor certifies that the entity and its principals are eligible to participate in this transaction and have not been subjected to suspension, 

debarment, or similar ineligibility determined by any federal, state or local governmental entity and that Vendor is in compliance with 
the State ofTexas statutes and rules relating to procurement and that Vendor is not listed on the federal government's tenorism watch list 
as described in Executive Order 13224. Entities ineligible for federal procurement are listed at http://www.epls.gov. 

C. 	 Sections 2155.006 and 2261.053, Gov't Code, prohibit state agencies fi·om awarding contracts to any person who, in the past five years, 
has been convicted of violating a federal law or assessed a penalty in connection with a contract involving relief for Hurricane Rita, 
Hurricane Katrina, or any other disaster, as defined by §418.004, Gov't Code, occurring after September 24, 2005. Under §2155.006, 
Gov't Code, Vendor certifies that the individual or business entity named in this PO is not ineligible to receive a PO and acknowledges 
that this PO may be terminated and payment withheld if this certification is inaccurate. 

D. 	 Vendor represents and warrants that payment to Vendor and the Vendor's receipt of appropriated or other funds under this PO are not 
prohibited by §556.005 or §556.008, Gov't Code, relating to the prohibition ofusing state funds for lobbying activities. 

E. 	 Vendor represents and warrants that it has no actual or potential conflicts of interest in providing the requested items to TXDPS under 
this PO, if any, and that the Vendor's provision ofthe requested items under this PO, if any, would not reasonably create an appearance 
of impropriety. 

F. 	 Vendor ce1tifies that it, nor anyone acting for it, has violated the antitrust laws of the United States or the State of Texas, nor 
communicated directly or indirectly to any competitor or any other person engaged in such line of business for the purpose of obtaining 
an unfair price advantage. 

G. 	 Vendor ce1iifies that to the best of its knowledge and belief, there are no suits or proceedings pending or threatened against or affecting 
it, which if determined adversely to it will have a material adverse effect on its ability to fulfill its obligations under this PO. 

H. 	 To the extent applicable to the scope of this PO, Vendor hereby certifies that it is .in compliance with Subchapter Y, Chapter 361 , Health 
and Safety Code related to the Computer Equipment Recycling Program arid its rules, 30 TAC Chapter 328. 

N. 	 Vendor certifies for itself and its subcontractors that it has identified all current or former, within the last five (5) years, employees of the 
State of Texas assigned to work on the TXDPS PO 20% or more of their time and has disclosed them to TXDPS and has disclosed or 
does not employ any relative of a current or former state employee within two (2) degrees of consanguinity, and, if these facts change 
during the course of this PO, Vendor ce1tifies it shall disclose for itself and on behalf of subcontractors the name and other pertinent 
info1mation about the employment of current and former employees and their relatives within two (2) degrees ofconsanguinity. 
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APPENDIX A 

SYSTEM SECURITY AND ACCESS 

PRICING REQUEST W) 

ISSUED BY TXDPS 


TO DIR DBITS VENDORS 


SYSTEM SECURITY AND ACCESS 

Information Technology Standards 

The Contractor represents and warrants that it shall comply with all technology, security, accessibility, warranty, maintenance, confidentiality, 
testing and other standards, policies and procedures of the Department and the State of Texas that are applicable to the Contractor in its 
performance of this Contract as such standards, policies, and procedures are amended by the Department or the State throughout the term of this 
Contract, including any renewal or optional periods. The Information Resource Manager designated by the Department shall assist the 
Contractor in reviewing these standards, policies and procedures and identifYing those that are applicable to the Contractor in its performance of 
this Contract. 

Cloud Security 

The Contractor shall comply with the current Cloud Security Alliance' s (CSA) Cloud Control Matrix (CCM) security requirements for 
Contractor hosted services or applications that are included as part of Contractor's solution. Information pe1taining to CSA 
https://cloudsecurityalliance.org/ and CCM information may be found at https://cloudsecurityalliance.org/research/ccm/. 

User Security 

A. 	 Account Management: Establish and administer user accounts in accordance with role-based scheme and shall track and monitor role 
assignment. 

B. 	 Account Management: Automatically audit account creations, modifications, disabling and termination actions with notification to the 
Depmiment's personnel. 

C. 	 Prevent multiple concurrent active sessions for one user identification. 

D. 	 Enforce a limit of no more than 3 consecutive invalid access attempts by a user. 

E. 	 Automatically lock the account/node for a 15 minute time period unless released by the Depmtment's Administrator. 

F. 	 Prevent further access to the system by initiating a session lock after a maximum ofthi1ty (30) minutes of inactivity, and the session 
lock shall remain in effect until the user reestablishes access using appropriate identification and authentication procedures. 

G. 	 Ensure all users shall be uniquely identified. 

H. 	 Force users to follow the secure password attributes, below, to authenticate a user's unique ID. The secure password attributes shall: 

1) Be a minimum length of twelve chm·acters; 

2) Not be a dictionary word or proper name; 

3) Not be the same as the User ill; 

4) Expire within a maximum of ninety (90) calendm· days; 

5) Not be identical to the previous ten (10) passwords; 

6) Not be transmitted in the clear text outside the secure location; 

7) Not be displayed in clem· text when entered; and 

8) Never be displayed in clear text on the screen. 

9) Must contain two number, two symbols, two upper and two lower case characters. 


System Security 

A. 	 Provide audit logs that enable tracking ofactivities taking place on the system. 

B. 	 Audit logs must track successful and unsuccessful system log-on attempts. 

C. 	 Audit logs must track successful and unsuccessful attempts to access, create, write, delete or change permission on a user account, file, 
directory or other system resource. 
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405-15-R025523 	 · Attachment B 
D. 	 Audit logs must track successful and unsuccessful attempts to change account passwords. 

E. 	 Audit logs must track successful and unsuccessful actions by privileged accounts. 

F. 	 Audit logs must track successfi.1l and unsuccessful attempts for users to access, modify, or destroy the audit log. 

G. 	 Provide the following content to be included with every audited event: 

1) 	 Date and time ofthe event; 
2) 	 The component of the information system (e.g. software component, hardware component) where the event 

occurred; 
3) 	 IP address; 
4) 	 Type of event; 
5) 	 User/subject identity; and 
6) 	 Outcome (success or failure) of the event. 

H. 	 Provide real-time alerts to appropriate Department officials in the event of an audit processing failure . Alert recipients and delivery 
methods must be configurable and manageable by the Department's System Administrators. 

I. 	 Undergo vulnerability scan/penetration testing conducted by the Department or the Texas Department oflnformation Resources. The 
Contractor shall remediate legitimate vulnerabilities and system/application shall not be accepted until all vulnerability issues are 
resolved at no cost to the Department. 

J. 	 Notifications shall display an approved system use notification message or banner before granting access to the system. The 
notification shall state: 

I) Users are accessing a Department system; 

2) System usage shall be monitored, recorded and subject to audit; 

3) Unauthorized use of the system is prohibited and subject to criminal and civil penalties; and 

4) A description ofthe authorized use of the system. 


K. 	 The Contractor shall implement and use management and maintenance applications and tools, appropriate fraud prevention and 
detection, and data confidentiality/protection/encryption technologies for endpoints, servers and mobile devices. This must include 
mechanisms to identify vulnerabilities and apply security patches. 

L. 	 The Contractor shall establish and maintain a continuous security program as part of the Services. The security program must enable 
the Organization (or its selected third party) to: 

I) 	 Define the scope and boundaries, policies, and organizational structure of an information security management system; 
2) 	 Conduct periodic risk assessments to identifY the specific threats to and vulnerabilities of the Organization due to the Services, 

subject to the terms, conditions and procedures; 
3) 	 Implement appropriate mitigating controls and training programs, and manage resources; and 
4) 	 Monitor and test the security program to ensure its effectiveness. The Contractor shall review and adjust the security program in 

light of any assessed risks. 

Physical Access ContJ"Ols 

A. 	 The Contractor shall restrict physical access to the system(s) containing the Department's data to authorized personnel with 
appropriate clearances and access authorizations. 

B. 	 The Contractor shall enforce physical access authorizations for all physical access points to the facility where information system 
resides; 

C. 	 The Contractor shall verify individual access authorizations before granting· access to the facility containing the information system; 

D. 	 The Contractor shall control entry to the facility containing the information system using physical access devices and guards; and 

E. 	 The Contractor shall change combinations and keys when keys are lost, combinations are compromised, or individuals are transferred 
or terminated. 

F. 	 The Depmtment and the Contractor shall collaborate on security monitoring and incident response, define points ofcontact on both 
sides, establish monitoring and response procedures, set escalation thresholds, and conduct training. The Contractor shall, at the 
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request of the Department or, in the absence of any request from the Department, at least quarterly, provide the department with a 
report of the incidents that it has identified and taken measures to resolve. 

Data Secul"ity 

A. 	 If the Contractor or any subcontractors require access to the Department's network; the Department's data; or the network processing, 
transpmting, or storing of the Department's data (may at the Depmtment's discretion), the Contractor shall be required to sign the 
CJIS Security Addendum, and all of the Contractor' s employees requiring access to the Depmtment's network shall sign the FBI 
Ce1tification to the CJIS Security Addendum and complete a fingerprint based background check. 

B . 	 The Contractor' s solution shall protect against an employee falsely denying having performed a particular action (non-repudiation). 

C. 	 Require the Contractor, subcontractor, and their staff to obtain and provide proofof PIT certifications for its employees accessing the 
Department's data at the request of the Department. 

D. 	 Comply with relevant federal and state statutes ar1d rules, and the Department's policies, and standar·ds, including but not limited.to 
ens requirements. 

E . 	 Data shall not be exported to an external location without the pe1mission of the Department. 

F. 	 In the event of any impermissible disclosure, loss or destruction of Confidential Information, the receiving Patty must immediately 
notifY the disclosing Party and take all reasonable steps to mitigate any potential harm or fmther disclosure, loss or destruction of such 
Confidential Infom1ation. 

Encryption 

The system shall protect the confidentiality of the Department's information. All data transmitted outside or stored outside the secure network 
shall be encrypted. When cryptography (encryption) is employed within information systems, the system shall perform all cryptographic 
operations using Federal Information Processing Standard (FIPS) PUB 140-2 validated cryptographic modules with approved modes of 
operation. The system shall produce, control, and distributes symmetric cryptographic keys using NIST-approved key management technology 
and processes. The key management process is subject to audit by the Department. Bcrypt shall be used to mitigate against brute force attacks. 

A. 	 Wireless: The following requirements specifies the minimum set of security measures required on WLAN-enabled portable elech·onic 
devices (PEDs) that transmit, receive, process, or store PIT or confidential information: 

1) Personal Firewall: WLAN-enabled PED shall use personal firewalls or run a Mobile Device Management system that facilitates 
the ability to provide firewall services. 

2) Anti-Virus Software: Anti-virus software shall be used on wireless ECMs-capable PEDs or run a Mobile Device Management 
System that facilitates the ability to provide anti-virus services. 

3) 	 Encryption ofPll or confidential data-in-transit via WLAN-enabled PEDs, systems and technologies will be implemented in a 
manner that protects the data end-to-end. All systems components within a WLAN that wirelessly h·ansmit PIT or confidential 
information shall have cryptographic functionality that is validated under the National Institute of Standards and Technology 
(NIST) Cryptographic Module Validation Program as meeting requirements per Federal Infmmation Processing Standards (FIPS) 
Publication 140-2. Encryption shall be a minimum of 128 bit. 

4) 	 Data-at-Rest: Data at rest encryption shall be implemented in a manner that protects Pll and confidential information stored on 
WLAN enabled PEDs by requiring that the PED must be powered on and credentials successfully authenticated in order for the 
data to be deciphered. Data-at-rest encryption shall include the encryption of individual files, portions ofthe file system (e.g., 
directories or pa1titions), or the entire drive (e.g. hard disks, on-board memory cards, memory expansion cards). In recognition of 
the increased risk of unauthorized access to Pll or confidential information in the event that aPED is lost or stolen and the 
inherently mobile nature ofthese devices, encryption shall be provided for data-at-rest on all WLAN enabled PEDs that is 
validated as meeting FIPS 140-2. 

5) WLAN Infi"astructure: WLAN infrash·ucture systems may be composed ofeither stand-alone (autonomous) access points (AP) or 
thin APS that are centrally controlled by a WLAN controller. 

6) Validated Physical Security: APs used in the WLANS should not be installed in unprotected enviro1m1ents due to an increased 
risk oftllillpering and/or theft. 

B. 	 Mobile Device Management Requirement. Mobile Device Management (MDM) facilitates the implementation of sound security 
controls for mobile devices and allows for centralized oversight of configuration control, application usage, and device protection and 
recovery. MDM shall include the following core features : 

1) The ability to push security policies to managed devices; 

2) The ability to query the device for its configuration information; 

3) The ability to modifY device configuration as required; 

4) Security functionality that ensures the authenticity and integrity of the transaction in the three categories above; 
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5) Asset management (trackJenable/disable) mobile devices being managed via the MDM server; 
6) The ability to manage proxy access to network resources via the connection ofthe mobile device to the MDM server; 
7) The ability to query devices being managed on the status of security policy compliance and to implement a specified mediation 

function based on compliance status; 
8) The ability to download and store mobile device audit records; 
9) The ability to receive alerts and other notifications fi·ommanage mobile devices; 
10) The ability to receive alerts and other notifications from managed mobile devices; 
11) The ability to generate audit record reports from mobile device audit records; and 
12) Application management (application white list) for applications installed on managed mobile devices. 

Secure Erasure Of Hard Disk Capability 

All equipment provided to the Depmtment by the Contractor that is equipped with hm·d disk drives (i.e. computers, telephones, printers, fax 
machines, scanners, multifunction devices, etc.) shall have the capability to securely erase data written to the hard drive prior to final disposition 
of such equipment, either at the end of the equipment' s useful life or the end ofthe related services agreement for such equipment, in accordance 
with I TAC §202. 

Data Center Location Requirements 

The data center must be located in the continental United States of America. 

Access to Internal Depa•·tJnent Networl\ and Systems 

As a condition ofgaining remote access to any internal Department network and systems, the Contractor shall comply with Depmtment policies 
and procedures. The Depmtment's remote access request procedures shall require the Contractor to submit a Remote Access Request form for 
the Depa1tment's review and approval. 

A. 	 Remote access teclmologies provided by the Contractor shall be approved by the Depmtment's CISO. 

B. 	 Individuals who are provided with access to the Depmtment network may be required to attend or review the Department's Security 
Awareness Training on an annual basis. 

C. 	 The Contractor shall secure its own connected systems in a ma!iller consistent with Depmtment requirements. 

D. 	 The Department reserves the right to audit the security measures in effect on the Contractor's connected systems without prior 

warning. 

E. 	 The Depa1tment also reserves the right to immediately terminate network and system connections not meeting such requirements. 

FBI CJIS Security Addendum 

The Contractor shall execute an originally signed CJIS Security Addendum which can be downloaded fi·om 
http://www.txdps.state.tx.us/securityreview. Additionally, a CJIS Security Addendum Certification shall be signed by each employee 
performing duties related to this project prior to fmal Conh·act award. Each original Certification shall include an original signature of the 
employee and the Contractor's representative. Non-compliance by Respondent will be cause for tennination of contract negotiations and the 
Department may elect to enter into negotiations with the next highest evaluated Offer. 

Criminal History Background Checks 

A. 	 The Contractor shall have its project personnel submit to the Deparhnent a fmgerprint-based Criminal History Background 
Investigation, if required by the Depmtment, atthe Conh·actor' s expense. To facilitate this Criminal History Background Investigation, 
each person shall complete the Depmtment's Vendor Background Infmmation form (HR-22), which shall be provided by the 
Depmtment. 

B. 	 If the Depmtment requires a fingerprint-based Criminal History Background Investigation, the Contractor shall not allow personnel to 
work on the project who have not successfully completed the Deparhnents fingerprint-based Criminal History Background 
Investigation and who do not otherwise maintain the Deparhnent's security clearance. The Depmtment has the right to prevent the 
Conh·actor's personnel from gaining access to the Depmtments building(s) and computer systems if the Department determines that 
such personnel do not pass the background check or fail to otherwise maintain the DepaJtment security clem·ance. 
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C. 	 When required, the Contractor's Project Manager shall provide the following to the Departments Project Manager within 10 calendar 

days ofexecuting this Contract: 

I) the completed Vendor Background Information form (HR-22) for all proposed personnel; and 
acceptable fingerprints for all proposed personnel. 

2) Throughout the term of this Contract, the Department may require the Contractor personnel to submit an annual Department 
fingerprinted-based Criminal History Background Investigation to the Department. 

3) Throughout the term of this Contract, the Contractor shall promptly notifY the Depattment of any activity or action by the 

Contractor' s persormel that may affect that individual ' s ability to continue to work under this Contract 

Dcpar·tment Information Protection Policies, Standards & Guidelines 

A. 	 Contractor, its employees, and any subcontractors shall comply with all applicable Depattment Information Protection Policies, 
Standards & Guidelines and any other Depattment requirements that relate to the protection or disclosure ofDepartment Information. 
Depattment Information includes all data and information 

I) submitted to Conh·actor by or on behalf ofthe Deparhnent, 

2) obtained, developed, produced by the Contractor in connection with this Contract, 

3) communicated verbally whether intentionally or unintentionally, or 

4) to which the Contractor has access in connection with the services provided under this Contract. 


B. 	 Such Depattment Information may include taxpayer, vendor, and other state agency data held by the Depattment. 

C. 	 As used herein, the terms "Sensitive" and "Confidential" information shall have the meanings set forth in the Department's 
Information Protection Policies, Standards & Guidelines. 

D. 	 All waiver requests shall be processed in accordance with the Depattment's Information Protection Policies, Standards & Guidelines 
Waiver Policy. 

E. 	 The Depattment reserves the right to audit the Contractor's compliance with the Department's Information Protection Policies, 
Standards & Guidelines 

F. 	 The Depattment reserves the right to take appropriate action to protect the Department's network and information including the 
immediate termination ofsystem access. 

G. 	 The Contractor shall ensure that any confidential Department Infom1ation in the custody of the Contractor is properly sanitized or 
destroyed when the information is no longer required to be retained by the Department or the Contractor in accordance with this 
Contract. 

H. 	 Electronic media used for storing any confidential Department Information shall be sanitized by clearing, purging or destroying in 
accordance with NIST Special Publication 800-88 Guidelines for Media Sanitization. The Contractor shall maintain a record 
documenting the removal and completion of all sanitization procedures with the following information: 

1) Date and time of sanitization/destruction, 

2) Description of the item(s) and serial number(s) if applicable, 

3) Inventory number(s), and 

4) Procedures and tools used for sanitization/destruction. 


I. 	 No later than sixty (60) days from contract expiration or termination or as otherwise specified in this Contract, the Contractor shall 
complete the sanitization and destruction of the data and provide to the Department all sanitization documentation. 

Disclosur·e of Security Breach 

Without limitation on any other provision of this Contract regarding information security or security breaches, the Contractor shall provide 
notice to the Department's Project Manager and the CISO as soon as possible following the Deparm1ent's discovery or reasonable belief that 
there has been unauthorized exposure, access, disclosure, compromise, or loss of sensitive or confidential Deparhnent information ("Security 
Incident"). 

A. 	 Within twenty-four (24) hours of the discovery or reasonable beliefof a Security Incident, the Contractor shall provide a written 
repott to the CISO detailing the circumstances ofthe incident, which includes at a minimum: 

1) A description ofthe nature of the Security Incident; 

2) The type ofDepartment information involved; 

3) Who may have obtained the Depattment information; 
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4) What steps the Contractor has taken or shall take to investigate the Security Incident; 
5) What steps the Contractor has taken or shall take to mitigate any negative effect of the Security Incident; and 
6) A point of contact for additional infonnation. 

B. 	 Each day thereafter until the investigation is complete, the Contractor shall provide the CISO with a written report regarding the status 
of the investigation and the following additional information as it becomes available: 

1) Who is known or suspected to have gained unauthorized access to the Depattment's infom1ation; 
2) Whether there is any knowledge if the Department information has been abused or compromised; 
3) What additional steps the Contractor has taken or shall take to investigate the Security Incident; 
4) What steps the Contractor has taken or shall take to mitigate any negative effect of the Security Incident; and 

5) 	 What corrective action the Contractor has taken or shall take to prevent future similar unauthorized use or disclosure. 

C. 	 The Contractor shall confer with the CISO regarding the proper course ofthe investigation and risk mitigation. The Depmtment 
reserves the right to conduct an independent investigation ofany Security Incident, and should the Depmtment choose to do so, the 
Contractor shall cooperate fully by making resources, personnel, and systems access available to the Deprutment and the Department's 
authorized representative(s). 

D. 	 Subject to review and approval of the CISO, the Contractor shall, at its own cost, provide notice that satisfies the requirements of 
applicable law to individuals whose personal, confidential, or privileged data were compromised or likely compromised as a result of 
the Security Incident. If the Depattment, in its sole discretion, elects to send its own separate notice, then all costs associated with 
preparing and providing notice shall be reimbursed to the Department by the Contractor. If the Contractor does not reimburse such 
costs within thirty (30) calendar days ofthe Depattment's written request, the Department shall have the right to collect such costs. 

Cyber Insurance Requirement 

The Contractor will maintain sufficient cyber insurance to cover any and all losses, security breaches, privacy breaches, unauthorized 

distributions, or releases or uses ofany data transferred to or accessed by Contractor under or as a result of this Contract. 


A. 	 This insurance shall provide sufficient coverage(s) for the Contractor, the Depattment, and affected third patties for the review, repair, 
notification, remediation and other response to such events, including but not lin1ited to, breaches or similar incidents under Chapter 
521, Texas Business and Commerce Code. 

B. 	 The Depmtment may, in its sole discretion, confer with the Texas Department oflnsurance to review such coverage(s) prior to 
approving them as acceptable under this Conn·act. 

C. 	 The Conn·actor shall obtain modified coverage(s) as reasonably requested by the Depattment within ten (1 0) calendar days of the 
Contractor's receipt of such request from the Department. 

Representations And \Van·anties Related To Softwat·e 

If any software is provided under this Contract, the Contractor represents and warrants each of the following: 

A. 	 The Conn·actor has sufficient right, title, and interest in the Software to grant the license required. 

B. 	 Contract terms and conditions included in any "clickwrap", "browsewrap", "shrinkwrap", or other license agreement that accompanies 

any Software, including but not limited to Software Updates, Software Patch/Fix, or Software Upgrades, provided under this Contract 

are void and have no effect unless the Department specifically agrees to each licensure term in this Contract. 

C. 	 The Software provided under this Conn·act does not infringe upon or constitute a misuse or misappropriation of any patent, trademark, 

copyright, trade secret or other proprietary right; 

D. 	 Software and any Software Updates, Software Maintenance, Software Patch/Fix, and Software Upgrades provided under this Contract 

shall not contain viruses, mal ware, spywru·e, key logger, back door or other covert communications, or any computer code 

intentionally designed to disrupt, disable, harm, or otherwise impede in any manner, including aesthetical disruptions or distortions, 

the operation of the computer program, or any other associated software, firmware, hardware, or computer system, (including local 

area or wide-area networks), in a manner not intended by its creator(s); and 

E. 	 Software provided under this Contract does not and will not contain any computer code that would disable the Software or impair in 

any way its operation based on the elapsing of a period of time, exceeding an authorized number ofcopies, advancement to a 

patticular date or other numeral, or other similru· self-destruct mechanism (sometimes referred to as "time bombs", "tin1e locks", or 
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"drop dead" devices) or that would permit the Contractor to access the Software to cause such disablement or impairment (sometimes 
referred to as "trap door" devices"). 

Rights to Data, Documents and Computet· Software (State Ownuship) 

A. 	 Any biographic data, demographic data, image data inclusive of fingerprints, photograph and signatures or any other data or metadata 
in any form acquired or accessed by the Contractor in the perfonnance of its obligations under this Contract shall be the exclusive 
property of the State of Texas and all such data shall be delivered to the Depattment by the Contractor upon completion, tem1ination, 
or cancellation of this Contract. 

B. 	 The Contractor shall not use, willingly allow, or cause to have such data used for any purpose other than the performance of the 
Contractor's obligations under this Contract without the prior written consent ofthe Depmtment. 

C. 	 The ownership rights described herein shall include, but not be limited to, the right to copy, publish, display, transfer, prepare 
derivative works, or otherwise use the works. 

d. 	 The Contractor shall provide, at no additional charge, appropriate licenses for the Depm·tment to use and access, as necessary for the 
Depmtment to use and access the turnkey solution during the term of the lease, the Contractor's pre-existing software or other 
intellectual or proprietary property that the Contractor determines is necessary to facilitate the performm1ce of the Contractor's 
obligations under this Contract. 
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APPENDIXB 

SYSTEM ARCIDTECTURE AND IT REQUIREMENTS 

PRICING REQUEST (PR) 


ISSUED BY TXDPS 


TO DIR DBITS VENDORS 


INFORMATION TECHNOLOGY (IT) REQUIREMENTS 

TI1e Contractor shall comply with the following standards and requirements wherever they are applicable to this Contract. The Department 
shall have the sole right to waive specific requirements if in its sole judgment doing so would mitigate costs or risks or significantly improve the 
installed and configured solution. 

Environment Standat·ds 

TI1e COTS Software shall be hosted within Contractor's computing infl-astructure or within the Departments' IT infrastructure. The 
Contractor shall provide a complete hardware and software inventory including any servers required, an architectural diagram, security 
diagram, network diagram, network usage assessment, and communications port diagram of the complete overall system and narrative 
describing requested diagrams and any API and Web service components, and the recommended workstation configuration if any. The 
Contractor shall also itemize all assumed capabilities and minimum hardware and software requirements of any Department IT related 
systems required to access or support contractor's product or system. The Respondent must provide copies of the 508 compliance VP AT 
documentation for all components of the proposed system. · 

A. Contractor Hosted COTS Software: 

1. Any applicable server hardware shall identity: 

a. The processor requirements; 
b. The memory requirements; 
c. Operating system details and dependencies; and 
d. Data storage requirements. 

2. All workstation recommendations shall identifY: 

a. The processor requirements; 
b. Display requirements; 
c. The memory requirements; 
d. Operating system details and dependencies; 
e. Data storage requirements; and 
f. Any support applications required such as Internet Explorer, Adobe PDF Reader etc. 

3. Peripherals required: 

a. Printers; 
b. Scanners; and 
c. Fax. 

B. The Respondents system must support the following 
a. DPS issued desktop or laptop PCs: 

i. Windows 7 
ii . Internet Explorer 8 or greater 

iii. Firefox 27 or greater 
b. DPS issued Mobile Devices 

i. lOS version 7 or greater 
ii. iPhone 4s or greater 
iii. iPad 3 or greater 

c. Publicly owned desktop or laptops PCs 
1. Windows 7 or greater 

ii. Mac OS X 10.6.8 or greater 
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iii. Internet Explorer 8 or greater 
iv. Safari I 0.6.4 or greater 
v. Firefox 27 or greater 

d. Publicly owned mobile devices, phones and tablets 
i. Using lOS 7 or greater 

ii. Using Android 4.I or greater 

C. The Depmtment Hosted COTS Software: 

The Contractor shall follow the Department's hosting standards for any software and hardware that is hosted within the Department 
Data Centers. The Contractor hosted software and hardware are not required to meet these requirements. However, the Contractor 
hosted software and hardware shall meet these standards prior to migrating from the Contractor hosted to the Department hosted. 

The existing Department infrastructure framework supports several industry standard products and platforms. The Conh·actor shall 
identifY the products required to properly support the contracted solution. 

I. The Contractor shall identify: 

a. Required hardware platforms and operating system to support the proposed solution: 

i. The processor requirements; 
11. The memory requirements; 

iii. Operating system details and dependencies; and 
iv. Data storage requirements. 

b. Required application server platforms: 

i. The processor requirements; 
ii . The memory requirements; 

m. Operating system details and dependencies; and 
IV . Data storage requirements. 

c. Required web server platforms: 

v. The processor requirements; 

v1. The memory requirements; 


vu. Operating system details and dependencies; and 

vm. Data storage requirements. 


d. Any required support services such as email servers etc.: 

ix. The processor requirements; 
x. The memory requirements; 


x1. Operating system details and dependencies; and 

xii. Data storage requirements. 

2. The Department's IT infrastructure only allows the following database platforms: 

a. Contractor SQL Server 20I2 
b. DB2 9.7.2 on Distributed (AIX and LINUX) 
c. Oracle on a case by case basis 

3. The Department's IT infrastructure report services are supp01ted with Crystal Reports. 

Communication Standa1·ds 

The COTS Software shall support integration with other Department systems utilizing standard web services or provide API tools that can 
be incorporated into the Department's applications or secure file h·ansfer protocol with data encryption. 

Network Topography 
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A. 	 The Depmtment utilizes a combination of public and private TCP/lP network resources. All internal communications between client 

resources, other systems, and system services shall be through this network. 

B. 	 The Respondent shall include in its Offer an estimate on the amount of bandwidth or formulas to calculate usage required to supp01t 
the number of expected internal DPS Users and volume of work. The Offer must also provide infonnation on how they will provide 
adequate network capacity for DPS Users and External Users. 

C. 	 The Respondents system use standard TCP/lP network access ports. The system must be accessible on Port 80 for standard Web 
Browser access and Port 443 for Secure Web Browser supp01t. 

Workstation installed softwat·e 

If the software solution is client based and needs to be installed on each computer, the Contractor shall provide the client software in a MSI 
format so that the install can be packaged to operate as a silent install for Windows based systems. OS X applications must supp01t Apple 
Application installation package standards. Any software required for mobile devices must be available fi·om the appropriate App store 
based on the device operating system. Mobile device software must also be compatible with Mobile Device Management software 
distribution tools. 

MAINTENANCE AND SUPPORT 

Contt·actot· Hosted COTS Software Services 

The Contractor shall provide COTS Software that includes and may not be limited to all hardware and software maintenance and support, 
upgrades to equipment to meet and maintain performance service levels, backup hardware and Internet connections in accordance within 
Section C.Il.l, Cloud Security. 

Depat·tment Hosted COTS Software 

The Contractor shall provide a software maintenance solution to include, but may not be limited to provide: 

A. 	 Support for the COTS Software to include software changes that the Contractor develops for the Department under this Contract shall 
be managed through the Service Level Agreement. 

B. 	 Preventative scheduled and unscheduled system diagnosis and conection of faults as well as modification of the software to maintain 
the service level performance ofthe COTS Software. 

C. 	 Web-based support portal for the Depmtment to report minor problems shall be available twenty-four (24) hours per day, seven (7) 
days per week, and three-hundred-sixty-five (365) days a year with a researchable knowledge base for known issues. Response to 
reported problems shall be managed as defined in the Service Level Agreement. 

D . 	 Maintenance services to resolve usability problems to include but may not be limited to bugs, security issues, and installation of 
software updates and major software releases. 

E. 	 New software versions or releases at no additional cost to the Department occurring in the normal maintenance yearly support as 
Offered in Section B.2, Pricing Schedules. 

Software Updates 

The Contractor shall provide periodic system software updates that shall incorporate corrections of any defects, and enhancements to the 
system's software. 

A. 	 COTS Software updates released by the Contractor shall be installed by the Contractor during periods during the maintenance window 
mutually agreed upon by the Department and the Conh·actor as defmed in the Service Level Agreements. 

B. 	 Updates to Documentation or manuals resulting fi·om system software updates shall be provided or made available on demand to the 
Department. 

Hardwat·e 

A. 	 The Contractor shall provide maintenance services for hardware equipment owned by the Contractor . installed to supp01t a 
Contractor's Hosted COTS Software. 
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B. 	 The Contractor shall provide notice to the Department a minimum of five (5) business days prior to scheduled maintenance including 

length of anticipated downtime plus the description or purpose of scheduled maintenance. The Contractor shall provide notice to The 
Department and employees prior to unscheduled maintenance where possible including length of anticipated downtime plus the 
description or purpose of unscheduled maintenance. 

1. 	 Preventive Maintenance 

The Contractor shall provide preventive maintenance services in order to maintain the system in good condition and working 
order on a mutually agreeable scheduled basis. The preventive maintenance schedule is to be based on the Contractor' s and the 
Depa.Itments ' mutual agreement of the particula.J· service required for each system component, it being understood that this 
schedule shall be oriented to avoid periods when the system is expected to have the heaviest use. 

During the term of this Contract, the Department may, by providing five (5) calendar days prior written notice, select any 
alternative period of maintenance coverage whether or not such alternative represents an increase or decrease in service. 

2. 	 Remedial Maintenance 

The Contractor shall provide remedial maintenance to the system on a twenty-four (24) hour per day, seven (7) day per week 
basis, with a response time of no more than one (1) hour for each incident. 

SERVICE OUTAGE ESCALATION AND COJVIJVIUNICATION 

The Contractor shall provide a detailed communication plan that specifies how the Contractor shall be contacted in the event of a system 
outage. If the solution is hosted by the Contractor, the Contractor shall provide its notification and escalation process as part of the 
communication plan. 

SERVICE LEVEL STANDARDS 

The purpose of these Service Level Standards is to ensure that the proper elements are in place to provide the Depmtment employees with 
the optimal level of system perforn1ance. The Service Level Standards define the terms, conditions, requirements, responsibilities, and 
obligations of the Department, employees, and the Contractor. 

System Pt·oduction Control 

The Contractor shall schedule production management such as batch processing, job scheduling, automated import/exports, etc. at a 
minimum of once every twenty-four (24) hours, seven (7) days per week and three hundred sixty-five (365) days per year. The production 
conh·ol schedule shall be mutually agreed upon by both the Contractor and the Department and shall be oriented a.J·ound periods when the 
system is expected to have the lightest use. 

System Suppot·t 

The Contractor shall supp01t all software licensed to the Department for use during the term of this Conh·act. The Contractor shall provide 
toll-fl-ee telephone, or e-mail accessibility to the Depattment for the system, Monday through Friday, 8:00 a.m. to 6:00 p.m. , Central Time, 
excluding State or federal holidays. A list of the Depmtments holiday schedule is available upon request. These days and times may 
change at the discretion of the Department. The Contractor shall provide the capability for the Deparh11ent and employees to leave a 
message for occasions outside of that time period. 

A. System support for the Deparhnent and employees includes responsibilities such as: 

1. 	 New Depa.I·trnent or employee training; 
2. 	 System configuration; 
3. 	 Record contribution methodologies or practices; 
4. 	 System navigation; 
5. 	 Data query or export procedures; 
6. 	 Search criteria, best practices, parameters, etc.; and 
7. 	 Troubleshooting for system hardware, system softwa.J·e, network, etc. 

B. System suppOit for the Depmtment and employee excludes responsibilities such as: 

1. 	 Record content; 
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2. 	 Record quality; 
3. 	 Record interpretation; 
4. 	 Employee administration (including new accounts, password creation or resets); 
5. 	 Non-system software owned, purchased, installed, developed or utilized by the Department or the Department's hardware; and 
6. 	 The Departments/User's ISP or other internal method of access. 

System Performance 

Basic Requirements 

A. Basic Requirements 

In addition to the office hours uptime requirements, as defined in Section C.l6.2.3,System Rate Calculation, the Contractor agrees to 
maintain optimal system performance twenty-four (24) hours per day, seven (7) days per week, three hundred sixty-five (365) days per year 
at a rate of 99.5% (hereafter referred to as the "Rate") as calculated by Rate Calculation below. The Contractor is cautioned to quickly 
resolve the source or sources of failure. Inability to meet or exceed the Rate in any twelve (12) month period may at the Department's sole 
discretion result in the following actions: 

1. 	 First Remedy: Verbal warning. 
2. 	 Second Remedy: Written warning added to the Contract File Folder as stated in accordance with Section H.3, Fm1her 

Opp011unity to Cure, ofthis Contract. 
3. 	 Continuing Remedy: The Department may consider exercising the Contract remedies, which may include te1mination as stated in 

accordance with Section H.4, Termination, ofthis Contract. 

Rate of Calculation 

B. Rate Calculation 

The Contractor shall measure the rate of system performance by the amount of downtime during a calendar month. This metric gauges the 
system performance as a percentage of available hours tracked to the quarter of an hour (rounded). The rate of system performance shall be 
measured and monitored as follows: 

Available hours equal total number of hours in a month (24 hours x number of days in the month) minus the actual amount of time spent to 
the quarter of an hour for scheduled maintenance for the hosted application. 

Downtime is the total number of hours (rounded to the quarter hour) during which the solution is not in operation. 

System Performance Rate equals available hours Downtime divided by available hours. 

Example for the month ofJanuary: 

Available time per month was 744 hours (31 days X 24 hours) 

Downtime per month was 3.75 hours (start 1:00am- end 4:40am) 

744.00-3.75 = 740.25 

740.25 7 744 = 99.5% 

Reports 
For Vendor hosted solutions, the Vendor shall repOit both system performance Rate and average Response Time of the system by 5:00pm CST 
Monday following the last business day of the month throughout the life of an active Change Order. Reports may be made available through the 
system or distributed to the Department's Contract Monitor. 

Data Backups 
The Vendor or system shall perforn1 backups on all system Records once every twenty-four (24) hours, seven (7) days per week, and three hundred 
sixty-five (365) days per year to facilitate data and system restoration in the event of any failures, including but not limited to, hardware. The data 
backup schedule shall be mutually agreed upon by both the Vendor and the Department and shall be oriented around periods when the system is 
expected to have the lightest use. 

Contact Persons 
The Vendor's point ofcontact for maintenance and service levels shall be the Division and lTD Project Managers. The Departments' primary point 
of contact shall be the Deprutments' Contract Administrator in accordance with this Contract in Section (X}, Contract Administrator. 
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Recovery Points 

A. 	 The vendor will comply with the Disaster Recovery Plan. 

Ha.-dware and Software Refresh 

The Vendor shall provide hardware and software refresh plans to address end of support or end of life products. The plan shall also address system 

and application patches and implementation methodology and schedule. Refi·esh of hardware and software will be at the sole discretion ofthe 

Department. 


ADA Compliance 

The Respondent represents and warrants that it will comply with the requirements of the Americans with Disabilities Act (ADA). 


TESTING REQUIREMENTS, IMPLEJVillNTATION AND ACCEPTANCE 

All testing activities shall include the following but not be limited to: 


Implementation and Acceptance 


TXDPS will work closely with the Respondent to insure each phase ofthis project is complete; however, completion of any one phase specified in 

this RFO does not constitute full completion and acceptance of the project' s requirements. 


Unit Testing: 

A. 	 Respondent shall provide a listing of test cases based on the requirements ofthis solicitation, the Implementation Plan, Project Plan 

and Schedule and in direct coordination with TXDPS Project Manager. 

B. 	 Respondent shall also provide TXDPS with the results of the Unit test cases that were executed to completion. 

C. 	 Based on the outcome of successful unit testing, Respondent shall advance to the next step of System Testing. Successful unit testing 
shall be defined as 100% pass rate of all defined unit test cases with no outstanding issues/defects. Respondent shall perform all these 
tests in a development environment. 

System Testing: 

A. 	 Respondent shall provide to TXDPS for review and approval by TXDPS QA testing staff, documented test cases that shall be 
performed during Respondent system testing to validate the successful migration and installation of the software package before any 
System Testing begins. 

B. 	 Respondent shall be responsible for performing system testing in the Respondent QA Environment and provide test results to TXDPS. 

C. 	 Respondent shall log all defects found during the System Testing in the agreed upon defect tracking application. 

D. 	 Respondent shall investigate any defects found during System Testing and participate in Defect Triage meetings with TXDPS to 
determine defect outcome and resolution. 

E. 	 Respondent shall provide defect fixes in the tin1eframe as defined in SLA. 

F. 	 Respondent shall demonstrate all components of the Application Software are performing as defined in the System Test cases and 
Business Requirements, including interfaces with other systems (Baseline Interfaces), in the specified System Hardware, Operating 
Software and Network Environment (System Environment). 

Performance/Load Testing: 

Performance/Load Testing will be performed by TXDPS in coordination with the Respondent in instances where intemal metrics (network 
load, etc.) cannot be caph1red by the Respondent. TXDPS will also help coordinate internal resources to provide oversight and assistance 
when necessary. 

A. 	 Respondent shall provide documented test cases to TXDPS that shall be performed during Respondent performance and load testing 
to validate the successful performance of the software package. 

B. 	 Respondent shall capture the average data throughput for solution and the maximum number ofconcurrent users before service 
degradation to ensure user traffic does not have an adverse effect the TXDPS netv;ork and provide these results to TXDPS. 

C. 	 Respondent shall be responsible for conducting performance and load testing that will demonstrate their system is capable of meeting 
metrics as defined by TXDPS. 
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D. 	 Respondent shall provide perform ance and load test results to TXDPS for review and approval. 

E. 	 Based on the outcome of successful performance and load testing, Respondent shall advance to the next step of System Integration 
Testing. Successful performance testing shall be defined as I 00% pass rate of all defined test cases with no outstanding issues/defects. 
Respondent shall perform all these tests in a production-like enviromnent. 

Integration Testing: 

TXDPS shall perform System Integration Testing independently or jointly with the Respondent, following successful completion and 
documentation ofRespondent and TXDPS System Testing. Successful completion is defined as 100% pass rate of all defined System Test 
cases with no outstanding issues/defects. 

A. 	 Respondent shall provide assistance during the System Integration Testing process by providing technical and QA resources that will 
answer questions and provide clarifications and/or fixes to any issues encountered during the System Integration Testing cycle. This 
suppmt can be perfmmed remotely or in person at the TXDPS facility. Remote support shall consist of, but is not limited to, remote 
server control mechanisms, Web Ex review sessions, telephone conference calls and email exchanges. System Integration Testing will 
focus on the integration and interaction with other TXDPS systems, external systems, or third party components and shall be based on 
the TXDPS requirements as well as the Respondent System Design Specification. 

B. 	 The vendor must provide a User Acceptance Testing environment upon successful completion of System Integration Testing. 

C. 	 TXDPS shall log all defects found during the System Integration Testing in the agreed upon defect tracking application. 

D. 	 Respondent shall investigate any defects and pmticipate in Defect Triage meetings with TXDPS to determine defect outcome and 
resolution. 

E. 	 Respondent shall provide a documented response to the documented defect in the agreed upon defect tracking application. 

F. 	 Respondent shall provide defect fi xes in the tirneframe as defined in SLA. 

G. 	 Respondent shall provide Release Notes containing an open issues log for each test iteration. 

H. 	 At TXDPS ' sole discretion, test cases may be modified or added to ensure completeness, accuracy and quality of the delivered 
software package as defined in business and technical documentation. 

I. 	 Based on the successful outcome of System Integration Testing, TXDPS shall advance to User Acceptm1ce Testing (UAT). Successful 
System Integration Testing shall be defined in the Test Plan documentation created by TXDPS. 

J. 	 System Integration testing shall not be considered successful if outstanding Severity one (I) or Severity two (2) defects pending 
resolution remain. 

Use1· Acceptance Testing (UAT): 

A. 	 Following successful completion ofthe System Integration Testing, or System Test for Contractor Hosted systems, TXDPS shall 
coordinate and execute UAT in the Contractor's (UAT) environment. 

B. 	 UAT shall be perfmmed by TXDPS end users based on UAT test cases created by TXDPS. 

C. 	 TXDPS shall notifY Respondent of any defects found during User Acceptance Testing ofthe Software Solution. 

D. 	 Respondent shall investigate any defects and participate in Defect Triage meetings with TXDPS to determine defect outcome and 
resolution. 

E. 	 Respondent shall provide defect fixes in the tirneframe as defined in the SLA. 

F. 	 If the number of defect failures prevents all systems from operating as described above, the TXDPS may reject the entire final 
software package. 

G. 	 If all criteria is not met as defined in the TXDPS Quality Assurance Entry and Exit Criteria document (Exhibit##), or the respondent's 
solution does not meet the defined business requirements, the TXDPS may reject the final software solution. 
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Final Acceptance: 

Final acceptance of the Software Solution shall not occur until ninety (90) business days after the review period, to include thirty (30) days failure 

free operation of the system and delivery of all required documentation. 


Failure Resolution: 

Upon failure of any test within the control of the Respondent shall submit a report describing the nature ofthe failure and the actions to be taken to 

remedy the situation prior to any modification or replacement ofthe system, within ten (I 0) business days. TXDPS shall provide written approval or 

denial within five (5) business days. If a system requires modification, the fault shall be corrected and the test repeated until successfully completed. 


A. 	 Major discrepancies that will substantially delay receipt and acceptance of the system shall be sufficient cause for rejection of the 
system. Failure to satisfY the requirements of any test is considered a defect and the system shall be subject to rejection by TXDPS. 
Any rejected software package may be offered again for retest provided all noncompliance has been conected. 

B. 	 Resolution of System Integration Test Failure. If the software package fails the System Integration Test, Respondent shall correct the 
fault and then TXDPS will repeat the Systems Integration Test until successfully completed. 

C. 	 Resolution ofFinal Acceptance Test Failure. If a defect within the system is detected during the Final Acceptance Test, TXDPS shall 
document the failure. Respondent will be required to research, document and correct the source of failure. Once corrective measures 
are taken, TXDPS shall monitor the point of failure until a consecutive thirty (30) calendar day period free of defects is achieved. 

Retest 
Respondent and TXDPS shall mutually agree to re-test per C.17 Testing Requirements, Implementation, and Acceptance, as determined by the 
environment where the issue is to be addressed. If the system downtime exceeds seventy-two (72) hours or system has not operated for thirty (30) 
consecutive days free of defects within the ninety (90) day period, TXDPS may extend the test period by an amount of time equal to the greater of the 
downtime in excess of seventy-two (72) hours or the number of days required to complete the performance requirement of an individual point of 
failure. 

DEPARTMENT RECORDS AND DATA RETENTION 

A. 	 Upon conclusion of this Contract, including management transition to the Department or another Contractor, all agency data and 
reports and the complete, ce1tified set of fully, properly documented, and commented application programming files and logs 
developed by the Contractor specifically for this Conh·act shall revert to the Department. This shall include customized code, data and 
images, data and images indices, data and image indexing or analysis, and logging tools and information not present in Contractor's 
product as normally initially delivered to other clients. 

B. 	 Agency records shall be labeled and delivered in a manner satisfactory to the Department. The Conh·actor shall comply with additional 
instmctions pe1taining to Depa1tment records as detailed in Section H. 55, Books and Records, of this Contract. 

C. 	 In the event the Contractor requires copies of any records after conclusion of this Contract or this Contract' s expiration and Facility 
management transition, the Department shall furnish copies to the Contractor at the Contractor's expense. 

D. 	 Records shall be maintained in accordance with the Depmtment' s Records Retention Schedule as detailed in Section E.2, Inspection 
by State Employees. 
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Attachment C • SOW 


TXDPS Texas Gang Intelligence Index (TX Gang) 

Application Development, Maintenance & Support, 

Technology Upgrade/Migration and Transformation 


1. Introduction 

TXDPS issues this Statement ofWork (SOW) under this PR number 405-15-R012836 for setvices under the 
Department of Information (DIR) Deliverables Based Information Technology (DBITS) Master Contracts for a 
TXDPS Crime Records Setvice (CRS) application. 

Chapter 61 of the Texas Code of Criminal Procedure mandates that the TXDPS create and maintain a statewide 
gang intelligence database operated in accordance with Title 28 of the Code of Federal Regulations Chapter 23. 
This database is provided at no cost to law enforcement and criminal justice agencies throughout Texas for the 
purposes of maintaining a central gang intelligence source. Any law enforcement agency collecting gang 
intelligence in Texas, any sheriffs office in a county with a population of greater than 100,000, and any police 
depmiment jurisdiction with a population of more than 50,000 are required to submit gang data to the TXDPS­
provided gang database. The database was officially created in 1999 as the Texas Gang Intelligence Index ("TX 
Gang" or "the System"), and has been through three major iterations in that time, each of which has had an 
increase in patiicipation and scope. TX Gang has become, and is continuing to grow as, a major resource in 
both the Texas and national gang intelligence communities. Currently, the Crime Records Service (CRS) of the 
Law Enforcement Support (LES) division oversees and maintains the database. . 

TX Gang serves as an effective investigative, analytical, and statistical criminal investigative resource by providing the 
tools necessary to identify, relate, and track gangs, gang members, and their activities and by allowing for the sharing of 
data across multiple local, state, and national jurisdictions. The primary objectives ofTX Gang are receipt, storage, and 
sharing of essential criminal investigative information related to gangs and gang members. It is the intent of TXDPS 
to issue a Purchase Order (PO) for maintenance and suppmi tasks, and accompanying Change Orders for 
application development needs as identified. 

2. Scope - Technical Environment and Identified Application Enhancement Projects 

A. 	 The Vendor shall provide continuous maintenance services for the TXDPS' TX Gang related 
software utilized by the TXDPS for the System to include, but not be limited to, preventive and 
remedial maintenance and enhancement services for upgrades, refreshes, enhancements, 
customization, test and acceptance, and other related services. 

B. 	 The Vendor's services for the System shall be an open solution to allow for customization and 
enhancements to meet all CJIS security requirements. 

C. 	 Enhancement services: The TXDPS will assign and then issue Change Order Plan(s) as incorporated 
in Exhibit 1, Change Order Template, for additional services to include but not be limited to 
customization, enhancements, and other related services. The Contract Monitor shall work with the 
Vendor to prepare the COP(s). The Contract Monitor shall submit a requisition to Procui·ement and 
Contract Services to finalize the modification to this Contract. 

Examples of factors requiring application enhancement include but are not limited to: 

• 	 Open Records Requests 
• 	 Mandated Legislative Changes 
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• 	 FBI Program Specific Changes through its Technical Operational Update documents 
• 	 FBI Audit 
• 	 TXDPS Audit 
• 	 TXDPS Administrative Mandates 
• 	 TXDPS Internal Data Aggregation Mandates (Web Services) 
• 	 TXDPS IT and Infrastructure Design Mandates 
• 	 TXDPS CRS Tettiary Programs (Texas Crime Information Center I National Crime Information 

Center /Texas Law Enforcement Telecommunications System) 
• 	 Oversight board requirements 

The Vendor shall provide continual application development and suppmt services through enhancements 
and software updates plus suppmt services contracted through its DIR Master Contract. Support services 
shall include: 

• 	 System analysis 

• 	 Scope assessment 

• 	 Specification development 

• 	 Programming 

• 	 Web based services 

• 	 Data impmt and expmt processes 

• 	 Interfaces 

• 	 System Infrastructure 

• 	 Repmt generation 

• 	 Testing and quality assurance 

• 	 Implementation 

• 	 Documentation of new features and functionality 

• 	 Technical suppmt 

• 	 Database design 

• 	 Suppmt code framework ensuring the system meets all compliance requirements with Title 1 Texas 
Administrative Code chapters 206 and 213 

• 	 24x7x365 maintenance of the System 

• 	 Maintenance and patching of software 

• 	 Preventative and routine maintenance to include but not be limited to patching of servers and other 
relevant commercial software such as Microsoft SQL Server 

2.1 Technical Environment 

2.1.1 Software Environment: Operating System(s): Red Hat Enterprise Linux Server release 5.4; 
Application Server: Tomcat 7.0.23 

2.1.2 Hardware: Cisco UCS Server (production); Cisco UCS Server (development/test) 

2.1.3 Database Environment: DB2 v9.7.0.2 and any subsequent releases 
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2.1.4 Programming Languages: Java 1.6.0_2; stored procedures (see database environment); JavaScript; 
Tapestry 5.1 

2.1.5 User accessibility: will be on a 24x7x365 basis, with at least 99.5% availability via approved platforms. 
Web based access will be available regardless of user platform, but at a minimum will suppmt all common 
browser configurations. 

2.1.6 Data throughput: Data transmitted from TX Gang will meet NIEM 2.1 standards with an anticipated 
upgrade to 3.0 within twelve (12) calendar months of its release. Future iterations of the NIEM standard will 
also be suppmted. 

2.2. Application Development and I or Enhancement Change Orders 

Application development or teclmology upgrade/migration and transformation tasks will be governed by issuing 
task specific Change Orders (Exhibit 1). Each Change Order will be negotiated and agreed to by both parties. 
Change Orders will be officiated by signatures of the Vendor, the TXDPS Division's Contract Monitor (CM) or 
assigned designee, requesting the work, and the TXDPS Procurement & Contract Services (P&CS) Contract 
Administrator, and will be incorporated into this Contract. The TXDPS CM or assigned designee will initiate 
this process by providing the Vendor with a draft Change Order for update and negotiations. Once the TXDPS 
CM or assigned designee and the Vendor have determined and agreed to all deliverables and updated the draft 
Change Order accordingly, the draft Change Order will be forwarded to the TXDPS Contract Administrator for 
scope and pricing verification. Once all identified groups concur, the TXDPS Contract Administrator will 
facilitate final signatures to incorporate the Change Order into this Contract. No work is authorized without an 
approved and executed Change Order as provided to the Vendor by the TXDPS Contract Administrator. 

2.2.1 Change Order Format and Methodology 

The format of the . Change Order will not be altered by either the TXDPS Division CM or assigned designee or 
the Vendor. The TXDPS Division CM or assigned designee and the Vendor shall only update applicable 
deliverable language, provide pettinent project information and background necessary to explain the project 
tasks and scope, and update all Change Order tables as the project progresses. 

Change Orders will be issued for any and all application customizations, updates, and/or modifications, to 
include but not be limited to: alterations of software, programming, documentation, and other applications or 
services beyond those originally stated within this SOW for standard maintenance and hosting requirements as 
detailed within this Contract. 

3. Maintenance and Support Requirements 

The Vendor shall provide maintenance and suppmt for the TX Gang application will need to meet the following 
criteria. Please refer to Section 7 of this SOW for service level requirements. 

3.1 Application Hosting Requirements fm- Vendor Hosted Applications 

The Vendor shall comply with all Terms and Conditions of this Contract and shall: 
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• 	 Provide each application with a separate test and redundant production environment to mitigate 
application downtime. 

• 	 Allow an unlimited number of unique remote Administrator Access Users for the production and test 
environments for each application. 

• 	 Provide TXDPS Administrator Access Users capabilities to maximize administration of each 
application, including but not limited to the creation, modification, and removal of users, groups, and 
roles and permissions management. 

• 	 Coordinate and obtain written approval from the TXDPS' Project Manager for requirements 
necessary to providing and maintain the Administrator roles-based accounts. The Vendor shall 
ensure accounts meet TXDPS standards. 

• 	 Provide web based access to all applications by users and Administrator Access Users. 
• 	 Provide web-based access independent of user platform, but at a minimum, suppmi Internet Explorer 

8, other common web browsers, and common mobile devices to include, but not be limited to, 
iPhone, iPad, Android, and lOS devices. 

• 	 Ensure user access to applications suppmi web based protocols and not require a fat client for system 
administration and I or user operations. 

• 	 Provide data archiving to comply with statutory requirements as defined in the State Library 
requirements and the TXDPS Records Retention schedule. 

• 	 Provide full and indelible audit logs as requested by TXDPS for all operations performed within 
each application to include, but not be limited to, compliance with the most up to date version of the 
CJIS Security Policy, including auditing, accountability, access control, identification and 
authentication. Reference Section 12.1 of this SOW for CJIS details and Section 13 of this SOW for 
documentation required with the PR response. 

• 	 Include data security features within each application that protect the security and privacy of 
personally identifiable information (PII) and which comply with the storage and dissemination of 
repotis involving juveniles, victims, suspects, and sex-offenders as required by statute. 

• 	 Ensure, and provide documentation within its PR response, that all applications comply with the 
current Cloud Security Alliance's (CSA) Cloud Control Matrix (CCM) security requirements for 
Vendor hosted applications. Information petiaining to CSA https://cloudsecurityalliance.org/ and 
CCM information may be found at https ://cloudsecurityalliance.org/research/ccm/. 

• 	 Provide an updated hardware (HW) and software (SW) inventory as changes are made, including 
any servers and network technology required and, as requested by TXDPS, an architectural diagram 
of the complete overall system, to demonstrate compliance with CSA CCM, and provide specific 
detail related to: 
a. 	 the processor requirements; 
b. 	 the memory requirements; 
c. 	 operating system details and dependencies; and 
d. 	 data storage requirements. 

3.2 Data Backups 

The Vendor shall perform backups of all applications daily, for the term of this Contract. 

3.2.1 The data backups will be performed at a mutually agreed upon time outside the hours of 8:00 A.M. to 
5:00 P.M. CT. Exceptions to this schedule require prior written consent from the TXDPS CM. The 
TXDPS CM will have one (1) business day to respond to exception requests. 
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3.2.2 	 Automatic notification of backup failures will be sent to the application TXDPS' Project Manager. 

3.2.3 	 The Vendor shall perform backups on all applications and application data once every twenty-four (24) 
hours, seven (7) days per week, and three hundred sixty-five (365) days per year to facilitate data and 
system restoration in the event of any failures, including but not limited to hardware or network. 

3.2.4 	 The daily data backup general operation start time shall be mutually agreed to by both the Vendor and 
TXDPS and will be oriented around periods when the system is expected to have the lightest use. The 
Vendor shall ensure no more than twenty-four (24) hours of data are at risk. 

3.2.5 	 The Vendor shall ensure data and application backups allow for the complete recovery of data and 
application functionality up to the point of failure. 

3.2.6 	 Data backup failures will be reported via email to the TXDPS ' Project Manager within one (1) hour of 
failure. 

3.2.7 	 Data backup failures will be reported on the monthly incident report. 

3.3 	 Hosting Center Disaster Recovery and Disaster Recovery Plan 

The Vendor shall author and design a Disaster Recovery Plan (DRP) for each hosted application. 

3.3.1 	 The Vendor shall update the DRP for any enhancement. 
3.3.2 	 DRP will be approved by the TXDPS IT Division, TXDPS Cyber Security, the TXDPS 

Division requesting the enhancement, and the TXDPS Procurement and Contract Services 
(P&CS) Contract Administrator. Final acceptance of the DRP will be communicated from the 
Contract Administrator to the Vendor via email. 

3.3.3 	 The Disaster Recovery (DR) solution will reside at a secondary location. 
3.3.4 	 The DRP will be reviewed and updated every six (6) months to ensure the plan reflects current 

priorities, processes, and execution strategies. 
3.3.5 	 The Vendor shall provide its proposed DRP to the TXDPS Contract Administrator within 

fifteen (15) calendar days of Contract award. 3.3.6The Vendor and TXDPS shall negotiate and 
agree on the initial DRP within thi1ty (30) calendar days of awarded of this Contract. 

3.3.7 	 The Vendor and TXDPS shall negotiate and agree on the updated DRPs within ten (10) 
business days of submission. 

3.3.8 	 The Recovery Time Objective (RTO) is seven (7) days. The Recovery Point Objective 
(RPO) is less than 30 minutes. The RTO is the targeted duration of time and a service 
level within which a business process must be restored after a disaster (or disruption) in 
order to avoid unacceptable consequences associated with a break in business continuity. 
An RPO is defined by business continuity planning. It is the maximum targeted period in 
which data might be lost from an IT service due to a major incident. 

3.4 	 Transition Plan/Procedures 

The Vendor, with the assistance of TXDPS, as pmt of the application maintenance and support requirements, 
shall provide a detailed plan for transitioning all applications, data, software, and documentation ("Application 
Data"), in whole or part, to a subsequent Vendor, TXDPS or other entity. The Vendor shall update the 
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Transition Plan within fifteen (15) calendar days following any enhancement work that alters application or 
system design. 

The Vendor shall provide, within its Offer, a detailed draft transition plan ("Transition Plan") for a ninety (90) 
calendar day transition period that meets industry and best practices standards and will include, at a minimum, 
step by step processes, timelines, involved patties' responsibilities, knowledge transfer, training and functional 
requirements to ensure that transition of all Application Data includes without limitation: 

• 	 Detail of all hardware (if applicable) and associated operating software requirements necessary to 
support all applications. 

• 	 Detail of all platform and development software necessary to support, maintain and administer all 
application test, application production, and application monitoring environments. 

• 	 Detail of all network hardware (if applicable) and software necessary to support, maintain and monitor 
all application test, application production, and application monitoring environments. 

• 	 Detail to ensure all Application Data can integrate with other TXDPS or other identified entities' 
systems utilizing standard web services, or provide application program interface (API) tools that can be 
incorporated into TXDPS or other identified entities' applications or secure file transfer protocol with 
data encryption. 

The Vendor shall provide to TXDPS a finalized Transition Plan within thi1ty (30) calendar days of Contract 
award. TXDPS shall review the Transition Plan within fifteen (15) calendar days of submission, and shall 
discuss any issues, requirements or concerns with the Vendor. 

As directed by TXDPS as a result of such discussions, the Vendor shall modify the Transition Plan and return 
the Plan to TXDPS for review and written-acceptance within fifteen (15) calendar days of receipt. The fifteen 
(15) business day cycle, at a maximum, shall continue between TXDPS and the Vendor until it is determined 
the Transition Plan achieves TXDPS' satisfaction. Upon determining that the Transition Plan meets the 
requirements of this Contract including these provisions, TXDPS shall notify the Vendor of its written 
acceptance of the Transition Plan and upon such written acceptance, the Transition Plan shall be incorporated 
by reference into this Contract. Notice to the Vendor will be provided by the Contract Administrator via email. 

TXDPS shall ensure cooperation on the pa1t of any subsequent Vendor, other entity or TXDPS personnel, 
depending on the entity to which TXDPS directs that all or part of this Contract shall be transitioned; however, 
the Vendor shall maintain all responsibility for all tasks, deliverables and performances under this Contract 
during the transition period. At the end of the ninety (90) day transition period, or earlier depending on TXDPS 
approvals, the subsequent Vendor, other entity or TXDPS shall assume full responsibility for all tasks, 
deliverables and performances as directed by TXDPS. 

During this Contract term, additional revisions of the Transition Plan may be required due to information, 
processes or issues that originally were not included or addressed in the Transition Plan. Revisions to the 
Transition Plan shall be processed under the same procedures as the initial Transition Plan, including provision 
to TXDPS for review, comment, revision, written acceptance, and incorporation into this Contract. Any 
enhancement activities that alter application or system design shall necessitate an update to the Transition Plan. 

Knowledge transfer shall occur over the entirety of the 90-day transition period. The knowledge transfer shall 
take place via various methods. The Vendor shall, at a minimum, coordinate and conduct two (2) formal 
classroom training sessions. These sessions shall focus on the specific Transition Plan requirements and any 
other tasks or activities identified by the Vendor and TXDPS as needed to ensure a successful transition of 
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technology necessary to continue applications operations. Training sessions shall be completed no later than 
sixty (60) calendar days prior to the end of the transition period. The Vendor, TXDPS and the subsequent 
Vendor or other entity shall meet a minimum of once per week to determine if fmiher training or knowledge 
transfer is required. 

TXDPS shall meet with the Vendor and the subsequent Vendor or other entity to ensure all concems and issues 
have been met and addressed appropriately. TXDPS shall make the determination, in its discretion, of when the 
transition is complete and shall provide the Vendor and the subsequent Vendor or other entity with formal 
written acceptance indicating such transfer of responsibilities. The formal transfer of duties shall be 
documented, in writing, on a TXDPS Contract Modification or Contract Amendment, to include acceptance 
signatures from TXDPS, the Vendor and the subsequent Vendor or other entity. 

Activation of the Transition Plan approved by TXDPS under these provisions (the beginning of the ninety (90) 
day transition period), will begin on the Vendor's receipt of written notification from TXDPS that this Contract, 
in whole or in pati, is being transitioned. The Vendor shall comply with these provisions and the Transition 
Plan. The Vendor's failure to comply with these provisions and the Transition Plan shall constitute a material 
breach of this Contract. 

3.5 Software Maintenance and Support for TXDPS Owned/Hosted Applications 

The Vendor shall provide all SW maintenance and suppoti, to meet and maintain performance service levels. 
Maintenance of TX Gang will include Preventative Maintenance, Remedial Maintenance and Special 
Maintenance as defined herein: The Vendor shall provide the following: 

Maintenance, suppoti, or implementation for existing interfaces or TXDPS required future interfaces. 

Maintenance and suppoti for all existing database features. 

Provide users with a method of contacting one another within the database. 

Visibility of documenting officer, entering user, and user that performs the most recent validation of the 
record to TX Gang users 

The means to notify users of fundamental database transactions, including but not limited to additions, 
modifications, deletions, expirations, views, subscriptions, or other similar data changes. 

Relational ties within the database for comparison of similar records. 

Provide and suppoti methods for all types of repmis current to the system as well as future repotis 
requested by the TXDPS. 

Maintain up to date knowledge of the existing data set rules required for expoti to NCIC, TCIC, and any 
other TXDPS resource required. 

Assurance that the database is maintained in full compliance with all applicable government laws, rules, 
procedures, and ~tatutes . 

Suppoti for extemal agencies wishing to contribute data to TX Gang via one-time data migration or 
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ongoing batch upload. Support shall consist of coordinating with agencies to provide transfer 
specifications, field matching, and automated report emails. 

Full and indelible audit logs as requested by TXDPS for all operations performed within the database to 
include but not be limited to compliance with the most up to date version of the ens Security Policy 
including auditing, accountability, access, control, identification and authentication. 

Means for participating agencies to expmt their own data either en masse or singularly to both an 
analysis software program as well as a spreadsheet format. 

Data archiving to comply with statutory requirements and TXDPS Records Retention Schedules 

Assurance that records that have met legislatively mandated expiration dates are not retained past their 
legally mandated expiration dates by programmatically removing such records from the active record 
database 

Provide system edits to verify the validity of a record during the life of the record, from creation to 
expiration 

Provide a user management component that will allow local users to manage their own users (resetting 
passwords, etc.), as well as, provide the ability for Administrators to create and manage user accounts 
statewide 

The Vendor will supply to TXDPS all necessary reference manuals, sample data, source documents, and 
any other information required to perform maintenance. 

3.6 Preventive Maintenance 

The Vendor shall provide preventive maintenance services in order to maintain the System in good condition 
and working order on a mutually agreeable scheduled basis. The preventive maintenance schedule is to be 
based on the Vendor and TXDPS CM or assigned designee mutual agreement of the patticular service required 
for each system component, it being understood that this schedule will be oriented around periods when the 
System is expected to have the lightest use and outside of the PRINCIPAL PERIOD OF OPERATION. 

The PRINCIPAL PERIOD OF OPERATION coverage is Monday through Friday during the hours of 8:00a.m. 
to 6:00p.m. CST, excluding state or federal holidays. 

The Vendor shall: 

A. 	 Provide an advance notice reminder to the TXDPS' Project Manager or assigned designee at least 
five (5) calendar days prior to scheduled preventive maintenance activities for those activities that 
impact System operation. 

B. 	 Provide the TXDPS' Project Manager or designee with email or phone notice of unscheduled 
preventive maintenance activities and receive approval from the TXDPS prior to services being 
rendered. 

C. 	 Provide installation of patches and upgrades of all application and operating system software 
associated with the System, with written preauthorization of the TXDPS to keep current with FBI 
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CJIS and TXDPS IT Division standards. Updates to manuals resulting from System software updates 
will be supplied to the TXDPS free of charge. 

D. 	Install, without charge outside Principal Period of Operation, all mandatory changes with written 
preauthorization from the TXDPS. 

E. 	 Replace faulty, malfunctioning, or end-of-life System software to maintain the current level of 
System functionality and operational effectiveness. 

Cost for preventive maintenance services will be included in the predetermined monthly maintenance cost. 

3.7 Remedial Maintenance 

Remedial Maintenance is defined as maintenance performed during System component failure that is performed 
by the Vendor on an unscheduled basis. 

The Vendor shall: 

A. 	 Provide all necessary maintenance at no cost to the TXDPS to remedy malfunctioning system 
hardware or software to regain full operability. 

B. 	 If the TXDPS gives notice to the Vendor of a System failure, notification shall be considered 
approval to provide remedial maintenance. If the Vendor discovers a System failure, the Vendor 
shall notify the TXDPS according to the terms defined in the Service Level Agreement. The Vendor 
shall follow Critical Blocker procedures defined in the Service Level Agreement for instances of 
remedial maintenance. 

C. 	 Produce a notification banner for users attempting to access the faulty System. Such notification 
banner shall indicate the System is down and will show an estimated time of System availability. 
The Vendor shall update the banner hourly, providing the current status and estimated time of 
System availability. 

3.8 System Modifications and Enhancements 

System modifications and/or enhancements shall be performed by the Vendor outside the scope of Preventive or 
Remedial Maintenance. These activities will include but not be limited to customization, enhancements or other 
related services. 

The Vendor shall: 

A. 	 Perform modifications/enhancements as requested by the TXDPS if the service to be rendered is less 
than three (3) hours, at no additional cost to the TXDPS. Coordination of the requested services will 
be mutually agreed upon in writing prior to services being rendered. 

B. 	 Complete a Change Order Plan (COP) issued by the TXDPS. 

1. 	 Provide modification/enhancement services that are estimated to exceed three (3) hours by the 
issuance of a COP utilizing Exhibit 1, Change Order template. 

2. 	 Properly fill out the COP to include the specific areas added or changed by the TXDPS. Areas 
may include Work Breakdown Structure ("WBS"), delivery dates, responsibilities and other 
critical information necessary for the services to be rendered. 
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3. 	 Upon approval and signatures from the Vendor and the TXDPS PM, the COP will be fmwarded 
to the Contract Monitor, who will secure approval and issuance from the Contract Administrator. 
The Contract Administrator will not approve and issue the COP until such time as all appropriate 
TXDPS signatories have reviewed and approved the COP request. After all signatories have 
reviewed and approved the COP, the Contract Administrator will initiate a Contract 
modification. A Contract modification is required for all COPs. No services will be rendered 
until the Vendor receives an approved COP from the Contract Administrator with all appropriate 
TXDPS signatures. 

4. 	 Ensure all services are within scope of this Contract and have been requested at the sole 
discretion of the TXDPS. 

5. 	 Abide by the terms and conditions within this Contract and not add any contractual terms and 
conditions to the COP. 

C. 	 Repair defects enumerated in the COP caused by the following: acts of God; the TXDPS or its 
designated agent or users; neglect; misuse or abuse of the System; or use of non-recommended 
products or services. 

3.9 Software Support 

The Vendor shall: 

• 	 Provide 24 x 7 x 365 monitoring of all suppmt software necessary to administer all applications per 
stated SLAs. 

• 	 Provide routine patching and upgrades of all software that directly or indirectly impacts application 
production availability to maintain compliance with softwar~ manufacturer's versioning requirements 
and TXDPS IT Division standards. 
• 	 Identify all (both reported and non-repmted) software issues within one (1) hour of occurrence. 
• 	 Begin remediation of all (both repmted and non-repmted) issues within one (1) hour of 

identification. 
• 	 If the issue cannot be resolved in the stated timeframe, the Vendor shall contact, via email 

communication, the TXDPS Information Technology Division Operations Intelligence Center (lTD 
OIC): 1-888-377-6420 and designated TXDPS CM or assigned designee assigned to the specific 
application. 

• 	 Suppmt response times and ticket detail will be submitted to the TXDPS CM or assigned designee or 
assigned designee with each month's per application, incident report. 

3.10 Application, Software, Network Infrastructure Support Requirements 

The Vendor shall: 

• 	 Identify and notify TXDPS of all software, and network technology issues that arise within all 
dependent and independent components of all applications and technology infrastructure. 

• 	 Track software and networking issues and identify each incident via a unique designation identifier. The 
incident ticket will provide all information and documentation as required within Section 6. 

• 	 Assign a severity level to each incident. Severity level scale is detailed within Section 7 of this SOW. 
• 	 Repmt all issues encountered to the TXDPS lTD OIC, provide severity level, root cause, and estimated 

resolution time. 
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• 	 Provide a monthly summary of all incident tickets encountered while providing application maintenance 
and support. 

• 	 Provide software refresh plans to address end of suppmt or end of life products. The plans shall also 
address application patches and implementation methodology and proposed deployment schedules. 

3.11 Maintenance Responsibilities of TXDPS 

3.11.1 Notification 

TXDPS shall notify the Vendor's designated contact immediately upon discovery of system failure and shall 
permit the Vendor prompt and unfettered access to the system. TXDPS shall provide the Vendor use of 
necessary data communications facilities and equipment at no charge to Vendor subject only to TXDPS security 
regulations . 

3.11.2 Vendor Office and Storage 

TXDPS may provide the Vendor with a work area at no charge. The Vendor shall, at a minimum, supply field 
engineering materials, devices, and aids necessary to maintain the system in good working order. 

3.11.3 Authorized Support 

TXDPS personnel will not attempt any repair or maintenance on the System while the System is covered by this 
SOW unless previously agreed upon in writing by the Vendor as part of normal operator maintenance 
responsibilities. TXDPS will not request or allow any individual other than the Vendor's support personnel or 
TXDPS employees specifically approved to make any adjustment, repair or maintenance. 

3.11.4 Maintenance Personnel 

Depending upon the availability of TXDPS manpower and the practicability for TXDPS to do so, TXDPS will 
assign a person or persons (TXDPS employee(s) specifically approved) to coordinate all maintenance activities 
and to work with the Vendor. The Vendor shall work with said person(s). TXDPS shall bear all responsibility 
for any actions performed by the TXDPS employee(s), which were not directed by or requested by or under the 
control of the Vendor. The Vendor shall bear all responsibility for activities performed by all of its employees. 
Some TXDPS employees will be considered under the direction of the Vendor (for training purposes). The 
Vendor shall bear final responsibility for control of any TXDPS employees in training or placed under the 
Vendor's direction as specified by SLA(s) or separate Contract provisions. Depending upon the availability of 
TXDPS manpower and the practicability for TXDPS to do so, TXDPS will assign competent, trained personnel 
to cooperate with the Vendor. Should the Vendor feel any recommended TXDPS employee is not performing 
or able to perform the duties necessary for training or as specified by SLA(s) or separate contract the Vendor 
must submit its concerns in writing to the designated TXDPS CM or assigned designee. TXDPS personnel will 
be available for consultation and to answer pertinent questions as specified in the SLA. 

4. Outsourced Services 

The prime Vendor shall ensure any subcontractors working under this Contract comply with all Contract 
Requirements. 
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5. Deliverable Receipt, Acceptance and Change Management 

5.1 Application Development or Enhancement Test, Acceptance, and Receipt. 

• 	 All deliverables will be provided on the dates specified in each uniquely identified and approved Change 
Order. 

• 	 All deliverables will have a testing period of ten (1 0) calendar days, with acceptance contingent upon 
five (5) calendar days of error free operation. 

• 	 If test and acceptance is not achieved by the tenth business day, the testing period will continue until 
achievement of test requirements and acceptance by TXDPS. The Vendor will not be paid for any 
additional work provided to achieve deliverable acceptance beyond the quantity of hours originally 
agreed upon within the signed Change Order. If successful testing and acceptance of the identified 
deliverable is not achieved, payment will not be provided. 

• 	 If the deliverable cannot be provided within the agreed upon and scheduled timeframe, the Vendor is 
required to contact the TXDPS CM or assigned designee, per the Change Management Requirements 
below. 

Beyond the test and acceptance period, all deliverables will have up to a ninety (90) day post-launch production 
quality validation period. The TXDPS CM or assigned designee and the Vendor shall monitor 
application performance for stability and validate that deliverables meet current and projected 
pe1formance requirements. Post-launch production validation will be considered complete when both 
patties sign the Change Order Acceptance Form (Exhibit 2) 

5.2 Application Maintenance and Support Acceptance and Receipt. 

The TXDPS PM or assigned designee will review the monthly summary of incident repmts during the first 
week of each following month. If all incidents were addressed within the time frames, the TXDPS PM or 
assigned designee will certify all maintenance and suppmi activities were provided within the stated 
requirements 

5.3 Change Management 

• 	 Any changes to the Change Order delivery dates shall be reviewed and approved by the TXDPS CM or 
assigned designee before being placed in effect. 

• 	 The Vendor's request for a revised schedule shall include the impact on: related and/or dependent tasks, 
overall project, resolution methodology for correcting deficiencies, and change to specific and overall 
timeframes. 

• 	 TXDPS shall document changes to delivery dates by the update of Change Order governance table(s) by 
the TXDPS CM or assigned designee and provide such documentation to the Vendor PM or assigned 
designee. 

• 	 Any administrative or substantive requirement changes to this SOW shall be approved by both patties in 
writing and documented by a TXDPS Modification of Contract form. TXDPS or the Vendor PM or 
assigned designee shall initiate the change process by notifying the other patty in writing; email is 
acceptable, and by submitting a written Change Order signed by both patties, to TXDPS Contract 
Administrator. No work is to begin until Change Order is executed by Procurement and Contract 
Services. 
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The Vendor is hereby advised that changes to the Software Solution system will be subject to the TXDPS' 
Change Control Board (CCB) process. This requirement is mandatory for the Vendor hosted and the TXDPS 
hosted packages. The TXDPS shall initiate and manage the change control process. The purpose of the TXDPS' 
IT Change Management (ITCM) is to ensure that Change Requests (CRs) to the TXDPS' IT systems are 
properly reviewed, authorized, implemented and tracked with minimum disruption to service levels. The 
purpose of our change management policy is to ensure accountability, communication, transparency and 
visibility between IT and the Business. The Vendor shall submit a change request to the CCB detailing what is 
changing and where it is changing, along with test plans, test results, and communication processes for before 
and after a change. There are two types of change requests: 

A. Standard CR 

Standard CRs follow the 'normal' change request process. This means these changes will be approved 
by the CCB prior to being released to a production environment. 

B. Emergency CR 

Emergency CRs will follow an abbreviated version of the CCB process. The following are considered 
emergency CRs: 

1. 	 Production system down; 
2. 	 Multiple users/sites affected ; 
3. 	 Misprocessing data; and 
4. 	 Security risk. 

6. Reports and Meetings 

• 	 For all Change Order events, the Vendor, if requested by the TXDPS, shall arrange a kickoff meeting to 
be held at the TXDPS Main Campus located at 5805 N. Lamar Blvd. Austin, TX 78752, at a date and 
time agreeable to the TXDPS at no additional cost to the TXDPS. The Vendor PM or assigned 
designee and TXDPS CM or assigned designee, shall attend all project meetings. The TXDPS CM shall 
be informed of all meetings prior to occurrence. 

• 	 The Vendor shall provide the TXDPS CM with monthly, written, progress repmis for each in-process 
Change order and maintenance and supp011 incident repmis. 

• 	 "Progress Reports" are monthly status summaries of Change Order progress. 
• 	 "Incident Reports" are monthly summaries of all "incident tickets", "tickets". 

• 	 Progress and incident repmis shall be submitted by 5:00 pm CST Monday following the last working 
day of the month throughout the life of an active Change order or this Contract term. Email submission 
of the reports is acceptable. 

• 	 Progress repmis shall cover all work performed and completed during the month for which the progress 
repoti is provided and will present the work to be performed during the subsequent month. 

• 	 Progress reports will identify any problems encountered with that month's development, all outstanding 
issues with an explanation ofthe cause, resolution methodology, and updated Change Order governance 
tables. 

• 	 Incident reports will detail: each issue encountered by incident ticket identifier, affected 
application(s),, affected software, affected networking infrastructure, incident discovery method (e.g. 
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infrastructure monitoring, technical suppott call I email, error discovered while performing 
maintenance, etc.), severity level, root cause analysis findings, detailed actions taken to resolve the 
issue, time expensed in correcting the issue, name of person reporting the issue and report method, the 
Vendor's staff assigned to the issue, initial response time and method, and other agreed to report 
details requested by the TXDPS CM. 

• 	 The Vendor shall provide a listing of all programming languages used, updated as changes are made, in 
development and maintenance of the applications. Languages applicable to application functionality 
will be identified within the Transition Plan and included in monthly maintenance reports. 

7. 	 Service Level Agreements- SLAs 

The Vendor shall provide a service credit to TXDPS equal to one-hundred dollars ($100.00) for failure to meet 
any stated SLAs. Service credits will be applied on a per-application development and I or enhancement, or 
application maintenance basis. 

7.1 	 Definitions: 
"Uptime" is defined as any period of time 24 x 7 x 365 when an application is available to the "customer 
base" within the stated "availability technical requirements". 

"Downtime" is defined as any period of time 24 x 7 x 365 when an application is unavailable to the 
"customer base" to include but not limited to: outages, unscheduled maintenance & suppott events, 
software failures, or access to application is less than the stated "availability technical requirements". 

"Technical Availability" is defined as the customer base's application access to an application, customer 
base's access to test environments, and associated information or data results and/or exports based on 
customer base's interaction with any application or supporting technology. 

"Customer Base" is defined as any person or representative of TXDPS, the network-accessible, or an 
Authorized Data Access Entity (ADAE). 

"Issue" is defined as any event that results in a loss of access to an applications production environment, 
test environment, or suppotting technology that results in an application not achieving availability or 
technical requirements. 

"Severity Level" is a defining classification scheme for all issues with corresponding resolution times. 

• 	 Critical/blocker (system is down and non-usable - Severity 1) -- Respond within in 1 hour, fix 
delivered in 24 hours. 

• 	 High (system is functional but suffering from significant impact to operations - Severity 2) -­
Respond in 4 hours, fix delivered in 72 hours. 

• 	 Medium (system is functional, some impact to operations - Severity 3)- Respond in 8 hours, Fix 
delivered in 10 days or less. 

• 	 Low (minor issue, no impact to operations - Severity 4) -Respond in 24 hours, Fixed delivered 
based on prioritization of planned releases. 
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7.2. Application Performance Service Levels 

The Vendor shall provide application, test and production environments, uptime on a 24 x 7 x 365 basis at a rate 
of ninety-nine and one-half percent (99.5%) operational availability to meet customer base needs. 

The Vendor shall provide the customer base with application accessibility at the following mmrmum 
requirements assuming TXDPS' hardware is fully operational: 

• 	 .05 second limit for manipulating webpage objects 
• 	 1 second limit for navigating to, from, and between main webpage, subordinate webpages and 

associated hyperlinks 
• 	 1 second limit for navigating webpage command space 
• 	 2 second limit for submitting a data request and getting a processing acknowledgment 
• 	 I 0 second limit for retrieving data from a data request 

7.3 Rate calculation 

The rate calculation will be measured as the rate of System's technical availability by the amount of downtime 
during a calendar month. This metric gauges the application(s) performance as a percentage of available hours 
tracked to the quarter of an hour (rounded). The rate of system performance will be measured and monitored as 
follows: 

• 	 Available hours equal total number of hours in a month (24 hours x number of days in the month) 
minus the actual amount of time spent to the quarter of an hour for scheduled maintenance for the 
hosted application. 

• 	 Downtime is the total number of hours (rounded to the quarter hour) during which the solution is not 
in operation. 

• 	 System Perfmmance Rate equals available hours Downtime divided by available hours. 

Example for the month of January: 

Available time per month was 744 hours (31 days X 24 hours) 

Downtime per month was 3.75 hours (start 1:00am- end 4:40am) 

744.00-3.75 = 740.25 

740.25 7 744 = 99.5% 

7.3.1 Escalation Process 

Inability to meet or exceed the RATE during this Contract period will result in the following actions: 

First event- verbal warning 

Second event- written warning added to this Contract file 

Third event- Negative Vendor Performance report 


TXDPS reserves the right (as per TXDPS Technical Terms and Conditions) to terminate this Contract at 
any time. 
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8. Training 

A. 	 The Vendor shall provide a detailed training plan within thirty (30) calendar days after contract 
award for the TXDPS users to acquire the necessary skills and proficiencies. All training programs 
will be conducted at TXDPS Headquarters, located in Austin, Texas. Training will be interactive with 
an emphasis on all appropriate development skills, and users shall have the ability to ask questions 
of the trainer during the sessions. The schedule of training sessions will be coordinated with the 
TXDPS' Project Manager. The requirements of the training programs are as follows: 
1. 	 Train the Trainer: 

a. 	 The Train the Trainer training will be offered to selected TXDPS ·users to acquire the 
necessary information, skills, and proficiencies of the user interface and database to allow 
those users to train other typical users how to use the user interface and database to its 
fullest potential. 

b. 	 The training will include advanced user techniques and basic technical troubleshooting 
skills. 

c. 	 It is estimated that the TXDPS will receive a minimum of no less than eight (8) training 
sessions during the total potential contract term, including the Base term and each Renewal 
Option Periods. 

2. 	 Developer Training: 
a. 	 The developer training will be provided to select TXDPS personnel who will be responsible 

for the daily operation and maintenance of the database. 
b. 	 The developer training will provide TXDPS personnel with the skills needed to integrate new 

data into the database. 
c. 	 The developer training will include data integration training designed for TXDPS personnel 

to be able to interface with internal and external data sources. 
d. 	 The developer training course will include overviews of the entity model, importing an SQL 

database, multi-level security related to data sources and analysis outcomes, and entity 
resolution. 

e. 	 It is estimated that the TXDPS will receive a minimum of no less than three (3) developer 
training sessions during each of the Base and Renewal. 

B. 	 The Vendor's training programs will allow the TXDPS and the Vendor to jointly alter the proportion 
of train the trainer, analyst, developer, and certified training programs so as to maximize the overall 
effectiveness of the training for the TXDPS. All training sessions including any web-based sessions 
will be live and/or interactive. 

C. 	 The Vendor shall scale, detail, and tie training to match the user interface and database. 
D. 	The Vendor shall submit to the TXDPS' Project Manager copies of the curricula and associated 

User Guides for trainees for acceptance by the TXDPS no less than fifteen (15) calendar days prior 
to the first training program for each type of training. 

E. 	The Vendor shall make available to the TXDPS video recorded training for each training program 
as a review/refresher resource for TXDPS personnel who have already completed the live training. 

9. Reproduction of Materials 

TXDPS may reproduce all documentation and printed materials provided by the Vendor. If the documentation 
described above is revised at any time or if the Vendor develops additional documentation for the System, the 
Vendor shall deliver an electronic copy of such revised or additional documentation to TXDPS at no additional 
cost. 
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10. Period of Performance 

The term of this Contract shall be September 1, 2015, or the date of TXDPS PO issuance, through August 31, 
2016. 

11. Invoices 

Invoices associated with the provided services will be submitted monthly to APinvoices@dps.texas .gov for all 
accepted Change Order deliverables and maintenance & suppmt requirements associated with this Contract. A 
copy of the submitted invoice will also be sent, via email, to the TXDPS CM or assigned designee identified for 
each specific application or individual ·change Order. Invoices will contain all required information per the 
State of Texas Procurement Manual listed on the Texas Comptroller of Public Accounts website 
(http://www .cpa. state. tx. us/procurement/pub/manual/2-4 3 .pdf) . 

11.1 Maintenance invoices shall detail: 
a. The TXDPS Purchase Order number, 
b. The TXDPS application name for which maintenance was provided, 
c. Detail of any SLAs missed for the month and the cumulative credit being applied. 

11.2 Application development and I or enhancement invoice shall detail: 
a. The TXDPS Purchase Order Number, 
b. The assigned TXDPS Change Order Alpha Designation, 
c. Identified Service Provided by Description, 
d. Quantity of Hours Associated with the Service Provided per Service Title, 
e. Actual cost to TXDPS for the Service Provided per Service Title, 
f. Detail of any SLAs missed for the month and the cumulative credit being applied, 
g. A copy of the TXDPS Change Order Acceptance Document signed by both patties. 

12. Additional Customer Terms and Conditions 

12.1 FBI CJIS Security Addendum 

The Vendor shall execute an original signed CJIS Security Addendum which can be downloaded from 

http://txdps.state.tx.us/securityreview. Additionally, a CJIS Security Addendum Certification shall be signed by 
each employee performing duties related to this project prior to working on this Contract. Each original 

Certification shall include an original signature of the employee and the Vendor's representative. Non­

compliance by the Vend or will be cause for termination of this Contract. 

The Vendor shall, prior to beginning work on this Contract, enter into the CJIS online system all Vend or 
employees and subcontractors who will work on this Contract (fmther instructions will be provided to the 
Vendor prior to execution of this Contract), and have those employees/subcontractors complete the CJIS online 
training/testing. The Vendor shall meet or exceed all requirements contained in the CJIS Security Policy. 

12.2 Vendor Background Check Completion 

The Vendor's Authorized Representative shall provide the following to the TXDPS' Contract Manager within 
ten (1 0) calendar days of executing this Contract: 
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1. 	 The completed TXDPS Contractor Background Information form (HR-22) for all proposed 
personnel; and 

ii. 	 Acceptable fingerprints for all proposed personnel. 

The Vendor will not allow any personnel to work on the project that have not submitted to and successfully 
completed a TXDPS fingerprint-based Criminal History Background Investigation. The TXDPS has the right 
to prevent the Vendor's personnel from gaining access to the TXDPS building(s) and computer systems if the 
TXDPS determines that such personnel did not pass the background check or failed to othetwise maintain a 
security clearance. 

13. Vendor Requirements and Response Submission 

Respondents interested in this oppmtunity shall detail as patt of their Pricing Request response, how they meet 
the following qualifications. Qualification demonstration shall include but not be limited to verifiable 
documentation of: 

• Year of experience 
• Similar in scope projects 

Respondents shall also response with sufficient detail necessary . to prove competency in meeting all 
requirements stated within this SOW. 

At a minimum, the Vendor shall have demonstrated experience in each of the following: 

13.1 Application Language: JAVA, DB2 SQL Stored Procedures 

13.2 Operating Systems 
Web based access will be available regardless of user platform, but at a minimum will suppmt Internet 
Explorer 7 and higher versions, and common mobile devices to include, but not be limited to, iPhone, 
iPad, Android; and BlackBerry devices. Red Hat Enterprise Linux Server release 5.4; Tomcat 7.0.23 

13.3 SQL Technologies 
Advanced Query Analysis and Optimization 
SQL Server Linked Servers 
Supporting large scale web applications 

13.4 System Knowledge 
The Vendor shall have verifiable experience in the following areas: 

• 	 All technologies referenced in Section 2.1 
• 	 Working with TCIC/NCIC transactions and communications 
• 	 Expmt formats such as Comma Separated Value (.csv) for cettain information and reports 
• 	 XML for individual gang member data 
• 	 12 Analyst Notebook (.anb) for individual gang member data 

Respondents shall provide references from three (3) projects of similar size databases that involved intelligence 
data regulated by the Code of Federal Regulations Title 28, Chapter I, Patt 23. 
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The Vendor's augmented deliverable response information shall be phrased in terms and language that can be 
easily understood by non-technical personnel (e.g., laypersons without subject matter expertise). 

o 	 Any acronyms used in the Respondent's response, shall be clearly detailed and spelled out. 
o 	 SOW responses shall be in the same form and fashion as provided by TXDPS through this 

solicitation. The PR documents including all attachments, addendas, and exhibits are to be 
modified using Track Changes, identifying all additions, deletions, and I or modifications from the 
original. 

o 	 Any Respondent-added information shall be placed within the corresponding and relevant section 
ofthis SOW. 

Respondent shall provide a response narrative for each Section and Subsection in the format in which 
requirements are presented. Supplemental justification and I or documentation may be provided as attachments. 
The Respondent shall ensure that all material submitted is directly pettinent to the requirements of this SOW 
and shall be formatted as to the specific requirements of the SOW Sections. 

Respondent shall submit in editable, public format, all required documents via email to the TXDPS Contract 
Administrator by the date and time listed on the SOW. Required documentation shall include: 

o 	 1. Cover Page - List name and address of the Respondent, date of Offer, SOW identifier, and 
signature of authorized official. 

o 	 2. Completed SOW document and Attachment A 
o 	 3. Respondent's Project Team Resumes: 

~ Employee names 
~ Employee titles 
~ Employees work experiences and corresponding dates - relevant to scope of this SOW 
~ Additional in-scope skills, abilities, knowledge 

o 	 4. Respondent's organizational chatt to include phone and email contact information 
o 	 5. An original and signed CJIS Security Addendum- Reference Section 12. 
o 	 6. An FBI Cettification page to the CJIS Security Addendum for each employee performing duties 

related to the project- Reference Section 12. 
o 	 7. Documentation verifying compliance with CSA CCM- Reference Section 3.1. 
o 	 8. Documentation verifying experience with and familiarity of working with the State's payment 

pmtal. 
o 	 9. Completed HUB HSP Plan 
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14. SOW Authorization 

Vendor Texas Department of Public Safety 

By: By:9gdiJZName: ----­7 
Name: 

Jerry D. Sanders Jr. Steven C. McCraw 
Title: Title: Director 

President 

Date: Date: 
08/19/2015 
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-------------------------------------------------------------------------------------------------------------

The applications identified in this request for pricing are not cloud based and the CAIQ does not apply. 

Independent Audits C0-02 C0-02.2 How often do you conduct network penetration tests of your cloud service 

infrastructure. 
N/A 

C0-02.3 How often do you conduct regular application penetration tests of your cloud 
infrastructure? N/A 

C0-02.4 How often do you conduct internal audits? 
N/A 

C0-02.5 Do you conduct external audits regularly as prescribed by industry best practices and 
N/Aguidance? 

C0-02.6 Are the results of the network penetration tests available to tenants at their request? 
N/A 

C0-02.7 Are the results of internal and external audits available to tenants at their request? 
N/A 

Third Party Audits C0-03 C0-03.1 Will you permit DPS to conduct vulnerability scans on hosted applications and your 
network? N/A 

C0-03.2 Do you have external third-party conduct vulnerability scans and periodic penetration 
tests on lications and networks? N/A 

IS-29 IS-29.1 How do you restrict, log, and monitor access to your information security dit Tools Access 

management systems? (Ex. Hypervisors, firewalls, vulnerability scanners, network 
N/Asniffers, APis, etc.) 

Information System Regulatory C0-05 C0-05.1 How do you ensure customer data is logically segmented that data may be produced 

Mapping for a single tenant only, without inadvertently accessing another tenant's data? 

N/A 

C0-05.2 Do you have capability to logically segment and recover data for a specific customer 

in the case of a failure or data loss? 

N/A 

C0-06 C0-06.1 Describe the controls you have in place to protect tenants intellectual property? 
N/A 

Intellectual Property 

. . 

Data Governance 
. 



_______________________________________________________________________ _ 

Classification 

Handling I Labeling I Security Poli 

Retention Policy 

Secure Disposal 

Nonproduction Data 

Information Leakage 

Facility_Security 
Controlled Access Points 

Unauthorized Persons Entry 

Asset Management 

~y 

DG-02 

DG-03 

DG-04 

DG-05 

DG-06 

DG-07 

DG-05 .1 

DG-06.1 

DG-07.1 

DG-07.2 

FS-03 
_ _ 

FS-03.1 

FS-05 FS-05.1 

FS-07 FS-07.1 

Do you follow a structured data-labeling standard (ex. ISO 15489, Oasis XML Catalog 
N/Aidance)? 


Can you provide the physicallocationlgeography of storage of a tenant' s data upon 

uest? N/A 

Do you allow tenants to define acceptable geographical locations for data routing or 

resource instantiation? N/A 

Are Polices and procedures established for labeling, handling and security of data and 

ects which contain data? N/A 

Describe technical control you have in place to enforce tenant data retention 
N/A 

ification, CSA data 

Describe your process for secure disposal or destruction of physical media and secure 

deletion or sanitization of all co resources of DPS data once DPS has N/A 

How do you ensure production data is be replicated or used in non-production 
N/Aenvironments? 


Describe the controls in place to prevent data leakage or intentional/accidental 


compromise between tenants. 
 N/A 

What a Data Loss Prevention (DLP) or extrusion prevention solution is in place for all 

systems which interface with your cloud service offering? 
N/A 

__ _ . _ _____ . _ _ ... __ . ____ ... 
Are physical security perimeters (fences, walls, barriers, guards, gates, electronic 

surveillance, physical authentication mechanisms, reception desks and security 

patrols) implemented? N/A 

How are ingress and egress points such as service areas and other points where 

unauthorized personnel may enter the premises, monitored, controlled or isolated 

from data storage and process? N/A 

What are your procedures governing asset management and repurposing of 
N/Aequipment used to support DPS hosted services or data? 



HR-01 HR-01.1 Are state of residency and national fingerprint-based record checks conducted on Background Screening 

employees or contractors who have access to DPS's data, applications or the 

networks su rtin DPS's data and or lications? Yes 

HR-02 HR-02.1 Do you specifically train your employees regarding their role vs. the tenant's role in Employment Agreements 
N/Ainformation secu controls? 

HR-02.2 Do you document employee acknowledgment of training they have completed? 
N/A 

HR-03 HR-03.1 Are Roles and responsibilities for following performing employment termination orEmployment Termination 

change in employment procedures assigned, documented and communicated? 
N/A 

Information Security 
- - -- --- - -- -----.------~~- -- - -- -- -- --- ---'-

IS-01 IS-01.1 Do you provide tenants with documentation describing your Information Security Management Program 
N/AManagement Program (ISMP)? 

Management Support I IS-02.1IS-02 Are policies in place to ensure executive and line management take formal action to 

support information security through clear documented direction, commitment, 

explicit assignment and verification of assignment execution? 

Involvement 

N/A 

IS-03 IS-03.1 Do your information security and privacy policies align with particular industry 

standards (IS0-27001, IS0-22307, CoBIT, etc.)? N/A 

IS-03.2 

Policy 

Do you have agreements which ensure your providers adhere to your information 

security and privacy policies? N/A 

IS-04 IS-04.2 Do you have a capability to continuously monitor and report the compliance of your 

infrastructure against your information security baselines? N/A 

IS-05 IS-05.1 Do you notify your tenants when you make material changes to your informationPolicy Reviews 
N/Asecurity and/or privacy policies? 

Policy Enforcement 15-06 IS-06.1 Is a formal disciplinary or sanction policy established for employees who have 
N/Aviolated security policies and procedures? 

15-06.2 Are employees made aware of what action might be taken in the event of a violation 

and stated as such in the policies and procedures? N/A 



15-21.1 Describe your patch management process? N/A 

User Access Revocation 15-09 

User Access Reviews 15-10 

ining I Awareness 15-11 

Segregation of Duties 15-15 

Encryption 15-18 

Encryption 15-19 

Vulnerability I Patch Management 15-20 

15-09.1 Describe process for timely deprovisioning, revocation or modification of user access 

to the DPS data or hosted services upon any change in status of employees, 

15-10.1 

15-10.2 

15-11.1 

15-15.1 

15-18.1 

contractors, customers, business partners or third parties? 
N/A 

Do you require at least annual certification of entitlements for all system users and 

administrators (exclusive of users maintained by your tenants)? N/A 

If users are found to have inappropriate entitlements, are all remediation and 

certification actions recorded? N/A 

Do you provide annually a formal security awareness training program for cloud­

related access and data management issues for all persons with access to DPS or 
hosted services? N/A 

How do you maintain segregation of duties within your cloud service offering? 
N/A 

Do you have a capability to allow creation of unique encryption keys per tenant? 
N/A 

15-18.2 Do you support tenant generated encryption keys or permit tenants to encrypt data 

to an identity without access to a public key certificate. (e.g. Identity based 
N/A 

15-19.1 

15-19.3 



Antivirus I Malicious Software IS-21 

Incident Management 

Incident Reporting IS-23 

Network Monitoring IS-27 

Source Code Access Restriction IS-33 

Utility Programs Access IS-34 

Release Management 
Production Changes RM-02 

Quality Testing RM-03 

Outsourced Development RM-04 

Unauthorized Software RM-05 

I nsta I lations 

IS-21.1 Do you have anti-malware programs installed on all systems which support DPS 

hosted services and data? N/A 

IS-21.2 How do you ensure that security threat detection systems which use signatures, lists, 

or behavioral patterns are updated across all infrastructure components which 

IS-23.1 

IS-27.1 

IS-33.1 

IS-34.1 

RM-02.1 

RM-03.1 

RM-04.1 

RM-04.2 

RM-05.1 

N/A 

Do you have processes for hand ling and rporting of security incidents that include 

preparation, detection, analysis, containment eradication, and recovery? 
N/A 

What steps are taken to ensure all employees are made aware of the incident 

rocedures? N/A 

Does your security information and event management (SIEM) system merge data 

sources (app logs, firewall logs, IDS logs, physical access logs, etc.) for granular 

ana N/A 

List the tools used to monitor network events, detect attacks, and provide 

identification of unauthorized use. N/A 

Describe the controls in place to prevent unauthorized access to your application, 

program or object source code, and assure it is restricted to authorized personnel 
onl N/A 

How are utilities that can significantly manage virtualized partitions (ex. shutdown, 

clone, etc.) appropriately restricted and monitored? N/A 

-

Do you have documented change management procedures? N/A 

Do you provide your tenants with documentation which describes your quality 

assurance process? N/A 

Do you have controls in place to ensure that standards of quality are being met fo r all 

software development? N/A 

Do you have controls in place to detect source code security defects for any 

outsourced software development activities? N/A 

What controls do you have in place to restrict and monitor the installation of 

unauthorized software onto your systems? N/A 



- - -

Equipment Power Failures 

Security Architecture 
Customer Access Requirements 

User ID Credentials 

Password 

Application Security 

Data Integrity 

Remote User Multifactor 

Authentication 

Segmentation 

Wireless Security 

RS-04 

RS-07 

SA-01 

SA-02 

SA-04 


SA-OS 


SA-07 

SA-09 

SA-10 

RS-04.1 

RS-07.1 

SA-01.1 

SA-02.1 

SA-04.2 


SA-05.1 


SA-07.1 

SA-09.4 

SA-10.1 

Policy, process and procedures defining business continuity and disaster recovery 

lace to minimize the im of a realized risk event? N/A 

business continuity plans subject to test at planned intervals or upon significant 

organizational or environmental changes to ensure continuing effectiveness? 
N/A 

How are Security mechanisms and redundancies implemented to protect equipment 

rom utility service outages (e.g., power failures, network disruptions, etc.)? 

N/A 


Are all identified security, contractual and regulatory requirements for customer 

access contractually addressed and remediated prior to granting customers access to 
N/Adata, assets and information systems? 

Do you support use of, or integration with, existing customer-based Single Sign On 
N/A(SSO) solutions to your service? 

Describe password requirements 
N/A 

Do you utilize an automated source-code analysis tool to detect code security defects 
N/Aprior to production? 


Are data input and output integrity routines (i.e., reconciliation and edit checks) 


implemented for application interfaces and databases to prevent manual or 

N/Asystematic processing errors or corruption of data? 

Describe multi-factor authentication method required for all remote user access. 
N/A 

Are system and network environments logically separated to ensure protection and 
N/Aisolation of sensitive data? 


Are policies and procedures established and mechanisms implemented to protect 


network environment peremeter and configured to restrict unauthorized traffic? 

N/A 

00 



SA-10.2 

SA-10.3 

SA-12Clock Synchronization SA-12.1 

dit Logging I Intrusion Detection SA-14 14.1 

SA-14.2 

Are policies and procedures established and mechanisms implemented to ensure 

proper security settings enabled with strong encryption for authentication and 

transmission, replacing vendor default settings? (e.g., encryption keys, passwords, 

SNMP community strings, etc.) N/A 

Are policies and procedures established and mechanisms implemented to protect 

network environments and detect the presence of unauthorized (rogue) network 

devices for a timely disconnect from the network? N/A 

Do you utilize a synchronized time-service protocol (ex. NTP) to ensure all systems 

have a common time reference? N/A 

What file integrity controls and network intrusion detection (IDS) tools are deployed 

to help facilitate t imely detection, investigation by root cause analysis and response 
to incidents? N/A 

Is Physical and logical user access to audit logs restricted to authorized personnel? 
N/A 



CONSENSUS ASSESSMENT INITIATIVE QUESTIONNAIRE (CAIQ) V.l.l GUIDING DOCUMENT PRINCIPLES 

INTENT OF THIS TAB: To assist reviewers/users of document to understand both the intent and 

GUIDING PRINCIPLES: 

• Questionnaire is organized using CSA 13 governing & operating domains divided into "control 

areas" within CSA's Control Matrix structure 

• Questions are to assist both cloud providers in general principles of cloud security and clients in 

vetting cloud providers on the security of their offering and company security profile 

• CAIQ not intended to duplicate or replace existing industry security assessments but to contain 

questions unique or critical to the cloud computing model in each control area 

• Each question should be able to be answered yes or no 

• If a question can't be answered yes or no then it was separated into two or more questions to 

allow yes or no answers. 

• Questions are intended to foster further detailed questions to provider by client specific to client's 

cloud security needs. This was done to limit number of questions to make the assessment feasible and 

since each client may have unique follow-on questions or may not be concerned with all "follow-on 



Cloud Controls Matrix (CCM) R1.1 

ClouU Sl'A~;I:c~~::~~ry Model Scope Applicilbillly Compll<lntc M.lpr"lllO 

Control Are,l Control tO Control Spl'Cif!C.!IIon Control Rc~ISIOn~ v1 1 BITS Sh,ucd 

SiMS P.1.1S !.loiS ;,~~~~r ll'n.ml CO BIT 41 HIPAA II·IITECH At! ISO IEC 27001 2005 NIST SP800 53 FcdRAr.1P PCI OSS v2 0 AsSI."S<;ml'nls GAPP tA u() 20011 

Compliance-Audit 
Planning 

Compliance­
lndepondcmtAudlts 

Compll:mce-Thlrd 
PattyAudlls 

Compllnnce-Contact/ 
Authority Maintenance 

Compliance-
Information S~tcm 
RcgulotoryMIIpplng 

C0-01 Audit plans, activities and No Change 
opc~tlonalactlonltems 

rocuslngond<~tadupllcatlon, 

C0-02 

C0-03 

CO.Q<I 

CO-OS 

IICCOSS, and d4tll boundary 
Umltatlonssh3Ubeck!slgnad 
tomFdmlzetherfskof 
business procttn disruption. 
Audltuctlvltles mustbe 
pkmncd and agreed upon In 
advl!.ncebyslllkeholders. 

lndependentrovlowsand 
assessments shall be 
performedat least annuolly, 
oratplannedlntervals,to 
ensuretheorgani2:atlonls 
compllantwlthpollcles, 
procedurH, :WJnd:lrds Dnd 
appllcableregul:1tory 
requlrements(l.e., 
lnternDVex1em:1Jaud~s. 

certlncnuons,vulnerablllty 
lind penetration testing) 

Thlrdpartyservlce providers 
shalldemonstrote 
complloncew!thlnformatlon 
security and confidentiality, 
service deflnlUonsand 
dcUverylevelagreemenls 
Included In third party 
contracts. Tlllrdp:uty 
repotts, records and 
service:~. sh:ll! undergo audit 
Dndrevtew,DtplaMed 
lntervols,togovernend 
melnt~lncomptlancew!th 
theservlccdetlvery 
ogroements. 

Ualsonsandpolntsof 
contact with local euthor!t!cs 
shaUbemalntaJn~ln 

accordance with business 
and customer requirements 
andcompUancc:with 
leglsJ::Itlve, regu!otory, and 
contrDctuolrequlrements. 
Oata,objects,opptlcat!ons, 
Infrastructure end hardware 
maybeassignedh~glslatlve 

domelnandjurlsdlctlonto 
fecllltoteproporcompllance 
points of contact. 

Statutory,regul3tory,and 
contractuolrequlromcnts 
sheUbodcOnedforell 
elementsof tho lnformaUon 
systom. Theorganlzotlon's 
approochtomectknown 
requlrements,ondadaptto 
newmondatcsshollbe 
eKpllciUydcOned, 
doc~.mcnted,andkeptupto 

date foreechlnformotlon 
system etementln lhe 
organization. Information 
system elements may 
Include date, objects, 
eppllcatlons.lnfrostructure 
end hardware. Eoch element 
maybe assigned a 
leglsletlvedomalnend 
juri!ldlctlontofaciUtote 
proper compDance mapping. 

No Change 

No Change 

NoChang11 

NoCh3nge 

COBIT 4.1 ME 2.1, 45 CFR 154.312(b) 
ME 2.2 PO 9.5 PO 
9.8 

COBIT 4.1 055.5, 45 CFR 164.308 (a)(8) 
ME2.5, ME 3.1 PO 45 CFR 164.308(o.)(1)(11)(0) 
9.8 

COBIT 4.1 ME 2.5, 45CFR 164.308(b)(1) (New) 
052.1,052.4 

45CFR 164.308(b)(4) 

COBIT 4.1 ME 3.1 

COBIT 4.1 ME 3.1 

Cla~.no4.2.3e) 

ClaU5o4.2.3b 
Clause 5.1 g 
Clause6 
A.15.3.1 

Clo.uso4.2.3e 
ClauseS.! g 
Clou:so5.2.1 d) 
ClauseS 
A.6.1.8 

A.6.2.3 
A.10,2.1 
A.10.2.2 
A.10.6.2 

A.6.1.6 
A.6.1.7 

ISOIIEC 27001 :2005 
Clauso4.2.1 b)2) 
Clouse4.2.1 c) 1) 
Clouse4.2.1 g) 
Cl~use4.2.3d) 6) 
Ctauso4.3.3 
Clause 5.2.1 a-f 
Clause7.3c)4) 
A.7.2.1 
A.15.1.1 
A.15.1.3 
A.15.1.4 
A.15.1.6 

AUPv501SIGv60 
NIST SPB00-53 R3 CA·2 NIST SPB00-53 R3 CA·2Cl PCI OSS v2.0 2.1.2.b SIG v6.0: L.1, L.2, L.7, GAPP Rcf10.2.5 
NI5T 5?800.53 R3 CA-7 NI5T 5?800.53 R3 CA-2 (1)0 L.9, l.11 
NI5T 5?800-53 R3 Pl-5 N15T 5?800-53 R3 CA-7 0 

NIST 5?800.53 R3 CA-7 (2)0 
NIST 5?600-53 R3 Pl-60 

NI5T 5?800-53 RJ CA-1 NI5T 5?800-53 R3 CA-1 a 
N15T 5?800-53 R3 CA-2 NI5T 5?800-53 R3 CA -20 
NI5T 5?800-53 R3 CA-6 NI5T 5?800-53 R3 CA-2 (1 )0 
NIST SPB00-53 R3 RA-5 N15T 5?800.53 R3 CA-60 

N15T 5?800-53 R3 RA-5 0 
NIST 5?800-53 R3 RA·5 (1) 0 
NIST 5?800-53 R3 RA·S (2) 0 
NIST SP800-53 R3 RA·S (3) 0 
NIST SP800-53 R3 RA.S (9) 0 
NtST SP800-SJ R3 RA-5 (6) 0 

NIST 5?800-53 RJ CA·3 NtST SPS00-53 R3 CA-30 
NIST SPB00-53 R3 SA·9 NIST SPS00-53 R3 SA·90 
NIST SPB00-53 R3 SA-12 NIST SPB00-53 R3 SA-9 (1 )0 
NIST SPB00-53 R3 SC-7 NIST 5P800-53 R3 SA-120 

NIST SPS00-53 RJ 5C-7o 
NIST 5?800.53 RJ SC-7 (1) 0 
NIST 5?800-53 R3 SC-7 (2) 0 
NIST SPB00-53 R3 SC-7 (3) 0 
NIST SPB00-53 R3 5C-7 (4) 0 
NIST SPB00-53 R3 SC-7 (5) 0 
NIST SPB00-53 R3 5C-7 (7) 0 
NIST SPB00-53 R3 SC·7 (8) 0 
NIST 5?800-53 R3 SC-7 (12)0 
NIST SPB00-53 R3 SC·7 (13) 0 
NIST SP800-53 R3 SC-7 (18) 0 

NIST 5?800-53 R3 AT-5 NIST SPB00-53 R3 AT·SD 
NIST 5?800-53 R3 IR-6 NIST SPB00-53 R3 IR-60 
NIST SP800.53 R3 Sl-5 NIST SPBOQ.SJ R31R-6 (1)0 

NIST SPB00-53 R3 Sl-50 

NIST SPB00-53 R3AC-1 NIST SPB00-53 R3 AC-1 0 
NIST SPB00-53 R3AT·1 NIST 5?800-53 R3 AT-1 0 
NIST SPB00-53 R3AU·1 NIST SPS00-53 R3AU·10 
N!ST 5P800-53 R3 CA-1 NIST SPB00-53 R3 CA-1 0 
N!ST SPB00-53 R3 CM-1 NI5T SPB00-53 R3 CM-1 0 
N!ST SPS00-53 R3 CP·1 NIST SPB00-53 R3 CP-1 0 
N!ST SPB00-53 RJIA-1 NIST SPS00-53 R31A·10 
NIST SPB00-53 R3 IA-7 NIST SP800.53 R3 !A-7 0 
NIST SPB00-53 R31R·1 NIST SPB00-53 R31R·1D 
NIST SP80Q..53 R3 MA·1 NIST SP80Q..53 R3 MA·10 
NIST SPB00-53 R3 MP-1 NIST SP800-SJ R3 MP·1 0 
NIST SPB00-53 R3 PE·1 NIST SPBOQ.53 R3 PE·1 0 
NIST SPB00-53 R3 PL-1 NIST SPB00-53 R3 PL-1 0 
NIST SPB00-53 R3 PM-1 NIST SPfl00.53 R3 PM-1 0 
NIST SP800-53 R3 PS-1 NIST SPfl00.53 R3 PS-10 
NI5T SPB00-53 R3 RA-1 NIST 5?600-53 R3 RA·1 0 
NIST SPS00-53 R3 RA-2 NIST SPB00-53 R3 RA·2 0 
NIST 5?800-53 R3 SA·1 NIST SPS00-53 R3 SA·1 0 
NIST 5P800-53 R3 SA-6 NIST SPB00-53 R3 SA·60 
NIST 5?800-53 R3 SC-1 NIST 5?600-53 R3 SC-1 0 
NIST SPB00-53 R3 SC-13 NIST SPS00-53 R3 SC-130 
NIST SPB00-53 R3 Sl-1 NIST SPB00-53 RJ 5C·13 (1)0 

NIST 5P800-53 R3 51·1 0 

PCI 055 V2.0 11 .2 51Gv5.0: L.2,l.4, L.7, GAP? Ref 1.2.5 
PC! 055 v2.0 11.3 l .9,L.11 GAP? Ref 1.2. 7 
PCI OSS v2.0 5.6 GAP? Re f 4.2. 1 
PCI 055 v2.0 12.1.2.b GAP? Ref8.2.7 

GAPP Ref 1 0.2.3 
GAPP Ref 10.2.5 

PC! OSS v2.0 2.4 AUPv5.0 C.2 GAPP Ref1.2.11 
PCI OSS v2.0 12.8.2 SIG vS.O: C.2.4,C.2.6, GAPP Ref 4.2.3 
PCI 055 v2.0 12.8.3 G.4.1, G.4.2. L.2, L.4, GAPP Ref7.2.4 
PC! 055 v2.0 12.8.4 l.7,L.11 GAPP Ref 1 0.2.3 
Appendix A GAPP Ref 1 0.2.4 

PCI DSS v2 11.1.c PC! SIGv6.0:L1 GAPP Rel1 .2. 7 
PC! DSS v2 12.5.3 GAPP Ref10.1.1 
PC! DSS v2 12.9 GAPP Ref 10.2.4 

PCIDS5v2.03,1.1 SIG vs.o: L 1, L.2, L 4, GAPP Ref1.2.2 
PCI OSS v2.0 3.1 L7, L.9 GAPP Ref 1.2.4 

GAPP Rcf1 .2.6 
GAPP Rcf1 .2.1 1 
GAPP Ref 3.2.4 
GAPP Ref 5.2. 1 
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Cloud Controls Matrix (CCM) R1.1 

Cloud s~A~;I:c~~::~~ry Model ScopOJ AppllCi!bHi ty Compllanct• M<~pplnU 
Control Are ol Controi iO Contro l Spccrhc.ri iOn Control ReviSIOn:;. v1 1 BITS Sh<nod 

g,,,,g P.1,1S 1.r.1S p~:~~~r Tenilnl COBIT 4 1 HIPAA I HITECH Act ISO IEC 27001-2005 NIST SPBOO 53 FcdRAr~P PCI OSS v2 0 AU~:e~~~~~~~ O GAP P (Auq 2009) 5
DntnGovomanco­ DG-07 Securltymechanlsmssh<lll No Change CO BIT 4 .1 OS 1 1.6 A.10,6.2 NIST SP800-53 RJ AC-2 N!ST SPB00-53 R3 AC-2 0 PCl OSS v2.0 1.2 SIGv6.0: 1.2. 18 GAPP Ref7.2.1 
lnformoUon Lonkngo bolmplcmontlldlo provont A. 12.5.4 NIST SPB00-53 R3 AC-3 NIST SPB00-53 R3 AC-2 (1 )D PCI DSS v2.0 6.5.5 GAPP Rcf8.1.0 

doto lenkoge. NIST SPB00-53 R3 AC-4 NIST SPB00-53 R3 AC-2 (2) 0 PC! DSS V2.0 11 .1 GAPPRe!8.1.1 
NIST SP800-53 R3 AC-6 NIST SP800-53 R3 AC-2 (3) 0 PC! DSS v2.0 11.2 GAPP RcfB.2.1 
NIST SPB00-53 R3 AC-1 1 N!ST SP800-53 R3 AC-2 (4) 0 PCI DSS v2.0 11.3 GAPP Ref8.2.2 
NIST SP800-53 R3 AU-13 NIST SP800-53 R3 AC-2 (7) 0 PCI DSS v2.0 11.4 GAPP Ref 8.2.5 
NIST SPB00-53 R3 PE-19 NIST SP800-53 R3 AC-30 PC! DSS v2.0 A.1 GAPP Ref 8.2.6 
N!ST SPB00-53 R3 SC-28 NIST SP800-53 R3 AC..J (3) 0 
NIST SPB00-53 R3 SA-8 N!ST SP800-53 R3 AC--4 0 
NIST SPB00-53 R3 Sl-7 NIST SP800-53 R3 AC--6 0 

N!ST SP800-53 R3 AC--6 (1 )0 
NIST SP800-53 R3 AC--6 (2) 0 
NIST SP800-53 R3 AC-11 0 
N!ST SP800-53 R3 AC-11 (1)0 
NIST SP800-53 R3 AU-13 0 
NIST SP800-53 R3 PE-19 0 
NIST SP800-53 R3 SC-28 0 
NIST SP800-53 R3 SC-28 (1 )0 
NIST SP80Q...53 R3 SA-8 0 
N!ST SPB00-53 R3 Sl-70 
N!ST SP800...53 R3 Sl-7 (1 )0 

Da ta Governance ­ DG-08 Risk assessm ents NoChnngc COBIT 4.1 PO 9.1, 45 CFR 164.308(a)(1)(11)(A) (New) Clause 4.2.1 c)&g) NIST SPBOQ...53 R3 CA-3 NIST SPB00-53 R3 CA-30 PC! DSS v2.0 12.1 SIGv6.0: L.4,L.S, L.6, GAPP Ref 1.2.4 
Risk Assessm ents ossoclotedwlthdllta PO 9.2, PO 9.4. OS 45 CFR 164.308(n)(8) (New) CIBUSII 4.2.3d) NIST SPB00-53 R3 RA-2 NIST SP800-53 R3 RA-20 PC! OSS v2.0 12.1.2 l.7 GAPP Ref 8.2.1 

govern.ancoroqulroment:~ 5.7 Clause4.3.1 & 4.3.3 NIST SP800-53 R3 RA..J NIST SP800-53 R3 RA..JO 
shnll beconductednt ClaiJSe7.2& 7.3 NIST SPBOQ...53 R3 MP-8 NIST SP800-53 R3 MP-80 
planned Intervals A.7.2 NIST SPB00-53 R3 PM -9 NIST SPB00-53 R3 PM -90 
considering the following: A.15.1.1 NIST SP800-53 R3 Sl-12 NIST SP800-53 R3 Sl-120 
•Awareness of wh ere A.15.1.3 
sensltlvedatalsstorC!d and A. 15,1.4 
lf'llnsmlttedacro:JS 
oppllco.tlon~. databD::~os, 

scrversll nd network 
lnff'llstructurc 
•Compllancowlthdcfined 

retentlonperlodsandend-of­
llfedlspoSillrequlrements 
• Dotoclmss!ncotloncnd 

protoctlonfromunauthorlzed 
use,mccoss.loss, 
destruction, and fa lsification 

Facility Security­ FS-01 Policies and proc edures No Change COBIT 4.1 055.7, OS 45CFR 164.310(11)(1) A.5.1.1 NIST SPBOQ...53 R3 CA-2 NIST SPB00-53 R3 CA-20 PC! DSS v2.0 9.1 AUPv5.0 F. 2 GAPP Ref8.1.0 
Polley shallbeestllbllshedfor 12.1, DS12.4 0S4.9 45 CFR 184.31 0 (o}(2)(11) A.9.1.3 NIST SPB00-53 R3 PE -1 NIST SPB00-53 R3 CA-2 (1 )0 PC! OSS v2.0 9.2 SIGv6.0: F.1.1 , F.1 .2 GAPP Ro f 8.1 .1 

malntolnlngasafo llnd 45 CFR 164.308(o)(3)(11)(A} (New) A.9.1.5 NIST SPB00-53 R3 PE -6 NIST SPB00-53 R3 PE-1 0 PC! OSS v2.0 9.3 F.1.3, F.1.4, Ft .5, GAPP Ref 8.2.1 
secureworl<lngenvlronment 45 CFR 164.310 (o)(2}(111) (Now) NIST SP800-53 R3 PE-7 NIST SPB00-53 R3 PE-60 PC! OSS v2.0 9.4 F.1.6, F.1.7, F.1.8, 
lnornces,rooms.f3cllltles NIST SP800-53 R3 PE-8 NIST SPB00-53 R3 PE-6 (1)0 F.1.9, F.2.1 , F.2.2, 
and secure Brems. NIST SPB00-53 R3 PE-70 F.2.3, F.2.4, F.2.5, 

NIST SPB00-53 R3 PE-7 {1)0 F2.6, F.2.7, F.2.8, 
NIST SP800-53 R3 PE-80 F.2.9, F.2.10, F.2.1 1, 

F.2.12, F.2.13, F.2.14, 
F.2.15, F.2.16, F.2.17, 
F.2.18, F.2. 19, F.2.20 

FacllltySocurtty- User FS-02 PhY'ICal:lCCessto No Chango 45 CFR 164.310(a){1) (New) A.9.1.1 NIST SP800-53 R3 PE-2 NIST SPB00-53 R3 PE-20 PC I OSS v2.0 9.1 AUPY5.0 H.6 GAPP Ref 8.2.1 
Access lnformntlonassetsand 45 CFR 164.310(o)(2)(11) (Now) A.9.1 .2 NIST SPB00-53 R3 PE-3 NIST SPB00-53 R3 PE-2 {1 )0 S!Gv6.0: F.1.2.3, GAPP Ref 8.2.2 

funcllons byusersand 45 CFR 164.31 O(b) (New) NIST SPB00-53 R3 PE-4 NIST SPBOQ...53 R3 PE-30 F.1.2.4, F.1.2.5, GAPP Ref 8.2.3 
support pel'!oOnnelsha:llbe 45 CFR 164.310 (c) (New) NIST SP800-53 R3 PE-S NIST SPB00-53 R3 PE-40 F.1.2.6, F.1 .2.8, F. 1.2. 
restricted. NIST SP600-53 R3 PE-6 NIST SP800-53 R3 PE-50 9, F.1.2.10, F.1.2.11, 

NIST SPB00-53 R3 PE-60 F.1.2.12, F.1.2.13, 
NIST SP800-53 R3 PE-6 (1)0 F.1.2.14, F.1.2.15, 

F.1 .2.24, F.1 .4.2, 
F1.4.6, F.1.4.7, F.1 .7, 
F.1.8, F.2.13, F.2.14, 
F.2.1 5, F.2.16,F.2.1 7, 
F.2.1 8 

Facility Security­ FS-03 Physlcalsecurltyperlmetors NoChongo COBIT 4.1 OS 12.3 A.9.1.1 NIST SPB00-53 R3 PE-2 NIST SPB00-53 R3 PE-20 PC ! DSS V2.0 9.1 AUPv5.0 F.2 GAPP Ref 8.2.3 
Controlled Access (fences, walls. b3rrlers, NIST SPB00-53 R3 PE-3 NIST SPB00-53 R3 PE-2 (1)0 SIGvB.O: F.1 .2.3, 
Points guards, gates, electronic NIST SPB00-53 R3 PE-6 NIST SPB00-53 R3 PE-30 F.1 .2.4, F.1 .2.5. 

surveil lance, physical NIST SP800-53 R3 PE-18 NIST SPS00-53 R3 PE-60 F.1 .2.6, F.1 .2.8, F. 1.2. 
authentication mechanisms, NIST SP800-53 R3 PE-6 (1)0 9, F.1.2.10, F.1.2.1 1, 
receptlondesks andsocurity NIST SPBOQ...53 R3 PE-1 80 F.1.2.12, F.1.2.13, 
patrols) shall be F.1.2. 14, F.1.2. 15, 
Implemented to safeguard F.1.2.24, F.1.3, F.1.4.2, 
sensltlvedllt.33nd F1.4.6, F.1.4.7, F.1.6, 
Information systems. F.1.7,F.1.8, F.2. 13, 

F.2.14, F.2.1 5,F.2.16, 
F.2.17, F.2.18 

10/2/2013 11 of30 Copyright© 2010, Cloud Security Alliance 



Cloud Controls Matrix (CCM) R1.1 

Control Arl"<l 

FacllitySocurlty­
SocureArca 
Authorization 

FacllitySeCU'lty ­
Un:tlAhorlzedPersons 
EniP( 

Fac\lltySecurtty-Off. 
SlteAuthoriz.atlon 

FocllltySeciXlty-Off-
Site Equipment 

FaclUtySecurlly· 
Asset Management 

Hum:~n Resources 
Security-Background 
Screening 

Human Resources 
Security · Employment 
Agreements 

Human Resources-
Employment 
Termln:~llon 

Control 10 

FS-04 

FS.OS 

FS-06 

F$-07 

Fs-<l!l 

~ HR-01 

HR-02 

HR-03 

Control Sp1 CIIIC.tllon 

Ingress and egress to 
securoarcosshallbe 
constrained and monitored 
byphysic<IIIICCCSS COntrol 
mcchanlsmstoensurethat 
only authorized personnel 
arc:~llowedllccess . 

Ingress end egress points 
such as service arus and 
etherpoln!swhero 
unaU!harlzed personnel may 
enterthepremlsesshollbe 
monltored,contronedond,lf 
posslble,!solllted!romd:~ta 

storage and processing 
fllcll~lcs to percent 
una.utharlzoddala 
corruption, compromise and 
toss. 

Authorization must be 
obtalncdprlo r toroloc:~tfon 

ortr.:~nsferofhordware, 

softwllreordatlltoanolfslle 

Po!lclesandprocedurea 
shoO be estobUshed lor 
securing o.ndosset 
m:~nagementfortheuso 
and secure dlspo:l:ll or 
equipment m11lnta lned :lnd 
usedoU!slde the 
orgnnlz:l.tlon's premise. 

Acomptatetnventoryof 
crlttcatassetsshallbl 
malntalnedwlthownorshlp 
donned and documented. 

PursUIInltotocal liiWS, 
regulations, ethics and 
contractuatconstrnlntsol1 
employment candidates, 
contr:~ctorsandthlrd parties 
will be ~ubject to 
bllckgroundvednt~~Uon 

proportloNJitothe data 
cklsslncaUonto be 
accessed, the business 
requlremenl!lond 

Prior to gnmttng lndiYidUIIb 
physical or logical :1ccess to 
facllllles,systemsordata 
omployecs,conlractors, 
third party users 11nc:l 
customers shall 
contractuallyagreo and sign 
thllarmsandcondKJonsof 
thelremploymentorservlce 
contract, which must 
eKptlc!lly!nctudatheportles 
responslblltyforlnformatlon 
security. 

Roles and responsibi lities 
for!ollowlngperformlng 
emptoymenttermlnatlonor 
chllngelncmployment 
procedures shall be 
assigned, documented and 

Control R~VI!>IOI1!> VI 1 

Physlcal ccntrclsand 
ottcstatlcnmochanlsmsshall 
bedeslgnedtoaddressthe 
rcqulrcmcntsof loglslatlvo 
pluralltyandtholrresults 
shared with tenants 

No Change 

NoCh11nge 

Policies and procedures 
govomlngllssotm:~nagoment 

shill be ostabtshed for 
securoropurposlngof 
equipment and resources 
prlor totenantass!gnmerior 
jurlsdlc:Uonlll l l'llnspolt. 

No Change 

NoCh:~nge 

Prior lo gl'llnllng lndlv!dUIIIs 
physlculorloglculace6sto 
f:~cl l ltles,systemsor dala 

employees, contractors, third 
partycontractorsandtenonts 
sholcontractUIIUyagree 11nd 
slgnequlvalentlermsand 
conditions rega rding 
Information security 
respcnslbiii!Jesinemp!oyment 
orserv!cecontract 

Roles and responsibilities 
following employment 
te rmln:~tlono r chongeln 

employment procedures must 
rouowthotermsofthemastor 
ogreemontwlththoten:lnt(s). 

Ctoutl S<'NIC<' Ot•livcry Moch I 
ApphColblhly Scope Aflphc,IU•hly 

S~rvlc~ 

S.MS p,,,,S t,,,,g Provull'f Tt>n.lnl COBIT 41 

OS 12.2, OS 12.3 

COBIT 4.1 OS 12.3 

COBIT4.1 P07.6 

COBIT 0$2.1 

CO BIT 4.1 PO 7.8 

HIPAA I HITECH Acl 

45 CFR 164.310 (d)(1) (New) 

45CFR 164.310 {c) 
45 CFR 1154.310 (d)(!) (Now) 
45 CFR 164.310 (d)(2)(~ (Now) 

45 CFR 164.310 (d)(2){WJ) 

45 CFR 164.310(o)(1) (New) 
45 CFR 164.308(o)(4)(1) (Now) 

45 CFR 164.308 (11)(3)(1J){C) 

Compll.lnCI" M.ipptno 

ISO IEC 27001 2005 NIST SP&OO ·Sl 

A.9.1 .1 NIST SPB00-53 R3 PE-2 
A.9.1 ,2 NIST SPB00-53 R3 PE-3 

NIST SPB00-53 R3 PE-6 
NIST SPB00-53 R3 PE-7 
NIST SPB00-53 R3 PE-8 
NIST SPB00-53 R3 PE-18 

A.9.1 .6 

A.9.2.7 
A.10.1 .2 

A.9.2.5 
A.9.2.6 

A.7,1.1 
A.7.1 .2 

A.8,1.2 

A.6.1.5 
A.8.1 .3 

A.8,3.1 

NIST SP600-53 R3 PE-7 
NIST SP800-53 R3 PE-16 
NIST SPEI00-53 R3 PE-18 

NIST SPB00-53 R3 MA-1 
NIST SP800-53 R3 MA-2 
NIST SP800-53 R3 PE-16 

NIST SPS00-53 R3AC·17 
NIST SP8Q0-53 R3 MA-t 
NIST SPB00-53 R3 PE-t 
NIST SPB00-53 R3 PE-16 
NIST SP800-53 R3 PE-17 

NIST SP800-53 R3 CM-8 

NIST SP800-53 R3 PS-2 
NIST SP600-53 R3 PS-3 

NIST SPB00-53 R3 PL-4 
NIST SPB00-53 R3 PS-6 
NIST SPB00-53 R3 PS-7 

NIST SP800·53 R3 P~ 
NIST SP800-53 R2 PS-5 

FcdRAr.1P 

NIST SP800-53 R3 PE-20 
NIST SPB00-53 R3 PE-2 (1 )D 
NJST SP800-53 R3 PE-30 
NIST SPB00-53 R3 PE-60 
NIST SPB00-53 R3 PE-6 (1)0 
NIST SPB00-53 R3 PE-70 
NJST SPB00-53 R3 PE-7 (1)0 
NIST SPB00-53 R3 PE-80 
NIST SPB00-53 R3 PE-180 

NIST SPB00-53 R3 PE-70 
NIST SPB00-53 R3 PE-7 (1)0 
NIST SPS00-53 R3 PE-1 60 
NIST SPB00-53 R3 PE-180 

NIST SPS00-53 R3 MA·1 D 
NIST SPS00-53 R3 MA·2D 
NIST SP800-53 R3 MA·2 (1)0 
NIST SP800-53 R3 PE-160 

NIST SPS00-53 R3AC-170 
NIST SPB00-53 R3 AC-17 (1)0 
NIST SPB00-53 R3 AC·17 (2)0 
NIST SPB00-53 R3 AC.17 (3)0 
NIST SPB00-53 R3 AC-17 (4)0 
NIST SP800-53 R3 AC·17 (5)0 
NISTSPB00-53 R3AC-17(7)D 
NIST SPB00-53 R3AC.17 (8)0 
NIST SPB00-53 R3 MA·10 
NIST SP800-53 R3 PE-1 0 
NIST SP800-53 R3 PE·160 
NIST SP800-53 R3 PE-170 

NJST SPB00-53 R3 CM-80 
NIST SPB00-53 R3 CM-8 {1)0 
NIST SPB00-53 R3 CM-8 (3)0 
NIST SPB00-53 R3 CM-8 (5)0 

NIST SPB00-53 R3 PS-20 
NIST SPB00-53 R3 PS-30 

NIST SP800-53 R3 PL-40 
NIST SPB00-53 R3 PS-60 
NIST SP800-53 R3 PS-70 

NIST SP800-53 R3 PS-40 
NIST SP800-53 R3 PS-50 

PCI OSS v2 0 

PCI DSS v2.0 9. 1 
PC! DSS v2.0 9.1.1 
PCI DSS v2.0 9.1.2 
PC! DSS v2.0 9.1 .3 
PCI OS$ v2.0 9.2 

PCI OSS v2.0 9.8 
PCI OSS v2.0 9.9 

PCI OSS v2.0 9.8 
PCI OSS v2.0 9.9 
PCI OSS v2.0 9.10 

PCI OSS v2.0 9,9.1 
PC! OSS v2.0 12.3.3 
PCI OSS v2.0 12.3.4 

PC! OSS v2.0 12.7 
PCI OSSv2.0 12.8.3 

PC! DSS v2.0 12.4 
PCI OSS v2.0 12.8.2 

BITS Shucd 

As~c~!imcnl:> 

AUPvSOISIGv60 
AUP v5.0 F.2 
SIGvB.O: F.1.2.3, 
F.1.2.4, F.1.2.5, 
F.1.2.6, F.t.2.8, F.1.2. 
9, F.1 .2.10, F.1.2.11, 
F.1.2.12, F.1 .2.13, 
F.1.2.14, F.1.2.15, 
F.1 .2.24, F.1 .3, F.1.4.2, 
F1.4.6, F.1.4.7, F.1.6, 
F.1.7,F.1.8, F.2.13, 
F.2.14, F.2.15, F.2.16, 
F2.17, F.2.18 

AUP vS.O F .2 

SIG v6.0: F.1 .2.3, 

F.1.2.4, F.1.2.5, 

F.1.2.6, F.1.2.8, F.1.2. 

9, F.1 .2. 10, F.1.2.11 , 

F.1.2.12,F.1 .2.13, 

F.1.2.14, F.1.2.15, 

F.1.2.24, F.1.3, F.1.4.2, 

F1 .4.6, F.1.4.7, F.1.6. 

F.t.7,F.1.8, F.2.13, 

F.2.14, F.2.1 5, F.2.16, 

F.2.17, F.2.16 


AUP v5.0 G.21 SIG 

v6.0;F.2.1 B 


SIG v6.0:F.2.18, 

F.2.19, 


AUP vS.O 0.1 

SIGv6.0: 0.1.1, 0.2.1. 

0.2.2, 


AUP vS.O E.2 

SIG v6.0: E.2 


AUP vS.O C.1 

SIG v6.0: E.3.5 


SJG V6.0: E.6 


GAPP (Auq 2000) 

GAPP Ref 6.2.3 

GAPP Ref 8.2.3 


GAPP Ref 8,2.5 

GAPP Ref8.2.15 


NIA 

NIA 

GAPP Ref 1.2.9 

GAPP Ref 1 .2.9 
GAPP Ref 8.2,6 

GAPP Ref 8.2.2 
GAPP Ref 1 0.2.5 
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I SPB00-53 R3 AU-1 

NIST SPS00-53 R3 CA-1 

NIST SPB00-53 R3 CM-1 

NIST SPS00-53 R3lA·1 

NIST SPB00-53 R31R-1 

NIST SPB00-53 R3 MA-1 

NJST SPB00-53 R3 MP-1 

NIST SPB00-53 R3 MP-1 

NIST SPBOQ..S3 R3 PE-1 

NIST SPB00-53 R3 PL-1 

NIST SPB00-53 R3 PS-1 

NIST SPB00-53 R3 SA-1 

NIST SPBQO.S3 R3 SC-1 

NIST SP60Q.S3 R3 Sl-1 


a 
SPB00-53 R3 PM-20 

SPB00-53 R3 PM-30 

SPB00-53 RJ PM-40 

SPB00-53 R3 PM-SO 

SPB00-53 R3 PM-60 

SPB00-53 R3 PM-70 

SPS00-53 R3 PM-80 

SPS00.53 R3 PM-90 

SP80Q..53 R3 PM-100 

SP800-53R3PM-11 D 


SPB00-53 R31A·1 0 
SPB00-53 R31R-1 0 
SPB00-53 R3 MA·1 D 
SPB00-53 R3 MP-1 0 
SPB00-53 R3 MP-1 0 
SPB00-53 R3 PE-1 0 
SPB00-53 R3 PL-1 0 
SPB00-53 R3 PS-10 

SPB00-53 R3 SA-10 

SPB00-53 R3 SC-1 0 
SPB00-53 R3 51·1 D 
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Cloud Controls Matrix (CCM) R1.1 

Cloud St~:~~~c~~::~~ry Morld Scope Appllc.Jblllly Compllancl" M.1ppmo 

Control Ar~.l ConlroliO Control Sp• ClhC.IIIOn C0111rol R<.!VI~IOn'> v11 BITS Sh.ued 

S.MS P.~<~S 1.1.1$ ;,~~~~~r Ten.1nt COB IT 4 1 HlPAA IHITECH Act ISO IEC 27001 2005 NIST SPBOO 53 FcdRAr.tP PCI DSS v2 0 Au:":;~~~~~~~ O GAPP tAuq 2009) 

Polley Reviews the Information security materiel operatlon:.llmpoct 055.4 45 CFE 164.306(e) (New) A.5.1.2 NIST SPB00-53 R3 AT-1 N!ST SP600-S3 R3 AT-10 SIG v6.0: 8.1.33. GAPP Rcf6.2.7 
poUcy at plamed lnlervals or must require formal NIST SP800...53 R3 AU-t NIST SPB00-53 R3 AU-1 a 8.1.34, GAPP Ref 10.2.3 
os 11 resuh of changes to thtl noUnc:atlcn of subcontractors, NIST SP600...53 R3 CA-t NIST SP600-53 RJ CA-1 0 
crgonlzaUcntoen:auroits tenont:a,suppor11ngservlce NIST SPB00-53 R3 CM-1 NIST SPB00-53 R3 CM-1 0 
continuing effectiveness ond tiers and employees of the NIST SPB00-53 R3 CP-1 NIST SP600-53 R3 CP-1 0 
accuracy. lmpact andramlflaltions. NIST SPB00-53 R3 1A-1 NIST SPB00-53 R31A-to 

NIST SP800...53 R3 IA-5 NIST SP800-53 R3 lA-50 
NIST 5?800-53 R31R-1 NIST SPB00-53 R31A-5 (1) 0 
NIST SPB00-53 R3 MA-1 NIST SPB00-53 R3 1A-5 (2}0 
NIST SPB00-53 R3 MP-1 NIST SPB00-53 R31A-5 (3)0 
NIST SPBOQ..SJ R3 PE-1 NIST SPB00-53 R31A-5 (6)0 
NIST SPB00-53 R3 PL-1 NIST SP800-53 R3 1A-5 (7)0 
NIST SPB00-53 R3 PM-1 N!ST SP600-53 R31R-1 0 
NIST SPB00-53 R3 PS-1 NIST SPB00-53 R3 MA-1 0 
NIST SPB00-53 R3 RA-1 N!ST 5?800-53 R3 MP-1 0 
NIST SPB00-53 R3 SA-1 NIST SPB00-53 R3 PE-10 
NIST SPB00-53 R3 SC-1 N!ST SPS00-53 R3 PL-10 
NIST SPB00-53 R3 Sl-1 NIST SPB00-53 R3 PM-1 0 

NIST SPB00-53 R3 PS-1 0 
N!ST SPB00-53 R3 RA-1 0 
NIST SPB00-53 R3 SA-1 0 
NIST SP600-53 R3 SC-1 a 
NIST SP600-53 R3 St-1 0 

lnlormo.tlonSecurUy­ IS-06 Aform:.ldlsclplln:~ryor NoCh:.nge COBIT 4.1 P07.7 -45 CFR 16-4.308 (o.)( 1)(U)(C) A.6.2.3 NIST SPB00-53 R3 PL-4 NIST SPB00-53 R3 PL-40 SIGv6.0:B.1 .5 GAPP Ref 1 0.2.4 
Polley Enforcement ~nctlonpo!lcyshalbe NIST SPB00-53 R3 PS-1 NIST SPB00-53 R3 PS-1 0 

estobllshcd for employees NIST SPB00-53 R3 PS-8 NIST SPB00-53 R3 PS-60 
whohavevlolatedsecurtty 
policies end procedures. 
Employees shall be mode 
aware of Whet act!on might 
bo token In the event ofo 
vlolotlonandstlltedossuch 
lnthcpollclesand 

lnformatlonSccurlty­ lS-07 user access policies and No Change CO BIT -4.1 OS 5.4 45 CFR 164.308 (0){3)(1) A.11.1 .1 NIST SPB00-53 R3 AC-1 NIST SP800-S3 R3AC·1 0 Pet ass v2.o 3.5.1 AUP vS,O 8.1 GAPP Ref 8.1.0 
User Access Polley procedures shall bo 45 CFR 164.312 (11)(1) A.11 .2.1 NIST SPB00-53 RJIA-1 NIST SPB00-53 R3 IA-10 Pet ass v2.o a.s. 1 SIGv6.0: 8.1.6, 

documented, approved and 45CFR 164.312(o)(2)(11) A.112.4 Pet ass v2.o 125.4 8.1 .21, 8.1.28, E.6.2, 
Implemented for granting 45 CFR 164.306(11)(4)(11)(8) (New) A.11.4.1 H.1.1, K1.4.5, 
and revoklngnormlllond -45 CFR 1 84.306(a)(-4)(1!){c ) (New) A.11.5.2 
prlvDcged access to A.11.6.1 
appllcollons, datoboses,llnd 
server and network 
lnfrostructurelncccordance 
wlthbu:Jincss,sccurlty, 
compliance and service 
levelagreement(SlA) 

Information SectKity­ !S-OB Normelendprtvllcgeduser No Change COBIT 4.1 055.-4 45CFR 16-4.30B(o)(3)(1) A.11 .2.1 NIST SPS00-53 R3 AC-3 NIST SPB00-53 R3 AC-30 Pet ass v2.o 7. 1 SIG v6.0: H.2.4. H.2,5, GAPP Ref6.2.2 
Usor Accesz access to applications, 45 CFR 164.308 (o)(3)(11)(A) A.11.2.2 NIST SPB00-53 R3 AC-5 NIST SPB00-53 R3 AC-3 {3)0 PCI ass v2.o 1.1.1 
Restr!ctlon l systems, databases, 45 CFR 164.308 (o)(4)(1) A.11.4.1 NIST SPB00-53 R3 AC-6 NIST SPB00-53 R3 AC-50 PCI ass v2.o 7.1.2 
Authorization network configurations, and 45 CFR 164.306 (11)(4)(11)(8) A 11.4.2 NIST SPB00-53 R3 IA-2 NIST SPS00-53 R3 AC-60 PCI ass v2.o 7. 1.3 

sensltlvedataondfunctlons 45 CFR 164.308 (o.}(4)(W)(C) A.1 1.6.1 NIST SPS00-53 RJ IA-4 NIST SPB00-53 R3 AC-6 (1 )D PCI OSS v2.0 7.2.1 
shallberestrlcledand 45 CFR 164.312 (a)(1) NIST SP600-53 R3 1A·S NIST SPB00-53 R3 AC-6 (2) 0 PCI OSS v2.0 7.2.2 
approvcdbymenagemont NlST SP600-53 R3 lA-B NIST SPB00-53 R3 !A-20 PCI ass v2.o 6.5.1 
prior to access granted. NIST SPB00-53 R3 MA-S NIST SPB00-53 R3 1A·2 (1 )O PCI ass v2.a 125.4 

NIST SPB00-53 R3 PS-6 N!ST SPB00-53 R3 IA-2 (2)0 
NIST SPB00-53 R3 SA -7 NIST SP800-S3 R3 IA-2 (3)0 
NIST SPB00-53 R3 Sl-9 NIST SPB00-53 R3 IA-2 (6)0 

NIST SPB00-53 R31A-40 
NIST SPB00-53 R31A-"1 (4)0 
NIST SPS00-53 R3 lA-50 
NIST SP800-53 R3 lA-S (1 )0 
NIST SPB00-53 R3 IA-5 (2)0 
NIST SPB00-53 R3 IA-5 (3)0 
NIST SPB00-53 R31A-5 (6)0 
NIST SPS00-53 R3 IA-5 (7)0 
NIST SPB00-53 R3 IA-60 
NIST SPB00-53 R3 MA-50 
NIST SPB00-53 R3 PS-60 
NIST SPB00-53 R3 SA-70 
NIST SPB00-53 R3 Sl-90 
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Cloud sc;;:~,:c~~::~~ry Modo•l Stope Appllt.lbiiii'J Compl~<mc~ M.tpplnf1 

Control Ar~.l Control tO Control Spt'tthtdlton Control Rcv1~10n~ v11 BITS Sh.ncd 
Sl•rvlcc 

SoMS P.1.1$ t.MS ProJitJ~r TC'Ilolnl CO BIT 41 HIPAA! HITECH Act ISO IEC 27001 2005 NIST SP900 53 FcdRAf1P PCI OSS v2 0 AU:!ovSSC'~~~~~~~S O GAPP jAuq 2009! 

lnfonnalion Security­ 15·16 
U~er Responsibility 

Information Secll'ily­ 15-17 
Worksp3ce 

lnform:~tlonsecurlty­ IS-18 
Encrypllon 

lmplementedtoenforceond 
assureproporsegrogotlon 
of dutlos. In tho:u~ events 
whereuser-roteeonfllctof 
lnterestcoMII'lllntexlst, 
technical controls shall be In 
plr~cetom ltlgateanyrlsks 
21rlslng from ~authorized or 
unlntentlonal modlflcl!tlonor 
mlsoseoftheorgenlzat lon's 
lnformallonasS(IIS. 

Users shan bel made aware No Change 
of their responslbllltlcs fo r: 
•Maintaining awareness 

ondcomplloncew!th 
publl3hedsecurltypollclos, 
procedures. ~londordsand 
applicable regulatory 
requirements 
•Malntalnlngasefeond 

socuroworklngonYironment 
•LeaYingunottended 

equlpmontlnosecure 
manner 

Policies und procedures Pollcle~ and procedures sh:fn 
shall be established for be established for proper date 
clearing visible documents management within the 
containing sensitive dote proYider enYironment. 
when 11 workspace Is PoUcles :md procedures must 
unanonded and enforcement reso!Ye confilcts of Interests 
ofworkst.aUon session and Include a tamp(!r uudlt 
logout for a peri od of function, that trtps e tamper 
Inactivity. audlttothecustomerlflhe 

l

integrttyofthfltonantdlllll 
haspotentl:llly been 
compromlsed. {accessnol 
authorizedbytenantordatu 
loss 

Pollclesendproceduros NoChonge 
sh~~ollbeestebllshedend 

mechflnlsmslmplemented 
forencryptlngse"'lllved:~t:~ 

lnatomge (e.g., file servers, 
dl!ltDbnes,undend-user 
worltstotlons)unddata In 
tmnsmlsslon (e,g.,system 
lnterf:~ces, over public 
networks, end electronic 
mess:Jglng). 

COBIT 4.1 PO 4.6 


COBJT 4.1 055.8 

COBIT 4.1 055. tO 

COS!T 4.1 055. t 1 


.45 CFR 164.30B(a){4){11)(A) (New) 
45 CFR 164.306 (a)(S)(II){C) 
45 CFR 164.312 {b) 

45 CFR 164.308 (o)(5)(11)(0) 

45CFR 164.312{o){2)(1V) 
45CFR t64.312(e){1) 
45CFR 164.312(e){2)(!1} 

Cleuse5.2.2 
A.B.2.2 
A.11 .3.1 
A.1 1.3.2 

C luu:~e5.2.2 
A.B.22 
A.9.1.5 
A.1 1.3.1 
A.1 1.3.2 
A.11.3.3 

A.10.6.1 
A.10.8.3 
A.10.8.4 
A.10.9.2 
A.10.9,3 
A.12.3.1 
A.15.1.3 
A.15.1.4 

NIST SP80Q.53 R3 AC-5 
NIST SPB00-53 RJ AC-6 
NIST SPS00-53 R3 AU-t 
NIST SP80Q.53 R3 AU-6 
NIST SPS00-53 R3 SI-t 
NIST SPS00-53 R3 514 

NIST SP800.53 R3 AT-2 
NIST SPB00-53 R3 AT-3 
NIST SPB00-53 R3AT~ 
NIST SP800-53 R3 PL-4 

NIST SPS00-53 R3AC..11 
NIST SPB00-53 R3 MP·2 
NIST SPB00-53 R3 MP-3 
NIST SPB00-53 R3 MP-4 

NIST SPB00-53 R3 AC-18 
NIST SPB00-53 R3 1A·3 
NIST 5P600-53 R3 1A-7 
NIST 5?800-53 R3 SC-7 
NIST SPB00-53 R3 SC-8 
NJST 5P800-53 R3 SC-9 
NIST SPB00-53 R3 SC-13 
NIST SPB00-53 R3 SC-t6 
NIST SPB00-53 R3 SC-23 
NIST SPB00-53 R3 Sl-6 

NIST SP800.53 R3 AC-2 (t)O 
NIST SP800.53 R3 AC-2 {2) 0 
NIST SP800-53 R3 AC-2 (3) 0 
NIST SP800-53 R3 AC-2 {4)0 
NIST SPB00-53 R3 AC-2 (7)0 
NIST SP600.53 R3 AC-50 
NIST SPB00-53 R3 AC-60 
NIST SPB00-53 R3 AC-6 (t )0 
NIST SP000-53 R3 AC-6 (2)0 
NIST SP000-53 R3 AU-t O 
NIST SPB00-53 R3 AU-60 
NIST SP000-53 R3 AU-6 (t )0 
NIST SPB00-53 R3 AU-6 (3)0 
NIST SP000.53 R3 Sl-10 
NIST SP80Q..53 R3 S I~O 

NIST SPB00-53 R3 S l~ (2)0 
NIST SPB00-53 R3 S l~ {4)0 
NIST SPB00-53 R3 S l~ (5)0 
NIST SPB00-53 R3 Sl~ {B) O 

NIST SPB00-53 R3 AT-20 
NIST SPB00-53 R3 AT-30 
NIST SP800.53 R3AT~O 
NI5T SPB00-53 R3 PL-40 

NIST SP000-53 R3 AC·1 10 
NIST SP600-53 R3 AC-11 (1 )0 
NIST SPS00-53 R3 MP-20 
NIST SPBOQ.-53 R3 MP-2 {t )D 
NIST SPB00-53 R3 MP·30 
NIST SPB00-53 R3 MP-40 
NIST SPB00-53 R3 MP-4 (t )D 

NIST SPB00-53 R3 AC·180 
NIST SPB00-53 R3 AC·18 {1)0 
NIST SPB00-53 R3 AC-18 {2)0 
N15T 5P600-53 R3 AC-18 (3)0 
NIST SPB00-53 R3 AC·18 {4)0 
NIST SPB00-53 R3 AC·t8 {5)0 
NIST SPS00-53 RJIA-30 
NIST SP000-53 R31A·70 
N!ST SPB00-53 R3 SC·70 
NIST SPB00-53 R3 SC-7 (1 )0 
N!ST SPB00-53 R3 SC·7 (2)0 
NIST SPB00-53 R3 SC-7 (3)0 
NIST 5P600-53 R3 SC-7 (4)0 
NIST SPB00-53 R3 SC-7 (5)0 
NIST SP600-53 R3 SC-7 (7)0 
NIST SP600-53 R3 SC-7 (6)0 
NI5T SPB00-53 R3 SC-7 (12)0 
NIST SPB00-53 R3 SC·7 {13)0 
NIST SPB00-53 R3 SC-7 {16)0 
NIST SP600-53 R3 SC-60 
NIST SPBD0-53 R3 SC-6 {1)0 
NIST 5PB00-53 R3 SC-90 
NIST SPB00-53 R3 SC-9 (1)0 
NIST SPB00-53 R3 SC-t30 
NJST SP600-53 R3 SC-13 {1)0 
NIST SPB00-53 R3 SC-160 
N!ST SPB00-53 R3 SC-230 
NIST 5P800-53 R3 Sl-6n 

PCI OSS Y2.0 8.5.7 
PCI OSS Y2.0 126.1 

PCI-OSS v2.0 2.1.1 
PCI-DSS v2.0 3.4 
PCI-OSS v2.0 3.4.1 
PCI·DSS v2.0 4.1 
PC l-OSS v2.0 4.1.1 
PCl ass v2.o 4.2 

AUP Y5.0 E.I 
SIG YS.O: E.4 

AUPvS.O E.t 
SlG v6.0: E.4 

AUPv5.0 G.4 
AUPv5.0G.15 
AUP v5.0 1.3 
51GY6.0: G.10.4, 
G.11 .1, G.11 .2, G.12.1, 
G.1 2.2, G.124, 
G.12. 10, G.14.16, 
G.14.19, G.16.2, 
G.1 6. 16, G.16.19, 
G.17.16, G.17.17, 
G.18.13, G.18.14, 
G. 19.1.1,G.20.14 

GAPP Rof1.2.10 
GAPP Rof8.2.1 

GAPP Rer 8.23 

GAPP Ref6.1 .1 
GAPP Ref 6,2.1 
GAPP Ref 6.2.5 
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Cloud Cont rols Matrix (CCM) R1.1 

Cloud S~A:;.:c~~::~~ry Modt•l Scope Apphc.lh!llly Compll;mc~ M.lpptno 

Control Ar~ol 

lnformaUonSccurlty ­
EncryptlonKey 
Management 

Control tO 

IS-19 

Control Spt:CIIIC 1110n 

Policies and proCl!dures 
shan be established and 
mechanisms Implemented 
roreffectlvekey 
m~:~n:~gementlosupport 

encrypllonofdo.talnstorage 
andlnlrzmsmlsslon. 

Control RI'~I'>IOn"> v1 1 

No Change 

Sa IS P.1.1S 1.1.1S 

Sci'\'IC~ 

Provider Ten.lnl COBIT 4 1 

COBIT 4.1 055.8 

HIPAA I HITECH Act 

45 CFR 164.312 (a)(2)(1v) 
4SCFR 164.312(e)(1) (New) 

ISO IEC 27001 2001> 

Cl~:~use4.3.3 

A.10.7.3 
A.12.3.2 
A.1 5.1.6 

NIST SPB00-53 

NIST SPSOQ-53 R3 SC-12 
NIST 5?800.53 R3 SC-13 
NIST SPS00.53 R3 SC-17 
NIST SPB00.53 R3 SC-28 

Fc!IRAMP 

NIST SPS00-53 R3 SC-12 0 
NIST SPBOQ..53 R3 SC-12 (2) 0 
NIST SP8Q0.53 R3 SC-12 (5) 0 
NIST SP80Q..53 R3 SC-130 
NIST SP800.53 R3 SC·13 (1) 0 
NIST SPB00.53 R3 SC-17 0 
NIST SPB00.53 R3 SC-28 0 
NIST SP80Q.53 R3 SC-28 (1) 0 

PCI OSS v2 0 

PCI -DSS v2.0 3.4,1 
PCI-DSS v2.0 3.5 
PCI-OSS v2.0 3.5.1 
PCI-DSS v2.0 3.5.2 
PCI-DSS v2.0 3.6 
PCI·DSS v2.0 3.6.1 
PCI·DSS v2.0 3.6.2 
PCI·DSS v2.0 3.6.3 
PCI·DSS v2.0 3.6.4 
PCI·DSS V2.0 3.6.5 
PCI·DSS v2.0 3.6.6 
PCI·DSS v2.0 3.6.7 

BITS Sti.Ut:d 

A~sc;;".ml"nl~ 

AUPv501SIGv60 
SIGv6.0: L.6 

GAPP [Au() 2009) 

GAPP Rel8.1 .1 
GAPP Ref 8.2.1 
GAPP Ref 8.2.5 

Information Security-
VUinef'l:lbiiJty/P:Itch 
Management 

IS-20 Pollclasond procedures 
shllllbe est:~blished and 
mechanism Implemented for 
vulnernbUityond p;~tch 
marn~gement,ensurlngthal 
appllcatlon,system.Dnd 
networltdevlce 
vulner;:abllltlcsareevaluatad 
and vendor-supplied security 
patcnes applied In a tJmety 
mannertaklngartsk-based 
opproachforprlorlt.lzlng 
critical patches. 

No Change COBIT 4.1 Al6.1 
COBIT 4.1 Al3.3 
COBIT 4.1 055.9 

45 CFR 164.306 (11)(1 )(I)(IQ(A) 
45CFR 164.30B(o)(1)(1)(1Q(B) 
45 CFR 164.308 (a)(S)(I)(IQ(B) 

A.12.5.1 
A.12.5.2 
A.t2.6.1 

NIST SP800.S3 R3 CM.J 
NIST SPBOO.S3 R3 CM-4 
NIST SPB00.53 R3 CP·t O 
NIST SP800.53 R3 RA·S 
NIST SP8QO.S3 R3 SA-7 
NIST SP800.S3 R3 51·1 
NIST SP8Q0.53 R3 Sl-2 
NIST SPS00-53 R3 SI-S 

NIST SP800-S3 R3 CM-30 
NIST SPBOQ..S3 R3 CM-3 (2)0 
NIST SPBOo-53 R3 CM-40 
NIST SPB00-53 R3 CP-100 
NIST SPB00-53 R3 CP-10 (2) 0 
NIST SPBOO.S3 R3 CP-10 (3) 0 
NIST SPSOQ..S3 R3 RA-5 0 
NIST SP600-S3 R3 RA-5 (1)0 
NIST SPB00-53 R3 RA-5 (2)0 
NIST SPS00-53 R3 RA-5 (3) 0 
NIST SPB00-53 R3 RA-5 (9) 0 
NIST SPB00-53 R3 RA-5 (6) 0 
NIST SPB00-53 R3 SA-7 0 
NIST SPS00-53 R3 Sl-1 0 
NIST SPB00.53 RJ Sl-20 
NIST SP800.53 R3 Sl-2 (2)0 
NIST SP800.53 R3 Sl-50 

PCI-DSS v2.0 2.2 
PCI-DSS v2.0 8.1 
PCI-DSS v2.0 6.2 
PCI-DSS v2.0 6.3.2 
PC!·DSS v2.0 6.4.5 
PCI-OSS v2.0 6.5.X 
PCI-OSS v2.0 6.6 
PCI-OSS v2.0 11.2 
PCI-DSS v2.0 11.2.1 
PCI-DSS v2.0 11.2.2 
PCI-OSS v2.0 11 .2.3 

AUPvS.O 1.4 
SIGv6.0: G.15.2,1.3 

GAPP Rel1 .2.6 
GAPP Ref8.2.7 

lnformotlon security­
Anti-VIrus/Malicious 
Soltwtlre 

IS-21 Ensurethatollantlvlrus 
progrnmsarecapsblaof 
dotectlng,remov~g.ond 
protecting ag;:alnst:~l!known 

typesofmollclou~or 

un:~uthorlzedsolt.warewlth 

antlvlrusslgnoture updotes 
atlc:~stevery12hours. 

NoChonge COBIT 4.1 055.9 45 CFR 164.308 (1:1)(5)(11){6) A.10.4.1 NIST SP800-S3 R3 SA-7 
NIST SP800-53 R3 SC-S 
NIST SPB00-53 R3 SI.J 
NIST SP800.53 R3 SI-S 
NIST SP800.53 R3 Sl-7 
NIST SP8Q0.53 R3 SI...S 

NIST SP600.53 R3 SA-7 0 
NIST SP800-53 R3 SC-5 0 
NIST 5?600.53 R3 Sl-30 
NIST SPBOQ..53 R3 51·3 (1)0 
NIST SPB00-53 R3 SI.J (2)0 
NIST SPB00-53 R3 Sl-3 (3)0 
NIST SP800-S3 R3 SI-SO 
NIST SP800-53 R3 51·70 
NIST SPB00-53 R3 Sl-7 (1) 0 
NIST SPB00-53 R3 Sl-80 

PCI·OSS v2.0 5.1 
PCI-DSS v2.0 5.1.1 
PCI-OSS v2.0 5.2 

SIGv6.0:G.7 GAPP Ref 8.2.2 

Information Security -
lncldentMon:~gement 

IS-22 Polley, process and 
proceduresslulllbe 
establlshedtotrlagesecurlly 
relatedeventsandensure 
tlmetyandthoroughlncldcnt 
rTUinagemant. 

NoChengo COBIT 4.1 055.6 45 CFR 164.308 (a)(t)(l) 
45 CFR 164.308 (3){6){1) 

Clause4.3.3 
A.13.1.l 
A.1 3.2.1 

NIST SPBOQ.53 R31R·1 
NIST SPBQ0.53 RJIR-2 
NIST SPB00-53 R3 IR-3 
NIST SPB00-53 R31R--4 
NIST SPB00-53 R31R-S 
NIST SPBQ0.53 R3IR-7 
NIST SPB00-53 R31R-8 

NIST SPB00-53 R31R·l 0 
NIST SPB00-53 R31R·2 0 
NIST SPB00-53 R31R-3 0 
NIST SPB00-53 RJIR-40 
NIST SPS00-53 RJ IR--4 {1)0 
NIST SPS00-53 R3 1R-5 0 
NIST SPBOG-53 RJIR-70 
NIST SPB00-53 R31R-7 (1)0 
NIST SP800-S3 R31R-7 (2)0 
NIST SP800.53 RJIR-80 

PCI-OSS v2.0 12.9 
PCI-OSS v2.0 12.9.1 
PCI·OSS v2.0 12.9.2 
PCI-OSS v2.0 12.9.3 
PCI-OSS v2.0 12.9.4 
PCI-OSS v2.0 12.9.5 
PC1-0SS v2.0 12.9.6 

AUPv5.0J.1 
SIGv6.0:J.t.1,J.1.2 

GAPP Rel1.2.4 
GAPP Ref 1.2.7 
GAPP Ref7.1.2 
GAPP Ref 7 .2.2 
GAPP Ref 7 .2.4 
GAPP Ref10.2.1 
GAPP Ref 10.2.4 

lnlormallon Security· 
Incident Reporting 

IS-23 Contractors, emplOyees and 
thlrd partyusersshliDbe 
m;:adaowareoftnelr 
responsibility to report all 
lnformotlonsecurltyevents 
In a timely manner. 
lnformatlonsacurttyevent~ 

shall be reported tlvough 
predeOnedcommuniCOJtlons 
chllmels lnapromptand 
eKpedlentmannerln 
compllancewithstaiU!ory, 
regul atory:~nd contrnclutl l 

No Change COBIT 4.1 OSS.6 45 CFR 164.312 (a)(6)(U) 
16 CFR 318.3 (a) (New) 
16 CFR 318.5 (a) (New) 
45 CFR 160.410 (a)(1) (New) 

Clause4.3.3 
Cluuse 5.2.2 
A.6.1.3 
A.8.2.1 
A.B.2.2 
A.13.1.1 
A.13.1.2 
A.13.2.1 

NIST SP800-53 R31R-2 
NIST SPB00-53 R3 1R-6 
NIST SPB00-53 R31R -7 
NIST SP800.53 R3 St-4 
NIST SPS00-53 R3 St-5 

NIST SPB00-53 R31R·20 
NIST SPB00-53 RJ IR-60 
NIST SP80Q.53 RJIR-6 {1)0 
NIST SP800-53 R31R-7 o 
NIST SPS00-53 R31R·7 (1)0 
NIST SPS00-53 R3 IR-7 {2)0 
NIST SPS00-53 R3 Sl-40 
NIST SPS00-53 R3 Sl-4 (2)0 
NIST SP8Q0.53 R3 Sl-4 (4) 0 
NIST SP800-53 R3 Sl-4 {S) O 
NIST SPB00-53 R3 Sl-4 (6) 0 
NIST SP800.53 R3 51·50 

PCI·OSS v2.0 12.5.2 
PCI-OSS v2.0 12.5.3 

AUPV5.0J.1 
AUPv5.0 E.1 
SIG v6.0: J.1.1, E.4 

GAPP Ref1.2.7 
GAPP Re f 1.2.10 
GAPP Rof 7 .1.2 
GAPP Re f 7.2.2 
GAPP Ref 7 .2.4 
GAPP Ref 1 0.2.4 

In formation Security­
Incident Response 
Legal Preparation 

IS-24 lntheeventafolloW-up 
Dctlonconcem~gaperson 
or organization after an 
lnformallonsecurltylncldent 
requires leg:~lactlon proper 
forensic procedures 
Including ch:tlnofcustody 
shatlberequlredfor 
collection, retention, and 
presontatlonofevldenceto 
support potentlollegal action 
subjecttolherelevont 
jurisdiction. 

NoChange COBIT 4.1 055.6 45 CFR 164.308 (a)(6)(Y) Cllluse4.3.3 
Cleuse5.2.2 
A.B.2. 2 
A.8.2.3 
A.13.2.3 
A.15.1.3 

NIST SP800-53 R3 AU-6 
NIST SPS00-53 R3 AU-7 
NIST SPB00-53 RJ AU-9 
NtST SPB00-53 R3 AU-11 
NIST SPS00-53 R31R-S 
NIST SP800-53 R31R-7 
NIST SP800-53 R31R...S 

NIST SPB00-53 R3 AU-60 
NIST SPB00-53 R3 AU-6 (1)0 
NIST SP800-53 R3 AU-6 {3)0 
NIST SPB00-53 R3 AU-70 
NIST SPBOQ..53 R3 AU·7 (1 )0 
NIST SPB00-53 R3 AU·90 
NIST SPB00-53 R3 AU-9 (2)0 
NIST SP800-53 R3 AU·11 0 
NIST SP800-53 RJ IR·SO 
NIST SPB00-53 RJ !R-70 
NIST SPB00-53 R31R-7 (1) 0 
NIST SPB00-53 R3 1R-7 (2)0 
NIST SPB00-53 R3 1R...SO 

AUPv5.0J.1 
AUP v5.0 E.1 SIG 
v6.0:J.1.1,J.1.2, EA 

GAPP Reft.2.7 
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Cloud Controls Matrix (CCM) R1.1 

Cloucl 
5'~~;l~c~~::~~ry Moclt•l Scopv Appllcabillly Compll omc~ MolpplniJ 

Control Arc<~ ControiiD Control SpctllltdliOn Control R~v1~10n~ 111 1 Service BITS Sh.ucd 

S.l.lS P1.1S 1.1.1S Provnh!r Tt>n.mt COBIT 41 HIPAA I HITECH Act ISO IEC 27001 200!i NIST SP800 53 FcdRAr.1P PCI OSS v2 0 AU:s:c~~~~~~~G O GAPP (Auq 2009) 5
lnformatlonSecurlty­ IS-32 Policies and procodur~s 
Portnbte/Moblle shall be established and 
Devices measuroslmplomontcdto 

strlctlyllmlloccoss to 
sensltlvedatafromportable 
andmoblle devlces,suchn 
laptops, collphones,:md 
personaldlgltalosslstants 
(PDAs),whlcharegenerally 
hlghor-riaklhannon-portoblo 
dovlces(o.g.,doslctop 
computersntthe 
orgonlzatlon'sfacllltlos). 

Information Securlty­ IS-33 Accesstooppllcntlon, 
Sourco Code Access programorobjectsourcl! 
Restriction codeshollberestrlctedto 

oulhort:odpersonnolona 
needtoknowbasls. 
Records shall be m::~lntalnod 
rogardlngtholndlvlduot 
grnntodaccoss,reosonfor 
occossondvorslonof 
sourcecodoeJCposed. 

Information Securlty· IS-34 Ulllltyprogromscapableof 
Ut!lltyPrograms potentlollyovorrldlng 
Access system,object, networll:, 

vlrtualmochlneand 
appllcolloncontrolsshallbe 
restricted. 

legal • Non-Disclosure LG-01 Requirements for non-
Agreements dlsclosure orconfldentlollty 

agreementsrofloctlngthe 
organizlltlon'snecdsfortho 
protecllonofdata:~nd 

open~tlon~~ldetellsshellbe 

Jdentlnod,documenledond 
reviewed at planned 
Intervals. 

NoChongo COBIT 4.1 0$5.1 1 45 CFR 164.310 (d)(1) A.7.2.1 NIST SPB00-53 R3 AC-17 
COBIT 4.1 055.5 A.10.7.1 NIST SPB00-53 R3 AC-18 

A.10.7.2 N!ST SPS00-53 R3 AC-19 
A.10.8.3 NIST SPS00-53 R3 MP-2 
A.11.7.1 NIST SPS00-53 R3 MP-4 
A.11.7.2 NlST SPS00-53 R3 MP-6 
A.15.1.4 

Acc~sstooppllcotlon, Clouse4.3.3 
programorobjectsource A.12.4.3 
code shllllberestrlctedto A.15.1.3 
outhort:edpersonnet bosed 
onclouddellverymodel 
(PooS) on 11 need to know 
basis. 

Utllltyprogramsand COBIT 4.1 055.7 A.11.4.1 
prlvllogedmanogoment A11.4.4 
occountscepebleof A.11.5.-4 
potentlallyoverrldlngsystem, 
object,network,vlrtulll 
mochlneondappllcntlon 
controlsshallborostrlcted, 
Utllltles thatutllltlesth3tcan 
shut down virtualized 
p:~rtltfons shallbe diRIIowed. 
Att::~cksthatt:~rgetthevlrtual 

lnfrnstructuro(Shlmmlng, 
Bluo Pill, Hyperjocklng,etc.) 
!!hallbcldentlflodand 
remedlatedwRhtechnlcaland 
procedumlcontrols. 

No Change ISO/l EC 27001 :2005 
AnneJCA.5.1 .5 

NIST SPS00-53 R3 CM-5 

NIST SPS00-53 R3 CM-6 


NIST SPS00-53 R3AC·5 
NIST SPS00-53 RJ AC-6 
NlST SPS00-53 RJ CM-7 
NtST SPS00-53 R3 SC-3 
NtST SPS00-53 R3 SC-19 

NIST SPS00-53 RJAC-170 
NIST SPS00-53 R3 AC-17 (1)0 
NlST SPS00-53 RJAC-17 (2)0 
NIST SPS00-53 RJAC-17 (3)0 
NIST SPS00-53 RJAC-17 (4)0 
NIST SPS00-53 R3 AC-17 (5)0 
N!ST SPB00-53 R3AC-17 (7)0 
N!ST SPS00-53 R3 AC-17 (B)D 
N!ST SPB00-53 R3AC-180 
NtST SPS00-53 R3AC-18 (1)0 
NIST SPB00-53 R3AC-18 (2)0 
NIST SPB00-53 R3 AC-18 (3)0 
NIST SPS00-53 R3AC-18 (4)0 
N!ST SPB00-53 R3 AC-18 (5)0 
NIST SPS00-53 R3 AC-190 
NIST SPS00-53 R3 AC-19 (1)0 
NIST SPS00-53 R3 AC-19 (2)0 
NtST SPS00-53 R3 AC-19 (3)0 
NtST SPS00-53 R3 MP-20 
NlST SPB00-53 R3 MP-2 (1 )0 
NlST SPS00-53 R3 MP-40 
NlST SPS00-53 RJ MP-4 (1 )0 
NlST SPS00-53 RJ MP-60 
NtST SPB00-53 RJ MP-6 (4)0 
NIST SP800-53 RJ CM-50 
NIST SPS00-53 RJ CM-5 (1 )D 
NIST SPS00-53 RJ CM-5 (5)0 
NIST SPS00-53 R3 CM-60 
NIST SPS00-53 R3 CM-6 (1 )0 
NIST SPS00-53 R3 CM-6 (3)0 

NIST SPS00-53 R3 AC·5 0 
NIST SPS00-53 R3 AC-60 
NIST SPS00-53 R3 AC-6 {1 )0 
NIST SPS00-53 R3 AC-6 (2)0 
NIST SP800-53 R3 CM-70 
NIST SP800-53 R3 CM-7 (1 )0 
NIST SPSOD-53 R3 SC-30 
NIST SPS00-53 RJ SC-190 

NIST SPSOD-53 RJ PL-4 NIST SPS00-53 R3 PL-40 
NIST SP800-53 RJ PS-5 NIST SPS00-53 R3 PS-60 
NIST SPS00-53 R3 SA-9 NIST SP800-53 R3 SA-90 

NIST SPS00-53 RJ SA-9 (1)0 

PC! DSS v2.0 9,7 SlG v6.0:G.1 1, G12, GAPP Ref 1.2.6 
PC! DSS v2.0 9.7.2 G.20.13, G.20.14 GAPP Ref 3.2.4 
PC! DSS v2.0 9,8 GAPP Ref8.2.6 
PC! DSS v2.0 9.9 
PCI DSS v2.0 11 .1 
PC! DSS v2.0 12.3 

PCI-DSS v2.0 6.4.1 SIG v6.0: 1.2.7.2, 1.2.9, GAPP Ref 1.2.6 
PCI-DSS V2.0 6.4.2 1.2.1 0, 1.2.15, GAPP Ref5.2. 1 

PCI OSSV2.07.1.2 SIGv6.0:H.2.16 NIA 

PCI OSS v2.0 12.8.2 SIG v6.0:C.2.5 GAPP Ref 1.2.5 
PCI OSS v2.0 12.6.3 
PCI OSS v2 .0 12.8.4 
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CFR 164.306 {b)(2){U) 

CFR 164.308(b)(2)(111) 

CFR 164.306 (b)(3) 

CFR 164.308 (b)(4) 

CFR 164.312{e){2)(1) (New) 

CFR 164.312 (c){1) (New) 

CFR 164.312(c)(2)(!1) (New) 

CFR 164.314(a)(1)(1) 

CFR 164.314 (a)(1)(U)(A) 

CFR 164.314 {:!)(2)(1) 

CFR 164.314(a)(2)(1)(A) 

CFR 164.314 (a)(2)(1)(B) 

CFR 164.314 (a)(2)(1)(C) 

CFR 164.314 {a)(2)(1)(0) 

CFR 164.314 (a)(2)(Y){A) 

CFR 164.314 (a)(2)(11)(A)(1} 

CFR 164.314 (a)(2)(11)(A)(2) 

CFR 164.314 (a)(2)(U)(B) 

CFR 164.314 (a)(2)(W)( C) 

CFR 164.314 (b)(1) 

CFR 164.314 (b)(2) 

CFR 164.314(b)(2)(1) 

CFR 164.314 


I SP800.53 R3 CM -2 (1) 0 
SPBOO.SJ R3 CM-2 (3) 0 
SPS00.53 R3 CM-2 (S)O 
SPB00-53 R3 CM-30 
SPB00-53 R3 CM-3 (2)0 
SPBOo-53 R3 CM-40 
SPB00-53 RJ CM -50 
SP80Q..53 R3 CM-5 (1)0 
SPB00-53 R3 CM-5 (5) 0 
SPB00-53 R3 CM-60 
SPB00-53 R3 CM-6 {1)0 
SPBD0-53 R3 CM-6 (3) 0 
SPSOG-53 R3 CM-90 
SPS00-53 R3 MA-40 
SPBOG-53 R3 MA-4 (1)0 
SPSOG-53 R3 MA-4 (2) 0 
SPBOG-53 R3 SA-3D 
SPS00-53 RJ SA-40 
SPB00-53 R3 SA-4 (1 )D 
SPB00-53 R3 SA-4 (4)0 
SPB00-53 RJ SA-4 (7)0 
SPB00-53 RJ SA-50 
SP600-53 RJ SA-5 (1 )0 
SPBOG-53 R3 SA-5 (3)0 
SPB00-53 R3 SA-BD 
SPB00-53 RJ SA-100 
SPB00-53 R3 SA-11 0 
SP800-53R3SA-11 (1)0 
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Cloud 
5"~1;1~c~~::~:ry Model Scopo App!lcabihly Compliance- M.lppln(l 

Conlrol Arc.l ConlroiiD Control Spo•ciiiColllon Control R~v1:>1on., v1 t BITS Sh<~rt>c:J 

S.l.lS p,,,JS 1.1 .1$ :r:r:.~:r Tl'n.ml COBIT 4 1 HIPAA 1 HITECH Act ISO IE C 2700 1 2005 NIST SP800 53 Feci RAMP PC! OSS v2 0 AU:s:5c~~~~~~:G D GAPP (Aut) 2009) 

Opera !Ions 
Mnnogemcni­
Cop3clty/Resource 
PoMing 

Qper,tlons 
Man:~gement­

Equlpment 
Malnten:~nce 

RlskManagement­
ProgrDm 

R\skM3n:lgemenl· 
Assessments 

Rlsk Manllgement­
Mitlgotlon/ 
Acceptance 

Risk Management· 
Business/Policy 
Chllnge lmpacts 

OP-03 The evallablllty, quality, and No Change 
adequate capacity end 
resources shall be planned, 
prepored,ondmeosurodto 
delverthc! requlredsystem 
performance In accordance 
with regubtory, contractual 
and business requ!:remanls. 
ProjectlonsofftJiure 
capacltyrequlremenlssholl 
bemadetomlt!g:~tcthcrlsk 

ofsyst~movcrload. 

OP-04 Policies and procedures No Change 
shall be established lor 
equlpmentmolnlen:~nce 

ensuring contlnuil.yond 
nv:~Uabi Ulyof oper,Uons . 

Rl-01 OrgonlznUonG shall develop Org:~n~n\lons shall develep 
:~ndmalntoln:~nenterprlse :~ndmalnt:~lnacloudorlented 

risk m:~nagement lr,mework rlsk m:~n:~gement fr,meworl< 
tom:~nager!skto:~n to mar\agerlskas dennedln 
occept:~blc level. thllmtasterDgreementor 

Industry bost-pr,dlces ar'ld 
standtards. 

Rl-02 Allgnadwtththeenterprlso- NoChllnge 
wldefrnmeworl<, form111 risk 
:~ssessmentssh:~llbc 

performedotleastannu13lly, 
oratplonnedlntorvols, 
determining the likelihood 
llnd lmpactofallldentifled 
risks, using quaUtatlve 13nd 
qu:mtlbtlve methods. Tho 
likelihood and Impact 
llssoclated wtth Inherent and 
re$1dl.l:l1 risk should be 
determl~ Independently, 
considering all risk 
categcrles(c.g.,:audK 
rcsults,thrcntnnd 
vulnarubllltyannlysls,:and 
ragulotorycompllancc). 

Rl-03 Risks shall be mKigated to No Change 
on acceptable level. 
Acceptance levels based on 
risk criteria shall be 
established ar'ld documented 
In accordance with 
reasonable resolution time 
frnmesandeKecutlve 
approval. 

RI ·04 Risk useument re sults No Change 
shllll lncludeupdlltesto 
security policies, 
procedures, standards and 
controls to ensure they 
remalnrelev:arttand 
effective. 

COBIT 4.1 OS 3 

COBIT 4.1 A13.3 45 CFR 164.310 (t1)(2)(1v) 

C08\T 4.1 PO 9.1 45 CFR 164.308 (a)(8) 
45 CFR 164,308(a)(1)(11)(8) (New) 

C081T 4.1 PO 9.4 45 CFR 164.308 (o)(1)(U)(A) 

COBIT 4.1 PO 9.5 45 CFR 164.308 (a)(1)(11)(B) 

)()( COBIT 4.1 PO 9.5 

A.10.3.1 

A.9.2.4 

C!:~use 4.2.1 c) through g) 
Clouse 4.2.2b) 
C!:~use 5.1 I} 
Clause 7.2& 7.3 
A.6.2.1 
A.t2.6.1 
A.14.1.2 
A.15.2.1 

NIST SPB00·53 R3 SA-4 NIST SPB00·53 R3 SA·•$0 
N!ST SPB00-53 R3 SA-4 (1 )0 
N!ST SPB00-53 R3 SA-4 (4)0 
N!ST SPB00-53 R3 SA-4 (7)0 

NIST SP800·53 R3 MA-2 NIST SP80Q-53 R3 MA·2D 
NIST SP80Q-S3 R3 MA-3 NIST SP800-53 R3 MA-2 (1 )0 
NIST SP800-53 R3 MA-4 NIST SP800-53 R3 MA-30 
NIST SP800-53 R3 MA-5 NIST SP800-53 R3 MA-3 (1 )0 
NIST SP800-53 R3 MA-6 NIST SP8Q0.53 R3 MA-3 (2)0 

NIST SP8Q0.53 R3 MA-3 (3)0 
NIST SPS00.53 R3 MA-40 
NIST SPS00-53 R3 MA-4 (1 )0 
NIST SP800-53 R3 MA-4 (2)0 
NIST SP80Q.53 R3 MA-50 
NIST SP80Q.53 R3 MA-60 

NIST SP80Q.S3 R3 AC-4 NIST SP80Q.53 R3 AC-40 
NIST SP80Q.S3 R3 CA-2 NIST SP80Q.S3 R3 CA-20 
NIST SP800-S3 R3 CA-6 NIST SP80Q.53 R3 CA·2 (1 )0 
NIST SP80Q.53 R3 PM-9 NIST SPS00-53 R3 CA-60 
NIST SP60Q.53 R3 RA-1 NIST SP80Q.53 R3 PM-90 

NIST SPBOQ-S3 R3 RA-1 0 

Clause 4.2.1 c) through g) NIST SP80Q-53 R3 Pl-5 NIST SPBOQ-53 R3 PL-50 
Clouse 4.2.3 d) NIST SP80Q.53 R3 RA-2 NIST SP80Q.53 R3 RA-20 
Clause 5.1 I} NIST SP80Q.S3 R3 RA-3 NIST SP80Q.53 R3 RA-30 
Clause 7.2 & 7.3 
A.6.2.1 
A.12.5.2 
A.12.6.1 
A.14.1.2 
A.1 S.1.1 
A.1S.2.1 
A.1S.2.2 

Clause 4.2.1 c) through g) NIST SP80Q.S3 R3 CA-S NIST SPB00-53 R3 CA-SO 
Cl:ause 4.2.2 b) NIST SP60Q.S3 R3 CM-4 NIST SP80Q.53 R3 CM-4 0 
Cllluse4.3.1 
ClauseS. I f) 
Cbuse7.3 
A.B.2.1 
A.1 2.S,2 
A.1 2.6.1 
A.1S.1.1 
A.1S.2. 1 

Clauso-4.2.3 
Clause4.2.4 
Clouse 4. 3.1 
Clouse S 
Clausc7 
A.5.1.2 
A.10.1.2 
A.10.2.3 
A.14. 1.2 
A.15.2. 1 

NIST SP80Q-S3 R3 CP·2 NIST SP800-53 RJ CP·21J 
NIST SPBOQ.S3 R3 RA-2 NIST SP8Q0.53 R3 CP-2 (1)0 
NIST SP8QO.S3 R3 RA-3 NIST SPB00-53 R3 CP·2 (2) 0 

NIST SPB00-53 R3 RA-20 
NIST SP800-53 R3 RA-30 

PCI ass v2.o 12.1 .2 

S!Gv6.0:G.S 

SIG v6.0:F.2.19 

AUPvS.O L.2 
v6.0: A.1,U 

GAPP Ref 1.2.4 

GAPP Ref 5.2.3 
GAPP Ref 8.2.2 
GAPP Ref 8.2.3 
GAPP Ref 8.2.4 
GAPP Ref 8.2.5 
GAPP Ref 8.2.6 
GAPP Ref8.2.7 

SIG GAPP Ral1.2.4 

PCI DSS v2.0 12. 1.2 AUP vS.O 1.1 GAPP Ref 1.2.4 
AUP vs.o 1.4 GAPP Ref 1.2.S 
SIGv6.0: C.2.1, 1.4.1, 
1.5, G.15.1.3, 1.3 

AUP v5.0!. 4 NIA 
AUP vS.O L.2 SIG 
v6.o: !.3, L9, L1 0 

PCIIJSS v2,0 12.1,3 AUP vS.O 8.2 N/A 
AUP vS .O G.21 
AUPvS.O L2 
SIG v6.0: 8.1 .1, 6.1.2, 
8.1.6, 8.1.7.2, G.2, 
L.9, L.10 
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Cloud Controls Matrix (CCM) R1.1 

CloutJ S('A:';I~c~~::~~ry Modo• I Scopo: AppiiC,JbiiiiY CompliilnC~ M.lppln{) 

Control Arc 1 Controi!O Control SjlCCIIIC Hlon Control RciiiO:.IOn~ v1 1 BITS Stnrcd 

S,J.JS P,J,JS l.l,JS ;,~~~~r lf'!Mnl COBIT 4 1 HIPAA 1 HITECH ACI ISO IEC 21001 2005 N!ST SPQ00-53 FcdRAI,,P PCI OSS v2 0 AU:s~~('~~~~~~~G O GAPP {Auq 2009) 

RlskManagomenl· Rl-05 Thcldentlncatlon, 
Third PartyACCI!!SS assessment, and 

prloritlzat!onofrlsks posed 
by business processes 
requiring third party access 
totheorganlzl!ltlon's 
Information systems end 
dotashallbOfollowedby 
coordlnatodopp!lcotlonof 
resources to minimize, 
monltor, ondmeasure 

Re!ease~nogement RM-01 Policies end pro cedure:> 
New OQvelopment I shan be established for 
Acquisition monagementouthortzot!on 

for development or 
acqulsRionofnew 
oppllcatlons,systems, 
detaba3es,lnfrostructure, 
servlces,operatlons,ond 
facilities. 

Release Mant~gl:lment RM-02 Changes to the production 
Produc!lonChonges onvlronml:lnlshallbo 

doc~ented, tested and 
apj)(ovedprlorto 
Implementation. Production 
softwaro and hardware 
cMnges may Include 
opp!lcatlons,systems, 
databo sesandnetwor1< 
davlcosrequlrlngpatches, 
service pack s, and other 
updates and modlflc:ltlons. 

ReleosoM:magoment RM-03 A program for tho 
Quality Testing sy:;.temotlcmonltoringand 

lwoluotlon toensuroth:lt 
stenderclsofquaUty are 
beklgmetshall be 
establlshedforattsortw.Jre 
developed by the 
orgonb:ll tlon. Quallty 
evoluatlonondoccoptonce 
criteria for information 
systems, upgrades, and 
now versions shaD be 
established, documented 
:mdtests ofthesystem(s) 
shall be carried ou: both 
duringdevetopmentand 
prlortoncceptanceto 
molntoln:Jecurtty, 
Management sh311havea 
clearoverslght copachyln 
the qU3tlty testing process 
with the flrwl productbe!ng 
certified n•m for purpose~ 
(the product should be 
sultabtaforthelntended 
purpose) and "right first 
llme"(mlsta:kesshOuldbe 
eliminated rlor tor~lease. 

ServlceProvlderssholl COBIT 4.1 OS 2.3 A.6.2.1 
Implement and communicate A.B.3.3 
dlsasterrecovery,buslncss A.11 .1.1 
contlnulty,copocltyovorflow A.11.2.1 
ondopc:mtlonolredll'!doncy A.1 1.2.4 
plans to aU dependant service 
t!IH'S.Servlce Providers shall 
pcrformfol!urelmpoct 
onolys!s studlosond 
communtcotepotent!al 

sorv.~:~lmpactsandreduccd 

No Change COBIT 4.1 A12, A A.6.1.4 
16.1 A.5.2.1 

A.12.1.1 
A.12.4.1 
A.12.4.2 
A.12.4.3 
A.12.5.5 
A.15.1 .3 
A.15.1.4 

No Ch;mge COSIT 4.1 A16.1 , 4SCFR 164.3DB(o)(5)(U)(C) A. 10. 1.4 
A17.6 45CFR 164.312(b) A.12.5.1 

A.12.5.2 

NoChonge COSIT 4.1 PO B. 1 A.6.1.3 
A.10.1.1 
A.10.1.4 
A.10.3.2 
A.12.1.1 
A.122.1 
A.12.2.2 
A. 12.2.3 
A.12.2.4 
A.12.4.1 
A.12.4.2 
A.12.4.3 
A.12.5.1 
A.12.5.2 
A.12.5.3 
A.12.6.1 
A. 13.1.2 
A.15.2.1 
A.15.2.2 

NIST SPS00-53 R3 CA-3 
NIST SPB00-53 R3 MA--4 
NIST SPBOQ.S3 RJ RA-3 

NIST SPB00-53 R3 CA·1 
NIST SPB00-53 R3 CM-1 
NIST SPB00-53 R3 CM·9 
NIST SPB00-53 R3 PL-1 
NlST SPB00-53 R3 PL-2 
NIST SPBD0-53 R3 SA-1 
NIST SPBD0-53 R3 SA-3 
NIST SPB00-53 R3 SA-4 

NIST SPB00-53 R3 CA-1 
NIST SPBD0-53 R3 CA-6 
NIST SPB00-53 R3 CA-7 
NIST SPB00-53 R3 CM-2 
NIST SPB00-53 R3 CM-3 
NIST SPB00-53 R3 CM-5 
NIST SPB00-53 R3 CM-6 
NIST SPB00-53 R3 CM·9 
NIST SPB00-53 R3 PL-2 
NIST SPB00-53 R3 PL-5 
NIST SPB00-53 R3 Sl-2 
NIST SPB00-53 R3 Sl-6 
NIST SPB00-53 R3 Sl-7 

NIST SPB00-53 R3 CM·1 
NIST SPB00-53 R3 CM-2 
NIST SPB00-53 R3 SA-3 
NIST SPB00-53 R3 SA-4 
NIST SPB00-53 R3 SA-5 
NIST SPB00-53 R3 SA-B 
NIST SPB00-53 R3 SA-10 
NIST SPB00-53 R3 SA-1 1 
NIST SPB00-53 R3 SA-13 

NIST SPB00-53 R3 CA-30 
NIST SPB00-53 R3 MA·40 
NIST SPB00-53 R3 MA--4 (1 )0 
NIST SPB00-53 R3 MA-4 {2)0 
NIST SPB00-53 R3 RA-30 

NIST SPB00-53 R3 CA-1 0 
NIST SPB00-53 R3 CM-1 0 
NIST SPB00-53 R3 CM-9 0 
NIST SPB00-53 R3 Pl-1 0 
NIST SPB00-53 R3 PL-2 0 
NIST SPB00-53 R3 PL-2 (2} 0 
NIST SPB00-53 R3 SA-1 0 
NIST SPB00-53 R3 SA-30 
NIST SPB00-53 R3 SA-40 
NIST SPS00-53 R3 SA-4 (1 }0 
NIST SPao0-53 R3 SA-4 (4) 0 
NIST SPB00-53 R3 SA-4 (7) 0 

NIST SPB00-53 R3 CA-1 0 
NIST SPB00-53 R3 CA-6 0 
NIST SPS00-53 R3 CA-7 0 
NIST SPB00-53 R3 CA-7 (2)0 
NIST SPB00-53 R3 CM-20 
NIST SPB00-53 R3 CM-2 (1 )D 
NIST SPB00-53 R3 CM-2 (3)0 
NIST SPB00-53 R3 CM-2 (S)D 
NIST SPB00-53 R3 CM-30 
NIST SPB00-53 R3 CM-3 (2)0 
NIST SPB00-53 R3 CM·SO 
NIST SPB00-53 R3 CM-5 (1 )0 
NIST SPB00-53 R3 CM-5 (5)0 
NIST SPB00-53 R3 CM-60 
NIST SPB00-53 R3 CM-6 (1 )D 
NIST SPB00-53 R3 CM-6 (3)0 
NIST SPB00-53 R3 CM-9 0 
NIST SPB00-53 R3 PL-20 
NIST SPS00-53 R3 PL-2 (2) 0 
NIST SPB00-53 R3 Pl-50 
NIST SPS00-53 R3 St-20 
NIST SPB00-53 R3 Sl-2 (2)0 
NIST SPB00-53 R3 Sl-80 

~:~~ ~~:~~~ ~~ ~::;~1 )D 
NIST SPB00-53 R3 CM -10 
NIST SPB00-53 R3 CM-20 
NIST SP800-53 R3 CM-2 (1 )0 
NIST SPB00-53 R3 CM-2 (3)0 
NIST SPB00-53 R3 CM-2 (5)0 
NIST SPB00-53 R3 SA-30 
N!ST SPB00-53 R3 SA-40 
NIST SPB00-53 R3 SA-4 (1 }0 
NIST SPB00-53 R3 SA-4 (4) 0 
NIST SPBD0-53 R3 SA-4! (7} 0 
NIST SPBD0-53 R3 SA-SO 
NIST SPB00-53 R3 SA-5 (1)0 
NIST SPB00-53 R3 SA-5 (3}0 
NIST SPB00-53 R3 SA·BO 
NIST SPB00-53 R3 SA-100 
NIST SPB00-53 R3 SA-1 10 
NIST SPBOD-53 R3 SA-1 1 (1} 0 
NIST SPBD0-53 R3 SA-130 

PCI 055 v2.0 12.8.1 
PCI 05$ v2.0 12.8.2 
PC! DSS v20 12.8.3 
PCI OSS v2.0 12.8.4 

PCI OSS v2.0 5.3.2 

PC10SSY2.01 .1.1 
PCI ass v2.o 5.3.2 
PCJ ass v2.o BA 
PCI OSS v20 6.1 

PCI OSSv2.01 .1.1 
PCI OSS v2.0 6.1 
PCI ass v2.o 6.4 

AUP vS.O 8.1 
AUP vS.O H.2 

SIG v6.0: 8.1.1, 8.1.2, 

0.1.1, E.1, F.1.1 , 
H.1.1, 1<.1 .1, E.6.2, 
E,6.3 

AUP v5.0 1.2 
SIGvB.O: 1.1 .1 , 1.1.2, 
1.2. 7.2, 1.2.8, 1.2.9, 
1.2.10, 1.2.13, 1.2.14, 
1.2.15, 1.2.16, 1.2.22.6, 
L.S, 

S!GVB.O: 1.2.17,1.2.20, 
1.2.22 

C,1.7,G.1,G.6,1.1, 
1.4.5, 1.2.16,' 1.22.1, 
1.22.3, 1.22.6, 1.2.23, 
1.2.22.2, 1.2.22.4, 
1.2.22.7. 1.2.22.8, 
1.2.22.9, 1.2.22.10, 
1.2.22.11, 1.2.22.1 2, 
1.2.22. 13, 
1.2.22.14,1.2.20, 1.2.17, 
1.2.7.1, 1.3,J.2.10, L.9 

GAPP R~:!f7 .1.1 


GAPP Ref 7, 1.2 

GAPP Ref 7 .2.1 

GAPP Rl:lf 7.2.2 

GAPP Ref 7 .2.3 

GAPP Rer7.2.4 


GAPP Ref 1.2.6 

GAPP Ref1.2.6 

GAPP Ref9.1.0 
GAPP Rof9. 1.1 
GAPP RC!f 9.2.1 
GAPP Ref9.2.2 
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Cloud Controls Matrix (CCM) R1.1 

Cloucl ScA~I=I~c~~::~:ry r.,odcl Scope Apphc,lbthty Compltanct• M.ipplnn 

Conlrol Anhl ConlroiiO Control SpeCIIICJIIOn Control Rtvi .. IOM'> v11 s~rvtcc BITS Sh.ued 

S.MS P.MS !.l.lS Provider Tcn.!nl CO BI T 4 1 HIPAA' HITEC H Act ISO IEC 2700 1.2005 NIS T SP800 53 FcdRA!IP PCI OSS v2 0 A.-.'>ci.o;mcnl!!. GAPP !AU!) 2009) 
AUPv501SIGv60 

Release Managoment RM.Q4 A progrJm lor the No Ch:mge A.6.1.6 NIST SPBOQ-53 RJ SA-4 NIST SPBOQ-53 R3 SA-40 PC! ass v2.o 3.6.7 AUP v5.0 C.2 N/A 
Outsourced systematic monitoring and A.6.2.1 NIST SP600.53 RJ SA-5 NIST SP800.53 R3 SA--4 {1 )0 PC! OSS v2.0 6.4.5.2 AU P v5.0 1. 2 
O<welapmenl eYIIIUatlontoensurethal A.6.2.3 NIST SPB00-53 R3 SA.S NIST SP600-S3 RJ SA--4 (4)0 PC! ass v2.o 7.1.3 AUP\15.01. 4 

stondards ofqtn~llty oro A.10.1.4 NIST SPB00-53 R3 SA-9 NIST SP600-53 R3 SA--4 {7)0 PC! ass v2o 6.5. 1 AUP vS.O 1.1 
belngmetst1onbe A.10.2. 1 NIST SPB00-53 RJ SA-10 NIST SP800-53 R3 SA-Sa PC! ass oa.o 9.1 SIG viS.O: C.2.4, GA, 
established for oil A.10.2.2 NIST SPBOQ-53 R3 SA-11 NIST SPB00-53 R3 SA-5 (1 )0 PC! ass v2.o 9.1.2 G6, 1.1, 1.4.4, 1.4.5, 
outsourcedsottware A.10.2.3 NIST SPBOQ-53 R3 SA -12 NIST SPB00-53 R3 SA-5 {3) 0 PC! ass v2.o 9.2b 1.2.7.2, 1.2.8, 1.2.9, 
development. The A.1 0.3.2 NIST SP600-53 R3 SA-13 NIST SPB00-53 R3 SA.SO PCI ass v2.o 9.3. 1 1.2.15, 1.2.16, 1.2.22.6, 
development of aD A.12.1.1 NIST SPBOQ.53 RJ SA-90 PC! ass v2.o 10.s.2 1.2.7. 1, 1. 2.13, 1.2.14, 
outsourced software shall be A.12.2.1 NIST SPB00-53 RJ SA-9 {1 )0 PC! ass v2.0 11 .5 1. 2.17,1.2.20, 1.222.2, 
supervfsedondmonltored A.12.2.2 NIST SPBOQ.-53 R3 SA-100 PC! OSS v2.0 12.3.1 1. 2.22.4, 1.2.227, 
by the org :~ nlztltlonand A.1 2.2.3 NIST SPB00-53 R3 SA-11 0 PCI OSS v2.0 12.3.3 1.2.22.6, 1.2.22.9, 
mustlnctudesecurlty A.12.2.4 NIST SPB00-53 R3 SA -1 1 (1) 0 1.2.22.10, 1.2.22.11, 
requlremonts,lndopondont A.12.4. 1 NIST SPB00-53 R3 SA-120 1.2.22.1 2, 1. 2.22.13, 
securttyrevlewoltho A.12.4.2 NJST SP800.53 R3 SA-130 1. 2.22.1 4, 1.3, J.1.2. 10, 
outsourcedenvlronmentby A.12.4.3 L7, l .9, l .10 
Dcert lflod lndlvlduel, A.12.5.1 
certlnodsecurttytralnlnglor A.12.5.2 
culsourcedso~re A.12.5.3 
developers, and code A.12.5.5 
revlews. Certlfiatlonforthe A.12.6.1 
purpo~softtiscontrolshtl l l A.13.1.2 
be defined 115 either a A.1 5.2.1 
JSOIIEC 17024 :~ccred l t a d A.15.2.2 
certlficBtlonoralcg:llly 
recognized license or 
cert!fictltlon ln thelcglsltltlve 
juriscll ctlcntheorpn~tlon 

OU!SOLI'Cingthe 
dcvelopmenthascho:oonBs 

Relcase MBnagcmcnt RM-05 Pollclos and procedures No Change A. 10.1.3 NIST SP600.53 RJ CM·1 NIST SPBOQ.-53 R3 CM-1 0 AUP \15.0 G.1 GAPP Ref3.2.4 
Un~~Uihorlzod SO!twaro shill be established and A.10.4.1 NIST SP800-53 R3 CM-2 NIST SPS00-53 R3 CM-2 0 AUP v5.0 1.2 GAPP Ref 8.2.2 
!nst:JUollons mechanisms lmplementod A.11 .5.4 NIST SP&I0-53 R3 CM-3 NIST SPB00-53 RJ CM-2 (1)0 SIG v6.0: G.2.1 3, 

to restrktthe Installation of A.1 1.6.1 NIST SPSOQ.-53 R3 CM-5 NIST SPB00-53 R3 CM-2 (3)0 G.20.2,G.20.4, G.20.5, 
unauthorlzedsonware. A.12.4.1 N!ST SPSOQ.-53 R3 CM-7 NIST SPS00-53 R3 CM-2 (5) 0 G.7, G.7.1, G.12.11, 

A.12.S.3 NIST SPBOQ.-53 RJ CM-8 NIST SP60Q.53 RJ CM-3 0 H.2.16, 1.2.22.1, 
NIST SPB00-53 R3 CM-9 NIST SP600.53 RJ CM-3 (2)0 1.2.22.3, 1.2.22.6, 
NIST SP800-53 R3 SA-6 NIST SPS00-53 R3 CM-5 0 1.2.23, 
NIST SPB00-53 R3 SA-7 NIST SPS00-53 R3 CM-5 (1 )0 
NIST SPSOQ.-53 R3 Sl-1 NIST SPS00-53 R3 CM-S (5)0 
N!ST SPBOQ.-53 R3 Sl-3 NIST SPB00-53 R3 CM-7 0 
NIST SPBOQ.-53 RJ Sl-4 NIST SPBOQ.-53 R3 CM-7 (1) 0 
NIST SPBOQ.-53 R3 Sl-7 NIST SPBOQ.-53 R3 CM-8 0 

NIST SP800-53 R3 CM-8 (1 )0 
NIST SPB00-53 R3 CM-8 (3)0 
NIST SPB00-53 R3 CM-8 (5)0 
NIST SPBOQ-53 R3 CM-9 0 
N!ST SP800.53 RJ SA·60 
NJST SP800.53 R3 SA-70 
NIST SPS00-53 RJ Sl-10 
NIST SPB00-53 R3 Sl-30 
NIST SPS00-53 R3 Sl-3 (1)0 
NIST SPBOQ.-53 R3 Sl-3 {2)0 
NIST SPBOQ.-53 R3 Sl-3 (3) 0 
NIST SP800.53 RJ Sl-40 
NIST SPBOQ.-53 RJ Sl-4 (2)0 
NIST SPS00-53 R3 Sl-4 (4)0 
NIST SPS00-53 R3 Sl-4 (5)0 
NIST SPSOQ.-53 R3 Sl-4 (6)0 

~ ~ ~~ !~~~~~ ~; !::70 
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Cloud Controls Matrix (CCM) R1.1 

Cloutl S~~l~c:~~::~:ry Model Scope Appi1C.lb1hly Comphonc(< M 1pp1na 

Control An~ .l ControiiO Control Sptctllc.Jtton Control R~v1<:>1on!> v11 S~rvltl.: - BITS Sh ucd 

So~i!S P.1.1$ 1.1.1$ Provldcr Tt'll.ml COB IT 41 HIPAA ' HITECH Ac.t ISO IEC 2•001 200!i NIST SP800 53 FcdRAI.IP PCI OSS v2 0 A:.sc\~menl!. GAPP (Au() 20091 
AUPv501SIGv60 

Resiliency­ R5-01 Poll ey, procus and No Change COBIT 4.1 PO 9,1 45 CFR 164.308 (a)(7)(1) (New) Clause4.3.2 NlST SP800-53 R3CP-1 NIST SPB00-53 R3 CP·1 D PCI DSS v2.0 12.9.1 SIG vB.O: K1.2.9, N/A 
ManagementProgram proceduresdefln!ng PO 9.2 OS 4.2 45 CFR 164.308 (o)(7)(1l)(C) A.14.1.1 NIST SPS00-53 R3 CP-2 NIST SPB00-53 R3 CP-20 K 1 .2.1 0, K3. 1 

business ct~nllnu!ty and A 14.1.4 NIST SPS00-53 R3 CP-2 (1 )0 
db:tstcr rccovcrysl'lllltbo NIST SPB00-53 R3 CP-2 {2)0 
putlnplacetomlrtlmlzethe 
lmpuctofareallzedrlsk 
eventonthcorgonlzat!onto 
an acceptable loveland 
l:~cUJtat e recovery of 
lnformetlonassets(Whlch 
maybetheresultof, for 
example,naturntdlsaste~. 

accidents, equipment 
foltures, end deliberate 
illttions)throughe 
combiMtlonofprevontlve 
arni recoverycon!rols, In 
accordancawlthregu!atory, 
statutory,contractuol,and 
business requirements and 
conslstantwith lndustry 
:sl.and:uds. Thb Resiliency 
management progrnm sha~ 

bocommun!catedtoall 
crganlzatlonalpartlclponts 
withaneodtoknowbosls 
prior to adopUon und shall 
also be pubbhed, hosted, 
stored, recorded and 
disseminated to multiple 
facll~lcswhlchmustbc 

Resiliency - Impact RS-02 There shall be a daflncd llnd No Chango 45 CFR 164.308 (s)(7)(11)(E) ISO/IEC 27001:2005 NIST SPB00-53 R3 RA-3 NIST SPBD0-53 R3 RA-30 SIG v6.D:K2 N/A 
AM lysis documented method for A.14.1.2 

datonnlnlngthelmpactor A14.1.4 
ilnydlsruptlontothe 
organization which must 
lncorpor:~tathefollowlng : 

· ldentlfycrltlcll lproducts 
and services 
·ldenl lfyalldope~ncles, 

Including processes, 
oppllcaUons,blnlness 
portnersondthlrd porty 
service provid ers 
·Undcrst:~ ndthreatsto 

etHical products and 
services 
• Determine Impacts 

resultlngfromplonnedor 
unplllnnod dlsruptlons ond 
howthoscvaryovertlme 
• Estcbll:lhthem:udmum 
lolen~ble period for 
df:lruptlon 
•Establlsh pr1orttlcsfor 

reccvery 
•Establish recovery time 

objectlvesfcrre:wmptlonof 
crit ical products and 
servlceswlthlnthelr 
mulmumtolerablepcrlodof 
dlsru tlon 
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Cloud Controls Matrix (CCM) R1.1 

Cloud SrA~;I~c~~::~~ry f.lotlcl Scope AI'JpllcabJII!y Compliance M,1pp1nn 

Control Art-ol Control tO Conlrol SpcCihC 111on Control Ri:YI':>IOM. v1 1 BITS Sh.uud 

SJaS P.MS t.MS :r~:~~~r Te!n.lnl CO BIT 4 1 HIPAA I HITECH Act ISO tEC 27001·2006 NIST SP800 53 FcdRAMP PCI OSS v2 0 AU:s:5c~.,1~~~~~G O GAPP tAUIJ 200!11 

Resiliency-Business RS..Q3 A consistent unified No Chango 4SCFR 164.30B(a)(7)(1) ClauseS.! NIST SP800..53 R3 CP·I NIST SP80Q..53 R3 CP·1 0 Pct ass v2.o 12.9.1 SIGv6.0: 1<..1 .2.3. N/A 
Continuity Planning rrom oworl<forbuslness 45CFR 164.308(a)(7) (11)( B) A.6.1.2 NIST SP800..53 R3 CP-2 NIST SPB00-53 R3 CP-20 PC! DSS Y2.0 12.9.3 K. 1.2.4,K.1 .2.5, 

contlnultyplonnlng andplan 45CFR 164.30B(o)(7)(11)(C) A.14.1 .3 NIST SP80Q..53 R3 CP-3 NIST SP800..53 R3 CP-2 (1}0 PC! DSS v2.0 12.9.4 1<..1.2.6, 1<..1.2 .7, 
dovolopmont shDQbe 45CFR 164.30B(o)(7)(11)(E) A.14.1.'1 NIST SPB00-53 R3 CP-4 NIST SPB00-53 R3 CP-2 (2)0 PC! DS S Y2 .0 12.9.6 1<..1.2.11, 1<..1 .2.1 3 , 
estobllshod, documontod 45 CFR 164.310 (a)(2)(1) NIST SPBOQ..53 R3 CP-S NIST SPB00-53 R3 CP-30 K1.2.1 5, 
endadoptodtoensureDil 45 CFR 164.312 (a)(2)(11) NIST SP80Q..S3 R3 CP-7 N!ST SP80Q..S3 R3 CP-40 
buslnesscont!nultyplons oro NIST SP80Q..S3 R3 CP-8 NIST SPB00-53 R3 CP-4 (1 )D 
consistent In oddre s.tdng NIST SP800-53 R3 CP-9 NIST SPB00-53 R3 CP-80 
prlor1Uesfort~t ngand NIST SP60Q..53 R3 CP-10 NIST SP800-53 R3 CP-8 (1)0 
maintenance Mel NtST SP600..53 R3 PE-17 NIST SPS00-53 R3 CP-8 (3)0 
lnformatlonsecurtty NIST SPB00-53 R3 CP-70 
requirements. Requ!temenls NIST SP80Q..53 R3 CP-7 (1 )0 
for buslnossconUnultyplans NIST SPB00-53 R3 CP-7 (2)0 
lnclu::lcthefoUowlng: NIST SPB00-53 R3 CP-7 (3)0 
• Oe llnod pwpose ond NIST SPBOQ.-53 R3 CP-7 (5)0 

scope,ollgnedwllhrelevent NIST SP000-53 R3 CP-80 
dependencies NIST SPB00-53 R3 CP-8 (1 )0 
•ACCI!SSibii!IIOI!Ind NIST SP800..53 R3 CP-8 (2)0 

understood by those who will NIST SPB00-53 R3 CP-90 
use them NIST SPB00-53 R3 CP-9 (1 )0 
• Owned by a named NIST SPB00-53 R3 CP-9 (3)0 

person(s)Whols responslbla NIST SP800..53 R3 CP-100 
rorthelrrevlew,updateand NIST SP80Q..53 R3 CP -10 (2)0 
approval NIST SPB00-53 R3 CP-10 (3)0 
• Doflned lln e:sof NIST SPB00-53 R3 PE-170 

communication, roles end 
responslbttllles 
•Delmlled recovery 

procedures, mmnumlwork­
aroundondrelerence 
In formation 

Resiliency-Business RS-04 Business conti!"WJIIY plans No Change 45 CFR 164.308 (a)(7)(H}(D} A.14.1.5 NIST SPS00-53 R3 CP-2 NIST SPB00-53 R3 CP-20 PCt DSS v2.0 12.9.2 SIGv6.0: K.1.3, NIA 
Continuity Testing shDII be subject to te:st ot NIST SP800-53 R3 CP-3 NIST SP800-53 R3 CP-2 (1)0 1<..1.4.3, 1<..1.4.6, 

plllMed!ntervatsorupon NIST SP80Q..S3 R3 CP-4 NIST SPB00-53 R3 CP-2 (2)0 K.1.4,7, 1<..1.4.8, 
slgnlflet~ntorgani%:Jtlonalor NIST SPB00-53 R3 CP-30 K.1.4.9, 1<..1.4.10, 
erwlrorvnont;,lch:Jnges lo NIST SPB00-53 RJ CP-40 K.1.4.1 1, K.1.4.12 
enslJ"oconUnutng NIST SPB00-53 R3 CP-4 (1 )0 

ResUJency­ RS-05 Physbl protection ogamt No Change 45 CFR 154.308 (a)(7)(1) A.9.1.4 NIST SP80Q..S3 R3 PE·1 NIST SPBOQ..SJ R3 PE-1 0 AUP v5,0 F .1 GAPP Ref 8.2.4 
Erwlronmentat Risks damage from naturnt causes <4 S CFR 1154.310(a)(2)(U) (New) A.9.2.1 NIST SPSOQ..53 RJ PE-13 NIST SPB00-53 R3 PE-130 SIG v6.0; F.2.9, 

anddl:sastersaswellas NIST SP800-53 R3 PE-14 NIST SPB00-53 R3 PE-13 (1 )0 F.1.2.21, F.5.1, F.1 .5.2, 
deDbern te attacks Including NIST SPS00-53 R3 PE-15 NIST SPB00-53 R3 PE-13 (2)0 F.2. 1, F.2.7, F.2.8, 
fire, flood, atmospharlc NIST SP800-53 R3 PE-18 NIST SPB00-53 R3 PE-13 (3)0 
electrlcaldlscMrge,solar NIST SP80Q..S3 R3 PE-140 
Induced geomagnetic storm, NIST SP80Q..53 RJ PE-14 (1)0 
wind, earthquake, tsunami, NIST SPB00-53 R3 PE-1 50 
exploslon,nucle<~rmlshap, NIST SPB00-53 R3 PE -180 
volcanlc actlvlty,blologlcat 
hazard, clvl unrest, 
mudsllde,tactonlcactlvlty, 
:an dotherformsofnaturnl or 
mlln-madodlsastar shallbo 
anticipated, designed :and 
countermeesure:s applled. 

Resiliency· Equipment RS-06 To reduce I~ risks from No Change 45 CFR 164.310 (c) A.9.2.1 N!ST SP800-53 R3 PE-1 NIST SPB00-53 R3 PE-10 PC! OSS v2.0 9.1.3 AUPv5.0 F.1 NIA 
Location erwlronmentalthroats, N!ST SPBOQ..53 R3 PE-5 NIST SPB00-53 R3 PE-50 PC! DSS v2.0 9.5 S!Gv6,0; F.2.9, 

ha%:1rds nnd oppon.unltles NIST SPB00-53 RJ PE·14 NIST SPB00-53 R3 PE-140 PCI DSS v2.0 9.15 F.1.2.21, F.5.1, F.1.5.2, 
lor unalAhorlzed access NIST SPS00-53 R3 PE-15 NIST SPB00-53 R3 PE-1 4 (1)0 PCI OSS v2.0 9.9 F.2.1 , F.2.7, F.2.8, 
equipment st\:111 be located NIST SP800-53 R3 PE-18 NIST SPB00-53 R3 PE-150 PCI DSS v2.0 9.9.1 
away fromlocaUonssubject NIST SPS00-53 RJ PE-180 
lohlghprobolblllty 
envlrorvncntalrlsksand 
supplementedbyredund::mt 
equipment located a 
rensont~bledlstance. 
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Cloud Controls Matrix (CCM) R1.1 

Conlrol Art•l Contro!ID Conlrol Spct•l•t<~110n Control Rt~v ~•on~ v1 1 

Cloud 
5"A~;I~c~~::~:ry Morici 

Sao1S P,~o~S 1.1.1$ 

Scope Appllt.lblllty 

PS\'rvl:~ Tenmt 
rovl l'f 

COB IT 4 1 HI PAA I HITECH Acl ISO IEC 27001 2005 

Compllllntl' M.1pp1no 

NIST SPSOO 53 FcdRAr1P PCI OSS v2 0 

BITS Shued 

Assl'S<oment~ 
AUP vS 0 I SIG v6 0 

GAPP (AuC} 2009) 

ResiUency. Power I 
Telecommunications 

Sec:urttyArc:hltec:ture· 
CustomerAc:c:ess 
Requirements 

SccurttyArchllllc:tUre· 
UsC!riO Credentials 

RS-08 

SA-01 

SA-02 

lmplementedtoprotecl 
oqulpmentfromutlllty 
serv!ceoutagcs(e.g.,power 
ralluros, notwon.: disruptions, 
etc.). 

TelecommiXI\QIIons Telecommunications 
equipment, cnbllng oncl equipment, eo~bll ng end relays 
relaystranscevlngdataor trancevlngdataorsupportlng 
supportlngservlcesshallbe servlc:esshanbeprotec:ted 
protec:tedfromlnterc:epllon lromlnterc:eptlonunless 
or damage and designed legally required (wire taps, 
Vl'lth redundancies, etc:.). These systems shall be 
alternative power source designed wfth redundDnc:tes, 
andotto rnll llvoroutlng. ::lttem.:Jtlvopowersourc:I!Dnd 

ettem.:Jtlveroutlng. Tononts 
sh:ll h:lve Informed consent 
overjurlsdlc:tlonof transport 

Prior to granting c~ntomers No Change 
oc:c:esstodoto,ossetsand 
lnformatlon:~.ystems,oll 

ldentlned:securtty, 
c:ontrac:tu::~londregulatory 

requirements for customer 
access sh::11l beoddres:ll!d 
and remedloted. 

lmpk!mentend enforc:e 
(through:~utomatlon)uso r 

c:rl!denllaland pa ssword 
c:ontrolsforappUcntlons, 
d.llllbnes and server and 
networklnfrutructure, 
re qulr1ngthefollowlng 
minimum standards: 
•Userldentltyvllr1ncntlon 

prlortopasswordresets. 
• If pt~ssword reset lnfll::~ted 
bypersonnerothorth::~nuser 

(l.e.,odmlnlstrator), 
password must De 
lmmedi::ltely cMnged by 
useruponnrstuse. 
•Tlmelyocc:ossrevoc:o.tlon 

forterm!natodusero. 
•Remove/dlRblolnac:tlvo 

userec:countsotleastevery 
90 days.. 
•Unlquousor!Ollond 

dlsallowgroup,shared,or 
generJco.c:counts and 
passwords. 
•P::Isswordexplratlonot 

leestllvcry90deys. 
· Minimum password langth 
ofetk!ost seven{7) 
ch.ltac:ters. 
• Stronq passwords 

COBIT 4.1 055.3 
COBIT 4.1 055.4 

45 CFR 164.308(o.)(S)(U)(c) (New) 
4SCFR 164.30S(e)(S)(II)(O) 
4SCFR 164,312(a)(2){l) 
45 CFR 164.312 (e)(2)(lll) 
45 CFR 184.312 (d) 

A9.2.4 

A.9.22 
A.9.2.3 

A.6.2.1 
A.8.2.2 
A.11.1.1 

A.B.J.3 
A.11.1.1 
A.11.2.1 
A.11 .2.3 
A.11.24 
A.11.5.5 

NIST SPB00-53 R3 PE-9 NIST SP600-53 R3 CP-8 (2)0 
NIST SPS00-53 R3 PE-10 NIST SPB00-53 R3 PE-10 
NIST SPB00-53 R3 PE-1 1 NIST SPB00-53 R3 PE-90 
NIST SPBOQ..53 R3 PE -12 NIST SPB00-53 R3 PE-100 
NIST SPS00-53 R3 PE-13 NIST SPB00-53 R3 PE-11 0 
NIST SP800-53 R3 PE-14 NIST SPB00-53 R3 PE-11 (1)0 

NIST SP800-53 R3 PE-120 
NIST SPB00-53 R3 PE-130 
NIST SP800.53 R3 PE -13 (1)0 
NIST SPS00-53 R3 PE-13 (2)0 
NIST SPB00-53 RJ PE-13 (3)0 
NIST SPS00-53 R3 PE-140 
NIST SPS00-53 R3 PE-14 (1)0 

N!ST SP8Q0.53 R3 PE-1 N!ST SPSOG-53 R3 PE-1 0 
NIST SPS00-53 R3 PE-4 NtST SPS00-53 RJ PE-40 
NIST SP800-53 RJ PE -13 N!ST SP8Q0.53 R3 PE-130 

N!ST SPBOG-53 RJ PE -13 (1)0 
NIST SPB00-53 R3 PE-13 (2}0 
NIST SPB00-53 R3 PE-13 (3)0 

NIST SPB00-53 R3 CA-1 NIST SPB00-53 RJ CA-1 0 
NIST SPB00-53 R3 CA-2 NIST SPB00-53 RJ CA-20 
NIST SP800-53 R3 CA·S NJST SP800-53 RJ CA-2 (1 )0 
NIST SP80Q.S3 RJ CA-8 NIST SP800-53 R3 CA-50 

NIST SPB00-53 R3 CA-60 

NIST SP80Q.S3 R3 AC·1 
NIST SPB00-53 R3 AC·2 
NIST SP80Q.53 R3 AC-3 
NIST SPB00-53 R3 AC·11 
NIST SPBOo-53 R3 AU·2 
NIST SP80Q.S3 RJ AU-1 1 
NIST SP80Q.S3 R31A-1 
NIST SP80Q.S3 R3 1A·2 
NIST SP800.53 R31A·5 
NIST SPS00-53 RJ IA-8 
NIST SP80Q.S3 R31A-8 
NIST SPB00-53 R3 SC-1 0 

N!ST SPBOQ..53 R3 AC-1 0 
N!ST SPBOD-53 RJ AC-2 0 
NIST SPB00-53 RJ AC·2 (1) 0 
NIST SP800-53 R3 AC-2 (2)0 
NIST SPBOQ.SJ R3 AC-2 (3) 0 
N!ST SP80Q.53 R3 AC·2 (4) 0 
N!ST SP80Q..53 R3 AC-2 (7) 0 
NIST SPB00-53 R3 AC-3 0 
NIST SPB00-53 RJ AC-.3 (3) 0 
NIST SPB0().53 RJ AC-1 10 
NIST SPB00-53 R3 AC-1 1 (1) 0 
NIST SP80Q.S3 R3 AU·2 0 
NIST SPSOO.S3 R3 AU-2 (3) 0 
NIST SPB00-53 R3 AU-2 (4) 0 
NIST SPSOQ.SJ R3 AU-1 10 
NlST SPS00-53 R31A-1 0 
NIST SPBOQ.SJ R3 1A-20 
NIST SP800-53 RJIA-2 (1)0 
NIST SPB00-53 R31A-2 (2) 0 
NIST SP80().53 R3 IA-2 (3) 0 
NIST SPBOQ.SJ R31A-2 (8) 0 
NIST SPB00-53 R3 1A-S O 
NIST SP800.53 RJIA-5 (1)0 
NIST SPS00-53 RJ IA-5 (2)0 
NIST SP800.53 R3 lA-5 (3) 0 
NIST SPS00-53 R31A·S (6) 0 
NIST SPS00-53 R31A·S (7}0 
NIST SPS00-53 R3 IA-80 
NlST SPB00-53 R3 IA-80 
NIST SPB00-53 R3 SC-100 

PC! OSS V2.0 8,1 
PC! OSS v2.0 8.2, 
PCI OSS v2.0 8.3 
PC! OSS v2.0 8.4 
PCI OSS v20 8.5 
PCI OSS v2,0 10.1, 
PCI OSS v2.0 12.2, 
PC! OSS v2.0 12.3.8 

F,1.6.1, F,1,6.2, 
F.1.9.2, F.2.10, F.2.1 1, 
F.2.12, 

AUP vS.O F .1 N/A 
SIG v6.0: F .1.5, 
F.1.6.1, F.1.S.2, 
F.1.9.2, F.2. 10, F.2.11 , 
F.2.12, 

SIG v6.0: C.2.1, C.2.3, GAPP Ref 1.2.2 
C.2.4, C.2.6. 1, H. 1 GAPP Rel1.2.6 

GAPP Ref 6.2.1 
GAPP Ref 6.2.2 

AUPvS.O 6 .1 NIA 
AUPvS.O H.S 
SIG v6.0: E.6.2, E.6.3, 
H.1.1, H.1.2, H.2, 
H.3.2, H.4, H.4.1, 
H.4.5, H.4.8, 
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Cloud Controls Matrix (CCM) R1.1 

Cloutl ScA:;I:c~~::~~ry Modl•l ScopEJ Apphcab!llly Compllancl! M.lpfllng 

Control Area Control tO Control Sp~CIIIC.IIIOn Control Fll Vt'>IOO'> V11 BITS Sh,ucd 

SiJ,lS P.1.1S 1.1.1S ;,c;~;~r Ten1nt COBIT 4 1 HIPAA I HITECH Act ISO IEC 27001 200!i NIST SPB00-53 FedRAt.1P PCI OSS v:Z 0 A~sc~,;mcnt!> GAPP (AuC) 2009) 

SecurltyArchl\ecture­
Oata security/ 
Integrity 

SecurityArclitecture­
AppUc:tt!onSecl.l'lty 

SecurttyArchltedure­
Oota lrtegrlly 

securltyArchltecture­
Productlon/Non­
Produc1ion 
Environments 

Security Architecture ­
Remote UserMultJ­
FoctorAuthontlcatlon 

SA-03 Policies and procedures No Ch:.nge 
Shall be established and 

SA-04 

SA-05 

SA-06 

SA-07 

mechanisms Implemented 
to ensure security (e.g., 
cncryptlon,occesscontrols. 
ond leakage prevention) and 
lntegrltyoldotoollcMnged 
between one or more 
system Interfaces, 
jurlodletfons,orwltho.lhlrd 
ptHtyshorcdservlces 
prov ider to prevent Improper 
dlsclosure,altel'lltlonor 
destruction complying with 
leglslo!lve,reguliltory,and 
conll'llclualrequlroments. 

ApplcaUons sh:ll be No Change 
designed lnaccordDncowlth 
lndustryaccoptedsecurlty 
st:~ndords {I.e .• OINASP for 
web appllcotlons)anct 
compJ!eswtthappUc:tble 
regulatory and bl.lslnt~ss 
requirements. 

Data lnputond o~put 
lntegrlty rouUno:s (I.e., 
rcconctuotlonendodlt 
chocks) shall be 
Implemented lor oppUcatlon 
Interfaces and cllltabasesto 
prevent manual or 
system atic processing 
errorsorcorntptlonofdata. 

No Change 

Production and non-­ No Chango 
production environments 
shnnbeseportltedto 
prevontunouthorlzed 

accos.~,~~ changes to 

Multi-foetor :urthen!lcatlon Is Te~nt :~ uthontlellllon 
required for all remote user requirements must be met for 

alldotancccss. 

COBIT 4,1 055.11 

COBIT 4.1 Al2.4 

COBIT 4.1 055.7 

45 CFR 164.312(e)(2)(1) 

45 CFR 164.312 (c)(1) (Now) 
45 CFR 164.312 (c)(2)(New) 
45 CFR 164.312(o)(2)(1)(Now) 

A.10.6.1 
A.10.8.2 
A.11 .1.1 
A.11.6.1 
A.11.4.6 
A.12.3.1 
A.12.5.4 
A.15.1.4 

A.11.5.6 
A.11 .6.1 
A.12.2.1 
A.12.2.2 
A.12.2.3 
A.12.2.4 
A.12.5.2 
A.12.5.4 
A.12.5.5 
A.12.6.1 
A.15.2.1 

A.10.9.2 
A.10.9.3 
A.12.2.1 
A.122.2 
A.12.2.3 
A.12.2.4 
A.12.6.1 
A.15.2.1 

A.10,t.4 
A.10.3.2 
A.11.1.1 
A.12.5.1 

A. 1~-~·~ 
A.11.1 .1 
A.11.4,1 
A.11.4.2 
A.11 .4.6 
A.11 ,7.1 

NIST SPB00-53 R3 AC-1 NIST SPS00-53 R3 AC-1 a 
NIST SPS00-53 R3 AC-4 NIST SPS00-53 R3AC-4a 
NIST SPS00-53 R3 SC-1 NIST SPB00-53 R3 SC-1 a 
NIST SPS00-53 R3 SC-16 NIST SPB00-53 R3 SC-160 

NIST SP800-53 R3 SC-2 NIST SP8Q0.53 R3 SC-20 
NIST SPS00-53 R3 SC-3 NIST SPB00-53 R3 SC-30 
NIST SPB00-53 R3 SC-4 NIST SPB00-53 R3 SC-40 
NIST SPB00-53 R3 SC-5 NIST SPB00-53 R3 SC-50 
NIST SPB00-53 R3 SC-S NIST SPB00-53 R3 SC-60 
NIST SP800-53 R3 SC-7 NIST SP800-53 R3 SC-70 
NIST SPB00-53 R3 SC-8 NIST SP800-53 R3 SC-7 (1 )0 
NIST SPB00-53 R3 SC-9 NIST SPB00-53 R3 SC-7 (2)0 
NIST SPS00-53 R3 SC-10 NIST SPB00-53 R3 SC-7 (3) 0 
NIST SPB00-53 R3 SC-11 NIST SPB00-53 R3 SC-7 (4)0 
NIST SPS00-53 R3 SC-12 NIST SP800-53 R3 SC-7 (5)0 
NIST SPB00-53 R3 SC-13 NIST SPB00-53 R3 SC-7 {7) 0 
NlST SPB00-53 R3 SC-14 NIST SPB00-53 R3 SC-7 (8)0 

~~:~~~::Or!~~=~ ~~~1 7 ~~:~~ ~~::~ =~ ~~~; ~!~~~ 
NIST SPS00-53 R3 Sl -10 NIST SPS00-53 R3 Sl-100 
NIST SPB00-53 R3 Sl-11 NIST SPB00-53 R3 Sl-11 a 
NIST SPB00-53 R3 Sl-2 NIST SPB00-53 R3 Sl-20 
NIST SPB00-53 R3 Sl-3 NIST SPB00-53 R3 Sl-2 (2) 0 
NIST SPS00-53 R3 Sl-4 NIST SPB00-53 R3 Sl-30 
NIST SPB00-53 R3 Sl-6 NIST SP800-53 R3 Sl-3 (1)0 
NIST SPB00-53 R3 Sl-7 NIST SPB00-53 R3 51-3 (2)0 
NIST SPB00-53 R3 Sl-9 NIST SPB00-53 R3 SI..J (3)0 

NIST SPB00-53 R3 Sl-40 

N1ST SPB00-53 R3 SC-2 

NIST SP800-53 RJAC-17 
NIST SPB00-53 R3 AC-20 
NIST SPB00-53 R31A-1 
NIST SPS00-53 R3 IA-2 
NIST SPB00-53 R3 MA-4 

NIST SPB00-53 RJ SC-2 0 

NIST SPB00-53 R3 AC-17 a 
NIST SPB00-53 R3 AC-17 (1)0 
NIST SPB00-53 R3 AC-17 (2) 0 
NIST SPB00-53 R3 AC-17 (3) 0 
NIST SPB00-53 R3 AC-17 (4) 0 
NIST SP800-53 R3 AC-17 (5) 0 
NIST SPB00-53 R3 AC-17 (7) 0 
NIST SPS00-53 R3 AC-1 7 (8) 0 
NIST SPB00-53 R3 AC-20a 
NIST SPB00-53 R3 AC-20 (1 )a 
NIST SPB00-53 R3 AC-20 (2) 0 
NIST SPB00-53 R31A-1 D 
NIST SPB00-53 R31A-2 0 
NIST SPB00-53 R3lA-2 (1)0 
NIST SPB00-53 R3 IA-2 (2) 0 
NIST SPB00-53 R3 IA-2 (3) 0 
NIST SPB00-53 R31A-2 (8) 0 
NIST SP800-53 R3 MA-40 
NIST SPB00-53 R3 MA-4 (1)0 
NIST SPB00-53 R3 MA·4 (2) 0 

PCI DSS v2.0 2.3 
PC! DSS v2.0 3.4.1, 
PCI DSS v2.0 4.1 
PCI DSS v2.0 4.1.1 
PCI ass v2.o 6. 1 
PC! DSS v2.0 6.3.23 
PCI OSS v2.0 6.5c 
PC! OSS V2.0 8.3 
PC! OSS v2.0 10.5.5 
PC! OSS v2.0 11.5 

PC! OSS V2.0 6.5 

PCI DSS v2.0 6.3.1 
PC! ass v2.o 6.3.2 

PCI DSSv2.05.4.1 
PCt DSS v2.0 5.4.2 

PCI OSS v20 8.3 

AUPv501SIGv60 

SIG GAPP Ref1.1.0 
GAPP Ref 1.2.2 
GAPP Ref 1.2.6 
GAPP Ref 4.2.3 
GAPP Rof 5.2.1 

AUPvS.O 6.1 
v6.0:G.8.2.0.2, 
G.8.2.0.3, G.12.1, 
G.124, G.12.9, 
G.12.10, G.16.2, 
G,19.2.1, G.19.3.2, 
G.9.4, G.17.2, G.17.3, 
G.17.4, G.20.1, 

AUPv5.0 1.4 
SIG v6.0: G.16.3, 1.3 

AUPV5,0 1.4 
SIGv6.0: G.16.3,1.3 

GAPP Ref7.1.2 
GAPP Ref7.21 
GAPP Ref7.22 
GAPP Ref 7 .2.3 
GAPP Ref 7.2.4 
GAPP Ref8.2.1 
GAPP Ref 8.2.2 
GAPP Ref 8.2.3 
GAPP Ref 8.2.5 
GAPP Ref 9.2. 1 

GAPP Ref 1.2.6 

GAPP Ref 1.2.6 

AUP v5.0 8.1 SIG GAPP Rel1 .2.5 
v6.0: 1.2.7.1,1.2.20, 
1.2.17,1 .2.22.2, 
1.2.22.4,1.2.22.10-14, 
H.1.1 

AUP v5.0 6.1 GAPP Ref 8.2.2 
SIGv6.0: H.1.1, 
G.9.13, G.9.20, G.9.21, 
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Control Ar~.l Control tO Control Spi'CihC.!IIOn Control Rl:VI!.IOn!. Y1 1 
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Change Order Template 

1. Introduction: 

TXDPS Contract 405-xx-xxxxxxx with incorporates the ability to scope, detail, and administer 
specific application enhancement Change Orders (CO). CO will be administered per the requirements of 
Section 3.1 and follow the change management requirements of Section 5.3 of Statement of Work to TXDPS 
405-xx-xxxxxxx. An approved CO shall set f01th the specific services to be performed by (Company Name). 

TXDPS Business Division Project Manager (PM) and (Company Name) shall update the following sections of 
this CO through cooperative negotiations. The Sections, Tables, and format of this CO shall be augmented with 
information specific to the patticular application enhancement. Sections, Tables, and format outlined will not 
be modified. 

2. Scope 

2.1. TXDPS requires (Company Name) to provide services related to Application Enhancements and 
Technology Upgrade I Migration and Transformation. Specific business andfunctional requirements 
·will include but may not be limited to: hardware (HW) and software (SW) customizations, HW and SW 
upgrades, programming services, project documentation, and successfiil testing ofeach required 
deliverable(s) identified in this CO. All services provided by (Company Name) shall be in accord with 
deliverables available through named DIR contracts identified within 405-xx-xxxxxxx. 

2.2. TXDPS has indentified the following, itemized services to be pe1jormed: 
2.2.1. 
2.2.2. 
2.2.3. 

2.3. (Company Name) shall deliver, through updates to this CO, the project detail necessary to address 
information commonly found within Implementation Plan, Project Plan, Schedule, and Pricing Quotes 
for enhancement services related to achieving he identified deliverables. The CO will address the 
processes, sub-tasks, itemized costs and duration for completion ofeach deliverable and the Pricing 
will set the associated cost. Tables 1, 2, 3, and 4 are provided as the tools to clearly itemize all 
identified deliverables. 

2 3 1 Table 1 -Project Points of Contact and Responsibilities 

Organization 
Title I 
Responsibility Name Office Phone Cell Phone Email Address 

TXDPS Project Sponsor 
TXDPS Project Manager 

TXDPS 
Technical SME ­
Hardware 

TXDPS 
Technical SME ­
Software 

TXDPS 
Technical SME ­
Data transmission 

TXDPS Contract Monitor 

TXDPS 
Contract 
Administrator 
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Organization 
Title I 
Responsibility Name Office Phone Cell Phone Email Address 
Relationship 
Representative 
Project Manager 
Programmer 
DBA 
HW ISWSME 

T bl 2 P . Spec1"fiJc R 1 & R "bl232... a e - roJect o es espons1 y 

Table 2- Roles and Responsibilities Matrix 
Project requirement I de_Q_endency # 1 
Project requirement I dependency #2 

Micro 
Assist TXDPS 

*primary (P) 

2.3.3. Table 3 - Project Schedule 
W.O. Date 

CommentsRef# Deliverable Descl'iption Due Date Actual Test I Review Acceptance 
2.2.1 "Same info as is provided in 

section 2.2.x above" 
2.2.2 
2.2.3 

2.3.4. Table 4 - Pricing 
W.O. 
Ref# 

Deliverable- Description Service Category I Description (e.g. 
Programmer) and (Company 

Name) Employee Name 

Qtyof 
Hours 

Hourly 
Rate 

Cost 
Extension 

2.2.1 "Same info as is provided in section 
2.2.x above" 

2.2.2 

2.2.3 

2.4. Services are not complete until all testing and acceptance is successfully completed as defined in 
Section 5 ofthe 405-xx-xxxxxxx, SOW. During the testing and acceptance period, (Company Name) 
shall capture and document performance issues identified by (Company Name) and I or reported by 
TXDPS and resolve all HW, SW, and programming defects. Time and materials used to resolve defects 
will not be billed to TXDPS . 

2.5. Final testing and acceptance completion, and all unplanned work to achieve acceptance, will be 

documented within Table 3 of the final CO version. 


2.6. Final acceptance will be memorialized in writing by sign-off of the CO Acceptance Document, Exhibit 
2 to this document. 

3. Risk and Issue Management 
The TXDPS PM shall update Section 3 with any and all pertinent and known risks and issue management 
items related to the specific application enhancement CO. (Company Name) shall add information as 
necessary to ensure all possible CO risks and issue management items are clearly addressed during 
negotiations with the TXDPS Business Division. 
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The following general procedures shall be used to manage active CO issues and risks: 

3.1. The 	TXDPS PM shall identi}jl and document project issues (current problems) and risks (potential 
events that impact the project). 

3.2. The 	TXDPS PM shall assess, analyze and prioritize the impact and determine the highest priority risks 
and issues that will be managed actively, according to priority, by (Company Name). 

3.3. (Company Name) shall plan and schedule high-priority risks and issues assigning responsibility for risk 
management and issue resolution in a documented risk register or issues log, as determined by TXDPS. 

3.4. (Company Name) shall track and report the status ofrisks and issues, and communicate risk mitigation 
plans and issue resolutions using the risk register or issue log as determined by TXDPS. 

3.5. 	The TXDPS PM shall monitor and control the effectiveness ofthe risk and issue management actions. 

3.6. Active issues and risks shall be monitored and reassessed on a weekly basis by the TXDPS PM and 
(CompanyName). Mutually agreed upon escalation and risk management processes will be defined at 
the outset ofthe CO. 

4. 	 Service Levels: 
(Company Name) shall meet the following service levels for work performed under this CO. All Service 
Levels for this CO will meet the same standards as written in the Statement of Work Section 7. 

Meantime to Resolution (MTR): Upon verbal or written notification (Company Name) shall provide the 

following MTR's for defect resolution. 

Time and materials applied to fix (Company Name) defects will not be billed to TXDPS. 


5. 	 Required Reporting and Communication: 
(Company Name) shall: 

5.1. Create and maintain a Risk and Issues Log ifrequested by TXDPS. 

5.2. 	Be accountable for tracking ofall technical staffhours and provide a written monthly report due by 
5:00pm CT Monday following the last working day ofthe month throughout the life ofthe Change 
Order reflecting current cost and total Contract usage. 

5. 3. Provide one (I) weekly status report andprepare and lead one (I) status meeting per week ofno more 
than one (I) hour in duration, ifrequested by TXDPS. 

5.4. 	Attend any required or requested meeting(s) or submit any requested documentation at the discretion of 
the TXDPSPM 
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6. 	 Pricing: 
(Company Name) shall identify the specific CO pricing within Table 4 above. In addition (Company 
Name) shall ensure: 

6.1. All CO pricing is provided per a deliverable basis, identifies the Service Category, and identifies the 
(Company Name) employee providing the work as listed within Attachment A. 

6.2. CO pricing will be a fixed I not to exceed cost of (enter total cost here). 

7. 	 Change Order Authorization Signatures: 

TXDPS Business Representative Date (Company Name) Authorized Agent Date 

TXDPS Contract Administrator Date 



--

-- --

--

TXGangs 405-15-R025523 Exhibit 2 
CHANGE ORDER COMPLETION ACCEPTANCE DOCUMENT 

TEXAS DEPARTMENT OF PUBLIC SAFETY 

Section 1. General Information 

Contract#____________________ 

Change Order Name _______________ 
Change Order# ________ 

Section 2. Vendor Acknowledgement of Change Order Completion 

The following project deliverables, as required by Section C Scope ofWork and as assigned by Subsection Change 
Order Plan, have been completed. 

CO Ref.# Completed Deliverable Description 
1--­

' 

-

This is to acknowledge that __________has completed this Change Order project 
for the Texas Department of Public Safety. 

Vendor Approver Name Title Signature Date 

Section 3. TXDPS Acceptance of Change Order Completion 

This document certifies that the above-referenced services from Change Order Plan 
# have hereby been tested and accepted by the Texas Department of Public 
Safety. 

Upon execution of this acceptance document, an invoice in the amount of$______ may 
be submitted to the Texas Department of Public Safety. 

TXDPS Approver Name Title Signature Date 
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