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DPS Cryptography Program Setup

The Texas Department of Public Safety and CBM Archives are not responsible for any damages to computers or hard drives caused by the misuse of this software. Misuse constitutes usage outside the scope of instructions explained in the user documentation. Should any damages occur, please notify your agency’s Information Management Services Department.

Installation of the Software

To begin, place the installation CD in the CD drive, and continue with the following instructions. 

· Go to the “My Computer Icon” on the desktop, and double-click to open it.

· Select the appropriate CD drive, and double-click to open it.

· Locate the Deployment.exe file, and double-click to run the setup application.

When the welcome screen appears, read and follow the instructions, then click OK to continue.
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The default directory is C:\Program Files\Crypto\. The application provides the option to change the directory where the program will be installed by clicking the Change Directory button, then browsing to the desired directory (default directory is recommended). If the directory is changed, be sure to make note of the new directory. This information will be needed to complete the setup prior to initially using the program.
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When ready to proceed, click the Begin Setup Icon. 
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The next screen provides the option to add items to the group shown in the Program Group box. The Existing Group, DPS Cryptography Program, will already be highlighted by default. Click Continue to proceed with the setup process.
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When setup has completed successfully, a confirmation message will appear. Click OK to exit the setup application. 
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Making the Program Functional

Use of this software requires that an encryption key be acquired from the Texas Department of Public Safety (DPS). Encryption keys are unique for each agency, therefore sharing of the encryption key with another agency is prohibited. To obtain the encryption key for your agency, submit a request via e-mail to AFIS_CJIS@TXDPS.STATE.TX.US. Be sure to include the agency name, ORI number, and the e-mail address where return messages/responses will be delivered. DPS will assign and distribute the unique encryption key to the agency, and other authorized personnel. The key will be sent via e-mail as an attachment named “reg.sys” 

If attempts to run the software without a key are made, the following two error messages will appear. The first will indicate that the Encryption key needs to be set: 
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followed by one that indicates DPS needs to be contacted to obtain the Encryption Key: 
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Once the e-mail with the encryption key has been received, copy the file reg.sys into the directory in which the cryptography software was installed. This will be C:\Program Files\Crypto (the default directory), unless the directory was changed during installation. Once this file is copied to the correct directory, it will appear with the cryptography executable (Crypto.exe) and the uninstall information (St6unst.log) as shown below.
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The installation process is now complete. 

Mail Encryption

General Information

Prior to using this cryptography software, it is recommended that a new folder be created on your local drive (C:) to save files that need to be encrypted or decrypted. To do this, double-click the My Computer icon on your desktop. Once the window opens showing the contents of My computer, double-click the icon for the local drive (C:). When the window showing its contents opens, choose File, New, Folder. A new folder will be created on your local disk (C:). Name this new folder Encrypt Mail.
Reminders:

· Encrypted files will have the *.cef extension. Only encrypted files should be sent as an attachment to email submissions; DPS will process encrypted files only.

· DO NOT encrypt files with the following extensions: *.com, *.sys, or *.bat
· To exit the software, choose File, Exit from the main menu.

The Texas Department of Public Safety and CBM Archives are not responsible for any damages to computers or hard drives caused by the misuse of this software. Misuse constitutes usage outside the scope of instructions explained in the user documentation. Should any damages occur, please notify your agency’s Information Management Services Department.

When the cryptography program is opened, the welcome screen will appear:
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Encrypting Files
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To encrypt a file, click Encrypt on the menu bar, then click Single File or Multiple Files as applicable. 
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The next window that appears will allow you to browse and locate the files to be encrypted.  To do this, locate and click the down arrow in the “Look in” box, then locate the Encrypt Mail folder that was created previously. The files to be encrypted should already be saved to this folder prior to attempting to encrypt them. Open the encrypt mail folder, and the files should be displayed in the window. Select the files to be encrypted by clicking and highlighting them. Once the files to be encrypted have been selected, click “Open”. 

When the files have successfully been encrypted, the screen will display the message “Encryption Complete!”
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At this point, the program can either be closed, or Browse can be selected to choose another file to encrypt. 
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The encrypted file will now appear in your Encrypt Mail folder with the *.cef extension.

Decrypting Files 

Encrypted documents, or attachments to e-mails, must first be saved to the Encrypt Mail folder.

To decrypt a file, click Decrypt on the menu bar, and then select Single File or Multiple Files as applicable.
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The next window that appears will allow you to browse and locate the files to be decrypted. To do this, locate and click the down arrow in the “Look in” box, then locate the Encrypt Mail folder that was created previously. The files to be decrypted should already be saved to this folder prior to attempting to decrypt them.  Open the Encrypt Mail folder, and the files should be displayed in the window with the *.cef extension. Select the files to be decrypted by clicking and highlighting them. Once the files to be decrypted have been selected, click “Open”. 
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When the files have successfully been decrypted, the screen will display the message “Decryption Complete!” 
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At this point, the program can either be closed, or Browse can be selected to choose another file to decrypt.

The decrypted file will now appear in the Encrypt Mail folder without the *.cef extension. The decryption process is now complete. To read the file(s), double-click on the icon(s) [image: image17.png][Encrypt 5
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to open it.
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