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TCIC/NCIC Entries of Vehicles
Stolen in Mexico

THE PROBLEM

Upon returning to their homes in Texas after having had their per-
sonal vehicles stolen in Mexico, Texas citizens are finding that
there is not a uniform statewide policy among law enforcement
agencies regarding the entry of those vehicles into TCIC/NCIC.
Some agencies are making TCIC/NCIC entries in these cases, but
not necessarily under the same conditions. This document is to
define a statewide policy.

BACKGROUND

Most law enforcement agencies are aware that FBI policy limits
the authority to enter a stolen vehicle to the agency of primary ju-
risdiction over the location of the theft incident:

“6. All NCIC 2000 entries should be made only by the
agency holding the theft report and having primary jurisdic-
tion over the place of actual theft. An exception to this oc-
curs when a criminal justice agency or regional dispatch
center acts as holder of a record for another agency that
has no telecommunication equipment...” (NCIC Operating
Manual; Vehicle File)

Some agencies may not be aware that there is also a policy that
allows for the entry of vehicles stolen in other countries, as well:

(Continued on page 3)
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TCIC/NCIC ENTRIES OF VEHICLES STOLEN IN MEXICO

(Continued from page 1)

“7. In addition, data of investigative interest pertaining to stolen vehicles, vehicle
parts, or related vehicle titles stolen abroad and transported into the United States
may be entered by an agency having sufficient documentation to be responsible for
the record. Vehicle parts may include blank, stolen, or counterfeit documents relat-
ing to the registration of the vehicle abroad or subsequent to its invalid titling in the
United States, as well as license plates issued on the basis of fraudulent proof of
ownership.” (NCIC Operating Manual; Vehicle File)

In light of the potential use of vehicles stolen in Mexico for the movement of persons or
contraband back into the United States, or for their use by transnational gangs in acts of
crime or terrorism, the DPS recognizes an inherent investigative interest for their entry into
TCIC/NCIC. While the policy for entry refers to the vehicles having been transported back
into the United States, that fact will normally remain unknown if the record is not entered
into TCIC/NCIC. As a result, DPS does not require that an agency wanting to make an entry
actually know that the vehicle or vehicle part has already been transported back into this
country.

TCIC POLICY STATEMENT

In light of the above considerations, DPS will consider the below bullets to constitute
“sufficient documentation” and will allow entries into TCIC/NCIC of vehicles and vehicle
parts stolen in Mexico, under the following conditions:

e The person making the theft report in the U.S. must be the registered owner of
the vehicle.

e The registered owner must present to the Texas entering agency a theft report
from the Mexican law enforcement agency where the theft occurred, showing
that the theft was reported to the jurisdiction of the incident in Mexico.

e The Texas entering agency must create a theft report on the vehicle or vehicle
part.

e The Texas entering agency must follow Validation, Hit Confirmation, and all
TCIC/NCIC policies for the record.

e The record is entered as a stolen vehicle or stolen vehicle part (MKE/EV or
MKE/EP), and must state “Stolen in Mexico” in the Miscellaneous Field.

(Continued on page 7)




TCIC/NCIC ASSOCIATE TRAINER REPORTING

ATTENTION: TCIC/NCIC ASSOCIATE TRAINERS

In 2007, the Crime Records Service, TCIC Training Unit, advised associate trainers that all
TCLEOSE reports of NCIC/TCIC classroom training were required to be sent to the TCIC
Training Unit to be entered by the DPS academy.

Effective September 1, 2008, NCIC/TCIC associate trainers will once again have the au-
thority to submit training hours directly to TCLEOSE either through an academy or through
an agency that has a TCLEOSE Provider Number. Trainers that enter hours directly to
TCLEOSE MUST submit a copy of the reports to TCIC Training within five (5) days from the
date of training. TCIC Training will update the OMNIXX student database and grant permis-
sions to the student to access the OMNIXX system.

Associate trainers that are unable to report credit hours directly to TCLEOSE, will still be
able to submit the reports to TCIC Training. The reports will be entered by the DPS acad-
emy into TCLEOSE. The reports MUST be received no later than five (5) days from the date
of training in order to receive credit. Reports can be sent by fax to: (512) 424-7164, Atten-
tion: TCIC Training or email: tcic.training@txdps.state.tx.us .

All reports are required to have the social security number (SSN) of the students in atten-
dance. This will grant students access into the OMNIXX system. Failure to report the SSN
will deny the student access to TLETS through the OMNIXX system. Student information
missing the SSN will be submitted to the DPS academy for TCLEOSE credit hours. However,
TCIC Training will not update the OMNIXX student database without the SSN. The student
cannot be entered into OMNIXX without the SSN.

In addition, the TCLEOSE Personal Identification Number (P_ID) is required in order for the
DPS training academy to submit the hours to TCLEOSE. The DPS academy will not enter the
hours if the P_ID is missing from the report. The P_ID must be verified prior to submittal.

Associate trainers who submit reports directly to TCLEOSE must also send the information
to TCIC Training in order for the student information to be updated in the OMNIXX system.

All reports sent to TCIC Training MUST be submitted within five (5) days from the date of
training. Reports that are not submitted in a timely fashion may lead to the student being
denied access into the OMNIXX system and NCIC/TCIC databases.

For further assistance please contact TCIC Training at: 512 424-2832, or email:
tcic.training@txdps.state.tx.us . Your cooperation is greatly appreciated.




DATA PROTECTION PROCEDURES FOR RETIRED CJIS
EQUIPMENT

After receiving a new computer with all the peripherals, one spends considerable time set-
ting it up and getting the data moved from the old system to the new one. Everything will
be humming along fine and someone will suggest reusing or recycling the old system,
which in times of tight budgets and overflowing landfills sounds like a reasonable consid-
eration. One often thinks about destroying old paper media containing Criminal Justice
data by shredding or incinerating, but what about the electronic media? The old computer
could have sensitive CJIS data stored on it and should be properly sanitized. The require-
ments for this can be found in the CJIS Security Policy, version 4.4, sections 4.6 Disposal
of All Media and 4.7 Media Reuse.

CJIS data could be stored on hard drives, floppies, tapes, CDs, DVDs, PDAs, compact flash,
memory sticks, Jump Drives, etc., all of which will require proper sanitizing before being
allowed outside your secure location and possibly used for another purpose. Agencies
should check their organization’s policies on data retention and disposal before sanitizing
equipment. The most important thing to remember is that simply running the delete or for-
mat command on a hard drive or other media will not be enough to definitively destroy the
information. It is crucial that sensitive criminal justice data not be inadvertently put into an
unauthorized user’s possession. Accidental release could lead to unauthorized information
disclosure.

Reusing and recycling computer equipment can be accomplished by properly sanitizing the
equipment before reuse within the agency or disposal outside the agency. Two common
methods for media sanitization are overwriting data and physical destruction. To reuse me-
dia like hard drives, the information it contains should be destroyed with software that es-
sentially writes over the data several times ensuring that the data cannot be retrieved and
reconstructed. Permanent destruction of media could involve physically breaking the de-
vice or rendering it unusable. Some other methods of sanitization include degaussing, in-
cinerating, pulverizing, shredding, and sanding. If you have any questions about media
sanitization or destruction, please contact the CJIS Security Office at the Texas Department
of Public Safety. To read more about media sanitization visit the NIST website http://
csre.nist.gov/publications/PubsSPs.html or http://csrc.nist.gov/publications/nistpubs/800
-88/NISTSP800-88 revl.pdf.




ANTI-VIRUS PROTECTION

Is your PC suddenly running slower or acting “different”? One of the first things that come

to mind is your PC has a virus, but you're not connected to the Internet. How can that hap-
pen? Do you have antivirus protection on your PC? The answer should be “Yes.” Particu-
larly since Section 7.12 of the CJIS Security Policy states “All IT systems with CJIS connec-

tivity shall employ virus protection software.”

A common belief is that if you're not connected to the Internet, then your PC isn’t exposed
to being infected with “malware”. Malware is software designed to infiltrate or damage a
computer system without the owner's informed consent. Computer viruses are just one of
many malware programs.

So, just how did that virus get there? Did you recently play a music CD a friend made for
you? What about the thumb drive you used to copy pictures of your grandkids? Perhaps a
file was infected and copied itself onto your PC. If so, it may have spread to the TLETS net-
work and could be attempting to infect other PCs. If you had antivirus protection, chances
are it would have been detected and deleted or quarantined.

Here are a few tips to help protect your PC:

Scan files for viruses before using them. This is always important, but especially if you are
using a disc or flash memory to carry information between one computer and another. You
could easily pick up a virus from a corrupted file and introduce it into your system. Running
a virus scan before launching any of new files will prevent infection.

Don't boot from an unknown data CD. Data CDs are one of the most common ways vi-
ruses are transmitted. If you are using a data CD while working on your computer, remove
it when you shut the machine off or the computer may automatically try to boot from the
disc, perhaps launching or installing bad programs or files on your computer.

Get immediate protection. Configure your antivirus software to run automatically on start-
up and continue to run at all times. This will still provide you protection in case you forget
to scan an attachment, or decide not to. And in case you forget to start up your antivirus
software, configuring it to start by itself will ensure you get immediate protection always.

Install reliable antivirus software. Antivirus software scans files regularly for unusual
changes in file size, programs that match the software's database of known viruses, suspi-
cious email attachments, and other warning signs. There are hundreds of new viruses re-
leased every day, so it is important to select a program that receives updates on a regular
basis, preferably automatically.

(Continued on page 7)




ANTI-VIRUS PROTECTION

(Continued from page 6)
The bottom line is your PC must run antivirus software if you have CJIS connectivity.
If you have any questions, feel free to contact the CJIS Security Office at the TXDPS.

To read more about malware, how to prevent it and incident handling, refer to NIST Special
Publication 800-83 “Guide to Malware Incident Prevention and Handling” at http://
csrc.nist.gov/publications/nistpubs/800-83/SP800-83.pdf

TCIC/NCIC ENTRIES OF VEHICLES STOLEN IN MEXICO

(Continued from page 3)

ADDITIONAL CONSIDERATIONS

There is no requirement that an agency make these entries. That decision remains
with the agency.

The registered owner does not have to be a resident of the jurisdiction of the Texas
agency making the entry. The entering agency may consider entries for persons
from other cities, counties, or states.

This policy is written for vehicles and vehicle parts stolen in Mexico, but may be applied
for vehicles and vehicle parts stolen in other countries, as long as the Texas enter-
ing agency perceives an investigative interest in placing the record into TCIC/NCIC.

For questions about this policy, please contact the TCIC Control Room at (512) 424-2088
or Mnemonic Address “CRDP”.

CJIS REPORTING

Attention County & District Clerks!!!!

There are a few different ways to report the nondisclosures to the Crime Records Service.
Counties that are EDR (Electronic Disposition Reporting) should continue to report using
the CDN 401 & CPN of 392. If you have any questions regarding how to report nondisclo-
sures and you are an EDR county, please contact Ursula Cook at 512/424-2407 or email
ursula.cook@txdps.state.tx.us. Counties that utilize the paper CR-44 Court supplemental
should continue and use the CDN 401 & CPN of 392 and mail the form to CRS. Copies of
the order may be mailed to CRS but if you prefer to scan the file and email it to us instead
of US Post, you may use the newly created email box: NonDisclosures@txdps.state.tx.us.
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DPS IDENTIFICATION SUPPLIES ORDER FORM

TO: CRIME RECORDS SERVICE

TEXAS DEPARTMENT OF PUBLIC SAFETY

PO BOX 4143

AUSTIN TX 78765-4143 Date:

FAX: 512-424-5599
Please furnish the following supplies:

FORM NIUMBER DESCRIPTION # PER QUANTITY
PACKAGE | ORDERED
CR-6 DPS Applicant Card* 250 p/pkg
CR-12 DPS Identification Supplies Order Form 100 p/pad
CR-23 Out of State Probation/Parole Supervision Card Single cards
CR-26 Death Notice Form 100 p/pad
CR-42 Request for Criminal History Check 100 p/pad
CR43 Adult Criminal History Reporting Form with Preprinted TRN and  Finger- 100 p/pkg
print Card Attached*
CR-43 Adult Criminal History Reporting Form with Fingerprint Card Attached* 100 p/pkg
CR43) Juvenile Criminal History Reporting Form with Preprinted TRN and Finger- | 100 p/pkg
print Card Attached*
CR43) Juvenile Criminal History Reporting Form with Fingerprint Card Attached* | 100 p/pkg
CR-43P Adult Probation Supervision Reporting From with TRN Numbers 200 p/pkg
CR-43P Adult Probation Supervision Reporting Form without TRN numbers 200 p/pkg
CR44 Adult Supplemental Reporting Form 100 p/pkg
CR-44) Juvenile Supplemental Reporting Form 100 p/pkg
CR-44S Adult Supplemental Court Reporting Form 100 p/pad
CR-45 Adult DPS Fingerprint Card* 250 p/pkg
CR-45) Juvenile DPS Fingerprint Card* 250 p/pkg
FD-249 FBI Arrest & Institution Fingerprint Card (Felony Card)* 500 p/pkg
FD-258 FBI Applicant Fingerprint Card* 500 p/pkg
FD-353 FBI Personal Identification Fingerprint Card* 500 p/pkg
R-84 FBI Final Disposition Notice 500 p/pkg
Fingerprint Card Return Envelopes (For Arresting Agency Only) 100 p/box

*DPS does not pre-stamp the agency ORI on any fingerprint card. Overnight services are available at ordering agency’s expense.

NOTE: Please order minimum of three weeks supply. Please submit order at least 4 weeks prior to depletion of your supplies.

NOTICE: Provide a complete shipping address (PO box (s) are acceptable).

AGENCY NAME

STREET ADDRESS

COUNTY. CITY. STATE TX ZIP
ATTENTION PHONE NO. ( )




