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WELCOME
to
N-DEx Overview and Audit

WHAT IS N-DEx?

v Online National investigative data
sharing system the FBI built.

v State, local, tribal, regional, and
federal data.

v Available 365/24/7 from any
secure internet-capable device.

v Datacovers the entire life cyde,
from initial contact to release from
prison.

v No fee service.

THE N-DEx PROVIDES CENTRALIZED, “ONE-STOP
SHOPPING” FOR INVESTIGATORS, ANALYSTS, AND
CRIMINAL JUSTICE PROFESSIONALS.

Incarceration
Traffic Citation
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WHAT THE N-DEx DATABASE CAN DO?

Search Large #5s of nanes
(BatchQuery)

Investigations Deconfliction

Background o Generateleads
Chedks “conned the dots”

S

o
\ MonitorSubjects
! ‘a (Subscription)
-

'

-

S

N-DEx does not contain criminalintelligence
data,as defined by Title 28,Code of Federal
Regulations (C.F.R.),Part 23

FEDERAL DATA
CONTRIBUTORS

DEA Closed NADDIS records

BOP Inmate Management records

ATF Information on Persons denied a
firearm per the Brady Law Case
records with subjects of interest
(closed cases)

FBI Case records (openand closed)

USMS Case records (openand
closed)




FEDERATED DATA SOURCES

« United States National Central Bureau (USNCB)
INTERPOL Man  History Recands  Tapecs
* Wanted Subjects, Gang Members, Stolen/Lost
Travel Documents (visas, passports, etc.)

* Department of Homeland Security (DHS)
* TheTreasury Enforcement Communication
System (TECS)
* Enforcement Case Tracking System (ENFORCE)
» Next Generation Identification (NG I) merataie Fhats Syt

Partner Systems

» Images - Scars, Marks, Tattoos,and Face DHs
tonocence Last

* Innocence Lost USHCE INTERPOL Wash

« Dataentered on child prostitution investigations

N=-DEx DATA ACCESS AGREEMENT

N-DEx Data Access Agreement

Welcome to N-DEx!
When accessing N-DEx for etk e

the first time and every year
after, the N-DEx Data Access
Agreement will have to be
affirmed.
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FBI N-DEx MONTHLY VIRTUAL TRAINING

System Overview
ahigh-level o verview of the N-DEx System, what data it contains, and includes a tourof the
its basic functionalities

System Search
o anin-depth demonstration outlining usage of filters and best practices when performin g both key word
and targeted searches inthe N-DEx System.

Batch Search

o demonstrate 7 ca Bate C , create @ C ch, v results, and edit and

share a Batch

Audit Best Practices
o covers informationrelated to audit best practic user management
and audit report generation.




N-DEx TRAINING
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N-DEx RESOURCES

N-DEx PREFERENCES (USER PROFILE) { S

Helpdesk - [J84) 6254157

Search Batch Search Subscription Notification Collaboration Management * User Feedback

i save
& My Profile Profile
i Senseal Hame: Denald Glover

T SearchFilters  User ID. TOEXDOMALD.GLOVER

T Agency Hame: T Dept Safety Dats Exchange
Agency ORI: TXOOOXO0X
Department: null
Address: Not Pravided Not Provided Not Provided Not Pravided
Work Telephone Number:  (512) 424-2754
Email Address: donald.glover@dps. texas.gov
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N-DEx PREFERENCES (T RAINING)

Helpdesk - (04) 6254357

Search  Batch Search  Subscription  Notification  Collaboration  Management »  User Feedback

j Save

Al fc Assignments

% General

Course - Status Expiraion Date

T Search Filters
N-DEx Data Acoess A i082020

(3 Training

Foley C&T NA

DPS
CONTACT INFORMATION

Email: LEEP@dps. texas. gov

I((‘w// F Email: TDEX@ dps.texas.

\ =)

——
Phone #:512-424-2091

www.dps.Te xas.gov/section/crime-records/cjis-resource s

TEXAS N-DEx SUCCESS STORY

* Cdlleyville PD investigating burglaries from lockers at a local
fitness center

* Suspects stole wallets from unattended lockers then used the
stolen credit and debit cards to purchase products

* Suspects wore masks — no facial recognition on security footage

* N-DEx search for locker room and thefts

* Found offense reportwith matching description of suspects

* Social media profiles matched tattoos and clothing

« Solved incidents in three other agencies
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TEXAS N-DEx SUCCESS STORY

» Two deceased gunshot males found by Sheriff’s Office

* Sheriff’s Office & Tennessee Bureau of Investigations identify
two suspects — Mother and Son

* Mother fled Tennessee during investigation

» Searched N-DEx for information on mother

* Residential information found in Longview, Texas

* Mother arrested & extradited back to Tennessee

TEXAS N-DEx SUCCESS STORY

* Las Vegas PD welfare check on woman

* Victim found unconscious in bathtub & minutes away from death

* Victim’s family had no contact information for ex-husband since
never met him

* Searched N-DEx with ex-husband’s name & descriptors

» Extensive criminal history from multiple jurisdictions in Texas
including address of ex-husband

* Cdlorado Task Force arrested
* Extradited ex-husband to back to Las Vegas

TEXAS N-DEx SUCCESS STORY

* New Mexico Corrections Department Security Threat

Intelligence Unittrying to locate 2+ dozen probation
absconders dof serious crimes

* Burglary, Aggravated Assault, Armed Robbery, Sexual Assault

* Intelligence Criminal Analyst used N-DEx Batch Search and
Automatic Notification feature

» Absconders found in local jails in Texas, Colorado,
Oklahoma, New Mexico & South Carolina

» New Mexico places holds for extradition




DATA BROKER
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DATA BROKER

 Data Broker is an avenue ofingesting data and dispersing that data
to either N-DEx or NIBRS system.

* Data Broker will take both N-DEx or NIBRS data via XML format.

» Utilizing the Data Broker, will alleviate you from having to create
multiple files and upload into multiple locations.

* You will be sharing valuable data to suppart investigations all with
one process.

DATA BROKER RESOURCES

If your agency is interested in utilizing the Data Broker and would
like more infarmation, visit our Texas DPS website,
www. dps.Texas.gov/section/crime-records/data-broker
(0):3
General Email
DataBroker@dps.texas.gov
(0):3
NIBRS @dps.texas.gov to request more information
FBI N-DEx questions ndex@]leo.gov or www.fbi.gov/ndex




RECAP

N-DEx is an online investigative information sharing system and is available
24/1 from the LEEP secure portal.

Agencies can get access to the N-DEx System even when they aren’t sharing
data.It provides centralized “One stop shopping” for investigators, analysts,
and Criminal Justice Professionals.

DataBroker can take either N-DEx or NIBRS XML files.

Agencies choose what records to share and can set up times for the files will
be automatically created and sent to the Data Broker.

REVIEW

1.TRUE ox FALSE - You can access N-DEx from any internet
connection.

Answer: FALSE

2. TRUE ox FALSE - Users need to affirm the N-DEx Data
Access Agreement every year after their first sign-on.
Answer: TRUE

3. TRUE ox FALSE - Data Broker will accept eithexr N-DEx or
NIBRS XML files.

Answer: TRUE

7/9/2025
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—-_ PARTI

AUDITPURPO SE
N-DEx ACCESS

LEEP AA/
NAC RESPONSIBILITIES

POLICIES, MANUALS,
& GUIDES

AREAS OF FOCUS

ACCESS & AUTHENT ICAT ION
SECURITYCONTROLS
INFORMATION USE/PRIVACY
SYSTEM USAGE

POLICIES

TRAINING

AUDITEMAIL

ONLINE QUESTION NAIRE
VERIFICATION LO GS
AUDITREVIEW PROCESS
SUMMARY

10
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WHAT IS AN N-DExAUDIT ? @

FBI & DPS Audit

Compliance with Policies

Ensuring Authorized Users

Data /System Integrity

Detecting Misuse

LEEP AA/ NAC RESPONSIBILITIES @

N-DEx Agency Coordinator (NAC)

POC for N-DEXx Issues

Ensures Compliance with Agreements,
Policies, State & Federal Laws

Authorize Users, Creates & Suspends
N-DEx User Accounts

Oversees Training

Reports Security Incidents

*DPS to be Notified in Writing
When NAC Changes

POLICIES, MANUALS, AND GUIDES @

CJIS Security Policy

LEEP Agreement

N-DEx Policy and
Operating Manual

11



ACCESS & AUTHENTICATION @

ALL USERS AUTHORIZED
ALL USERS VETTED
CJIS & N-DEx TRAINED

USER ACCOUNTS VALIDATIONS

UNIQUE LOGINS

USER ACCOUNTS DISABLED

SECURITY CONTROLS @

F PHYSICAL SECURITY r
SAFEGUARD CJI
DIGITAL SECURITY

ENCRYPTION OF DATA

REMOTE ACCESS

7/9/2025
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KNOWLEDGE CHECK @

TRUE OR FALSE

EVERY USER NEEDS TO BE
VETTED, TRAINED, AND

AUTHORIZED TO ACCESS N-DEx.

INFORMATION USE / PRIVACY @

CJ PURPOSES ONLY

UNCLASSIFIED INFORMATION
USE PERMISSION

DATA SHARING

EXCHANGE AGREEEMENTS

SYSTEM USAGE @

UNAUTHORIZED SEARCHES

PURPOSE CODES

SEARCH REASONS

SEARCH QUERIES

13



PURPOSE CODES @

c J A

CRIMINAL JUSTICE CRIMINAL JUSTICE ADMINISTRATIVE
EMPLOYMENT FILE MAINTENANCE

INVESTIGATIONS FOR BACKGROUND ADMINSTRATION
CRIMINAL JUSTICE CHECKS FILE PURPOSES
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PURPOSE CODES @

J

CRIMINAL JUSTICE
EMPLOYMENT

NOTICE TO APPLICANT

REQ UIRED SIGNED CONSENT

OPPORTUNITY TO CHALLENGE

SEARCH REASONS @
UNACCEPTABLE
| Purpose Reason Data Sources
| cCriminal Justice 'C' 202209805 N-DEx| NGI| DHS| USNCB
| cCriminal Justice 'C' 2021-00288 Capital Murder N-DEx
aAdministrative File Maintenance 'A° N-DEx| ENTITY
| cCriminal Justice 'C' N-DEx| DHS
| aAdministrative File Maintenance ‘A, Administrative N-DEx| ENTITY
| cCriminal Justice 'C' 915085 N-DEx| ENTITY
| cCriminal Justice 'C' 2020-08846 homicide N-DEx| ENTITY

| cCriminal Justice 'C' awson Intel N-DEx| NGI| DHS| USNCB| ENTITY
aAdministrative File Maintenance "A" \gdministrative N-DEx| ENTITY
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ACCEPTABLE

| Purpose Re: ta Sources

| cCriminal Justice 'C' 202209805 N-| NGI| DHS| USNCB
! cCriminal Justice 'C' 21-00288 Capital Murder N-

| aAdministrative File Maintenance'A’  admin® N-DEx| ENTITY

| cCriminal Justice 'C' Investigation N-DEx| DHS

! aAdministrative File Maintenance ‘A"  Admipicicass N-DEx| ENTITY
! cCriminal Justice 'C' 915085 N-DRx| ENTITY
! cCriminal Justice 'C' 020-08846 homicide N_p#x| ENTITY

SEARCH REASONS @
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C,J,ORA

WHAT PURPOSE CODE IS USED
FOR CJ EMPLOYMENT
BACKGROUND CHECK?

PHYSICAL PROTECTION

DISCIPLINARY

INCIDENT RESPONSE

I cCriminal Justice 'C' Lawson e N-DEx| NGI| DHS| USNCB| ENTITY
| aAdministrative File Maintenance 'A’  administrative N-DEx| ENTITY
KNOWLEDGE CHECK @

POLICIES @

15



TRAINING

CJIS SECURITY AWARENESS N-DEx DATA ACCESS AGREEMENT
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TRAINING @

CJIS SECURITY AWARENESS N-DEx DATA ACCESS AGREEMENT

i -DEx!
CII5 Seeurity Welcome to N-DEx!
“ditiny Introduction
Trinisg- |
General User

Security and Privacy Training

16



AUDIT PROCESS

QB ES

The Audit Online Verification Audit Review
Email Questionnaire Log Process
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THE AUDIT EMAIL @

ON-SITE OR 7 DAY DEADLINE
VIRTUAL

USERLIST QUERY REPORT
\\H
2 27 |

READ ASK
COMPLETELY QUESTIONS

ONLINE QUESTIONNAIRE @

BE HONEST

)

ATTENTION
TO DETAIL

17



7/9/2025

ACCESSING THE QUESTIONNAIRE @

Texas Department ol Public Salety - Reporting Audits

CJIs Audit

AENT O
K : =28
S & Agency Login
7| =
g
. _' f =
0. / Full Admin Login

0 &
ORI

e

VERIFICATION LOG @

DOCUMENTATION

USERLIST QUERYREPORT

RECORD MANAGEMENT
SYSTEM

VERIFICATION LOG @
USER LIST

A B
Agency Name: :
 [N-DEx Agency Coordinator: Phone Number:

Instructions: Complete last column to indicate if your agency's LEEP users are still employed and holding positions that

require N-DEx access.
- _FIRSTNAME | LASTNAME | EMAIL [ ASTLOGIN | CURRENT POSITION

H
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VERIFICATION LOG @

QUERY REPORT

TH DPS Crime Records Service CONFIDENTIAL Audit Diste: 00/00/2025
Compliance Training Bureau NOT OPEN TO THE PUBLIC N-DEx Search Verification
Auditar:

Agency Name: Jon: | Totsl Searches:

Instru mplete prior ta your sudit date & email to your suditor. Have supporting

dacumentation ready for onsite audit review for subscriptions.  Virtual audits: Screen share or send documentation 1o your auditar
Exgmples: Trocking Forms/Logs ustification: Case fiie, RMS file, TCOLE roster, etc.

Reason Entered Parameters PPurpase of Search

Purpase
Date. |r|mu- ||-nu-‘ =

POST AUDIT PROCESS @
AUDITOR AGENCY »

POST AUDIT PROCESS @

AUDITOR AGENCY
1 2

Review Audit Responses Provide Complance
& Documentation Responses

Determine Eompliant Areas of Non-Comp france are
or Non-Eomphant Nota ted REQUIRED ACTION

Agency Ré spon ds with their
3 e rrective actions

Review Respenses 4 4
betermine f further : Audit Elose But
information is required - At knowledgement
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SUMMARY @

AUTHORIZED ACCESS

AUTHORIZED USE

SECURITY

TRAINING

AUDITS 3 YR CYCLE
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CRIMINAL JUSTICE INFORMATION SERVICES (CJIS) LINKS @

CJIS SECURITY POLICY 6.0

https://www.dps.texas .goV/sites/ default/fies/documents/se curityre view
/documents /qjisSecurityPolicy_v6-0. pdf

N-DEx OPERATING MANUAL

https://le.fbi. gov/file-repository/ndex-policy-and-operating-manual-
112222, pdf/view

NIBRS AND OTHER IBR TRAININGS

Crimes Against Persons » NIBRS Errors and Warnings
Crimes Against Property » NIBRS Overview

Crimes Against Society » Texas“T” Errors

Group B Offenses » Madlly Jane’s Law & ViCAP
Hate Crimes > Use of Force Overview
CargoTheft » LEEP Overview

Texas Specific Reports » NIBRS Overview for ISD PDs

VVVVVVYYVY

Shareable presentations can be found on the Compliance and Training Bureau website:
https://www.dps.texas.gov/section/crime-re cords/compliance-and-traning-bureau

20
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DPS Contact Information

N-DEx Access and Agreements
LEEP@dps.texas.gov

N-DEXx Training
IBR Training Unit (512) 424-2091
IBR.Training@dps.texas.gov

N-DEx Audit
IBR.Compliance @dps.texas.gov

QUESTIONS ? @
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