Texas Department of Public Safety
Change Request, CCB Meeting and Implementation Checklist

CHANGE REQUEST CHECKLIST

Completing a HEAT Change Reguest —

All Standard Change Requests (CR) are required to be submitted in Planned status by Friday by noon. QA and Technical meetings can
be scheduled on Friday afternoon till Tuesday morning allowing time to complete the change request as described in this document.
Completed CR is due on Tuesday by 2:30PM.

What Due Date/Time
Planned Status Friday 12:00PM
Ready for Review status and attachments Tuesday 02:30PM
Presented at CCB Wednesday 9:00AM

For details view the Process Flowchart

FYI and Maintenance CRs can go from Draft status to Ready for Review status.
Before submitting a CR in Ready for Review status, please gather and attach the following documents to the change request:

Attach all IT Manager/Business approval (s)

Cyber scans need to be attached (when required)

Test results need to be attached (If you can't please specify why)
Implementation, validation and rollback plans

Operation manuals or support guide (if new or changed services requires operational support instructions, find instructions) Link
to Operation Support Manuals

Notification to users (if the change has downtime or user impact)

NOTE: Allow 2 hours for FYI and emergency change processing, find information and exceptions here

For additional information on CR artifacts please read CM-014 ITSM Change Request Artifacts Checklist .

SECTION 1 — HEAT LOGIN
Activity Needed - Outcome Detailed Steps to Complete

[0 1.1 Loginto HEAT — (copy and paste link into your https://heat.tle.dps/HEAT/Default.aspx
browser then press the enter key)

[1 1.2 Enter ACID and Network password

=

User name SM18583

Password sevensene

Click on the Login
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O

O

O

1.3 When logging in for the First time you will need to
select a role.

1.4 Click on Change on the HEAT menu bar

1.5 Click on the New Change (Green Page icon)
hyperlink

NOTE: The templates accessible from the dropdown
are disabled.

==

Select a role

Self Service
ITAnalyst

Service Desk Analyst

Continue

Click on the Continue

@ + ® Home Incident  Service Request Pm@dsms Knowledge - Report - Change
iy -

[

CR's Pending Approval

Hoed help? Soarch for in Al - a
CR= Awalting Appreval (0} =80
Change T ChangeCor Change Typwr  Descrgbon 7 Stalus T ScheduledST  ScheduledET  Owner Feguest |
Mo data 1o Gaplay 20305

19475
AELEH)

??;3] 4 Home - Incident - Service Request - Team Search - Service Catalog - Task - Change More...
Y - I—_—

Show All » (150 of 2101 search records)

Mg C 2 Fiskesh o Pk

Change 7 Changefav ChangeTypr Descrpton v Status T ScheduedST ScheduledEy  Owner
3905 CCH Ready ‘Saandard Update sear...  Ready To Review 1H02015. 1N0R01E.

3804 CCBReady  Standard Faimvew P Ready To Revew NG 1IN

3903 in CM Revie. e DISABLE M Ready To Revew 11132015 MA32015.

0 Standard Mitrosof U, Drafy

30901 CCBRasdy  Standard Dusteaby. O TR0E . 1A
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SECTION 2 — DETAIL TAB

O

O

Activity Needed - Outcome

2.1 Detail Tab:

The Detail page is used to:

e document name and information for the
initiator, approvers, implementers

e document a summary of the change
e document the details for the change

0 Provide detailed description of the
change, problem, circumstance
leading to the requested change

0 Include the reason why the change
has been requested and the
justification for the request

e document the schedules of the release

e document the system, environment,
classification, service, urgency, and impact

e document the CCB decision

Your name is the default for the Initiator and Assignee

fields. If necessary, change the default names to the
person(s) responsible.

2.2 Enter the name manager who approved the
change in the IT Manager Approval field (see
Fig 1)

2.3 Enter the name manager who approved the
change in the Business Owner Approval

(see Fig 1)

2.4 Multiple IT Approvers (if needed)

(see Fig 1)

2.5 Summary (see Fig 1)

2.6 Description (see Fig 1)

2.7 Scheduled Start Date and Time (see Fig 1)

2.8 Scheduled End Date and Time (see Fig 1)

Detailed Steps to Complete

“wChange: 3336 (Draft)

Start Dass B Schoduled fined Duws

Fig-1

Prianty 3

For more details see CM-019 CR Review Process, Detail Tab section

starting on page 15

IT Manager Approval is a required field. The IT managers of the affected
areas and the managers of the implementers (if other than the affected

areas) must approve the CR.

The Business Owner of the affected areas and the managers of the
implementers (if other than the affected areas) must approve the CR.

If the CR change requires more than one manager approval, the box
should be checked and the additional IT Manager(s) should be listed.
This field becomes required as soon as the box is checked.

Note: All Change Requests require both an IT and Business Approver
and these must be different managers.

Enter a brief and meaningful CR summary

Enter a detailed description, reason/purpose for the change. For
example: What is the change going to accomplish? If there is more than
one change list each change required. What is the problem being fixed.

Enter the date and time for the CR.

Please keep in mind the OIC changes shifts at 7:00 am and 7:00 pm.
Any changes during this time should be 15 minutes before or after 7:00.

Enter the date and time the CR is expected to be complete.

Please keep in mind the OIC changes shifts at 7:00 am and 7:00 pm.
Any changes during this time should be 15 minutes before or after 7:00.
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[0 2.9 Status (see Fig 1)

NOTE: The status field is used to submit the CR to
Change Management for processing.

[0 2.10CR Type (see Fig 1)

O

2.11 Service (see Fig 1)

[0 2.12 Classification (see Fig 1)

[0 2.13 Affected Environment (see Fig 1)

[0 2.14 CCB Review Date (see Fig 1)

[0 2.15 Urgency(see Fig 1)

[0 2.16 Impact (see Fig 1)

O

2.17 Release (see Fig 1)

O

2.18 To save the CR in the current state click on the
Save link

The default status is Draft.

FYI and Maintenance CRs -- Status should be set to Ready for Review
after all artifacts have been attached.

Standard CRs -- Change the status to Planned. All planned standard
CRs will be reported on in the DPS — Planned Change Report and sent
every Friday at 2:00pm. Recipients of the report will review the items on
the agenda and schedule meetings as needed. When ready, the CR
should be completely filled out including the A.C.T.1.O.N items and status
should be changed to Ready for Review. The due date for a completed
CR is Tuesday by 2:30PM. A validation check on the required fields will
be conducted by HEAT automatically and inform you of any missing
required information.

Change Management will review the CR prior to adding it to the Change
Control Board (CCB) agenda to ensure it is complete and Ready for
Review by the CCB members.

For more details see CM-019 CR Review Process, Detail Tab section
starting on page 16

Standard, FYI, Emergency, Maintenance

For more details see CM-019 CR Review Process, CR types section,
starting on page 5 for the descriptions for each type and see page 16 for
more information on the CR type field.

Select the appropriate service from the Service dropdown

Select the appropriate classification: (None, Enhancement,
Incident/Problem, Release, Scheduled Maintenance, Unscheduled
Maintenance)

Select the environment that is affected by the change (Production, Test,
Development, Pilot, and QA).

Enter the upcoming CCB review date for Standard and Maintenance CR
types.

Note: The CCB meets every Wednesday with exceptions during holidays;
Change Management will send notifications for cancelled or rescheduled
meetings. The Outlook calendar invitation and agenda emails contain the
conference room locations, conference bridge information, and WebEx
meeting information.

See CM-000 Change Management Policies and Procedures, Change
Control Board section page 11.

Select the appropriate Urgency (High, Medium, Low) to assist in making
this determination see CM-019 CR Review Process, page 17

Select the appropriate Impact (High, Medium, Low) to assist in making
this determination see CM-019 CR Review Process, page 17

Not currently used.

A, Save

Continue to completing the Questionnaire tab section next...
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SECTION 3 — QUESTIONNAIRE TAB

O

O O

O

O

Activity Needed - Outcome

3.1 The Questionnaire tab

The Questionnaire page is used to:
e document any potential/planned outages

e identify users affected and actions they may
need to take

o list external interfaces that may be impacted
by the change

e document the code and/or peer review
e document the testing of the change
e Indicate which monitoring tool used
e Document where the code is stored

All guestions on the Questionnaire page must be
answered.

Note: The questionnaire page contains hidden fields
that are conditionally required. These fields are
dependent on responses made to the main questions
on the page.

3.2 Potential Outage (see Fig 2)

3.3 Planned Outage (see Fig 2)

3.4 Yes response

3.5 User Action Needed (see Fig 2)

3.6 Yes response

Detailed Steps to Complete

4 ListView  [B) Mew Change » o Save ¢

wChange: 3909 (Draft)

Summary: Priovity: 3 Change Contrgl Board Decision

Detasls  Cuesbonnare AppMelres  ABecled Group Release inlo  Aftachment Actraty History Risk Level  Change Schedule

Potential Outage? Planned Outage?

User Action Needed: User Notification Required?

DB or Schoma Related?

Ext. Inerfaces affected?

Code review held? Plan Review hold?
Changes testad? -

Is Monitoring Enabled?

Changes in Code Managoment?

Is this & hardware decommission?

Fig 2
For more details see CM-019 CR Review Process Questionnaire Tab
section starting on page 21

Is there a risk for an uplanned outage or downtime? If so enter the
information in this field.

Select (Yes/No)

When a Yes response is indicated on either the Potential Outage or
Planned Outage the following questions become required:

e Type of Impact expected
e Expected duration of Outage
e Systems/services/areas impacted

Potentisl Outage? | Yey x ¥ Planned Oulage? Mo

Typ# of IMpact axpected Fxpected duration of Cutage:

STS O BTICH ST ERgacted,

Select (Yes/No)

Do uses need to take action for this change? If Yes, the user action
required field will be required.

When a Yes response is indicated the following question will be required.
e User action required
e User Notification Required will default to Yes

Describe the actions the user must take. User notification will be required
when user actions are needed.

User Action Needed:  Yes

User action(s] required:

When user notification is required a second question will display asking if
the OIC is to send out the notification. When a Yes response is indicated
a message will display reminding you to attach a copy of the e-mail and
the distribution list.

User Notification Hequired?  Yes

OIC to send notification?  Yed ® = | Please attach a copy of the e-mail and distribution fist to the CH

If the answer is No, a message will display reminding the initiator to
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O O

O O

O O

3.7 User Notification Required? (see Fig 2)

3.9 DB or Schema Related? (see Fig 2)

3.10 Yes response

3.11 Ext. Interfaces affected? (see Fig 2)

3.12 Yes response

3.13Code Review held? (see Fig 2)

3.14 No response

3.15 Yes response

3.16 Plan Review held? (see Fig 2)

3.17 Yes response

3.18 Changes Tested? (see Fig 2)

3.19 Yes response

3.20 No response

3.211s Monitoring Enabled? (see Fig 2)

3.22 Yes response

attach a copy of the email notification to the CR.

User Notification Required? Yes v

0IC to send notification? | No| X v | Please attach a copy of the user notification

If user notification is required you will need to attach a copy of the
notification to the CR. See Attachment section for additional information.

If DB or schema changes are impacted by the change additional required
fields will become visable. All additional questions will need to be
completed.

Database Name, Server Name and Schema Name become required

08 o Schema Related?  Yes . Server Name:

[ — Scbumrma M.

Select (Yes/No)

Interfaces/Applications and Type of Effect will become required fields

Fotentisl Outage?  Yed X v Flanned Outage?

Typw of Impact nxpactad: Expacted duaratiaon of Owtage:

Responses (Yes/No/NA) If the response is No, the Reason for no review
guestion will become required.

NOTE: See CM-019 CR Review Processpage 23 — 24 for information on
Code and Peer Reviews

Code review held? | No v Plan Review held? v

Reason for no review:

Code review held? | Yes| X v

Code reviewer name: v Code review date:

Select (Yes/No/NA)

NOTE: A plan review will become required if a code review is not
applicable.

Plan Review held? Yes v

Plan Reviewer Name ¥ Plan Review Date

Select (Yes/No/NA)

NOTE: See CM-019 CR Review Process page 25 for additional
information

Location of Test results and date tested fields become requied

Reason for not testing becomes required. See CM-11 ITSM
Terminology and Test Results Guidelines for assistance in completing
this field.

NOTE: Validation artifacts will be required, when approprate, for all CRs
that could not be tested.

Select (Yes/No/NA)

Monitoring tools used will become required

Is Monitering Enabled? | Yes| X v Which monitoring tools are in use?

O GFl [1180dx []Orion []Other
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O

O

3.23 No response

3.24 Changes in Code Management? (See Fig 2)

3.25 Yes response

Reason for not monitoring field will become required

Reason for not monitoring:

Select (Yes/No/NA)

Code Management system and Code Management Repository become
required fields

Select the Code Management system from the dropdown box and paste
a code location link to the Code Management Repository field

Changes in Code Management?  Yes - Corde Manogerment Repository:
Code Management system: |
Aichamst
Cahee
Subersion (SWN|

3.26 Is this a hardware decommission? (see Fig 2) Select (Yes/No)

3.27 Yes response

3.28 Selecting Non-Server

3.29 Selecting Physical Server

3.30 Selecting HQ

3.31 Selecting Field

3.32 Select VM

Will trigger 3 checkboxes to indicate what type of hardware
decommission the change is for and will display the Device confirmed not
in use question.

Is this a hardware decommission? | Yes| X v
[] Physical server CJvMm [] Non-Server
Device confirmed not in use? v

See CM-019 CR Review Process page 26 for information

Will hide the Physical and VM checkboxes.

Is this a hardware decommission? Yes v

[/] Mon-Server

Will display addtion additional fields.

Is this & hardware decommission?  Yes

7 Physical seever HO Field Office

Sarver Location:

Will hide the Field Office checkbox. Enter the server location:

[ Physical sarver 7 HQ

Server Location:

Will hide the HQ and display additional fields that will be required.
Enter the Server Location
Select Team
Select Custodian

Is this a hardware decommission? Yes v

[ Physical server [+/] Field Office
Server Location:

Select Team: Change & Release Manageme +

Field Custodian: =~ SM1858% - Miller, Susie Q »

A VM decommission will not have additional questions. Go to the next
question.

Is this a hardware decommission? | Yes v

MM
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3.33 Device confirmed not in use? Yes response

3.34 Device confirmed not in use? No response

[0 3.35 To save the CR in the current state click on the
Save link

Continue to completing the App/Metrics tab section next...

The Device confirmed not in use answer will trigger additional questions
which are dependant on the Yes/No response.

Will display the “Last Access Account” and “Last Access date” questions.

Enter the ACID or name of the person who last accessed the server and
the date.

Is this a hardware decommission?  Yes v
[w] Non-Server
Device confirmed not in use? | Yes| X v
Last Access Account Last Access date

Will display the “Why not confirmed?” required question. Enter the
reason why it was not confirmed.

Device confirmed not in use? | Ngf X v

Why not confirmed?

A Save
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SECTION 4 — APP/METRICS TAB

O

O 0O 000

Activity Needed — Outcome

4.1 Applications and Metrics page

The App/Metrics tab is used to document which servers, devices or
applications are impacted by the change as well as the file location
and package names that are used for the change.

In addition, information on new servers and devices is documented

on this page.

4.2 Server(s) Devices (s) Routers, Circuits etc. (see Fig 3)
4.3 Physical Path (see Fig 3)

4.4 Packages (see Fig 3)

4.5 Is this a new Server? (see Fig 3)

4.6 Yes response

4.7 Server/Device Scanned?

4.8 Yes response

[l 4.9 To save the CR in the current state click on the Save link

Continue to completing the Release Info tab section next...

Detailed Steps to Complete

wChange: 3909 (Draft)

Surmmary- Priorey: 3 Changs Control Besed Docision

Detals  Cumsionnaes  AppWeincs | Afscied Group  Rokeassints  Aftachment  Actiity History  FiiskLavel  Change Sichaduls

Applications
Serveris)yDevice(s)

(Moo, Circuita ec)

Physical Fath

Package

s thin @ Hew Sorve?

Fig 3
See CM-019 CR Review Process page 28 for information on
the App/Metrics Tab

Enter the names of the impacted devices in this field
Enter the physical path impacted by the change
Enter the package names in this field

Select (Yes/No) NOTE: If the question “Is this a hardware
decommission?” is Yes this question will be hidden.

Triggers the Server/Devices Scanned question

Is this a New Server? | Yesg| X v

Server/Device Scanned? v

Triggers the Server Scan Date and Results questions both
are required fields

Is this a New Server? Yes v
Server/Device Scanned? | Yesg| X v
Server Scan Date
Scan Results
A, Save
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SECTION 5 - RELEASE INFO TAB

O

O

Activity Needed - Outcome

51

Release Info Tab

This form is used to document the release
information such as Implementation Plans,
Rollback Plan and Validation Plan which are all
required for the completion of a CR.

Acceptable responses are Yes or No. If “No” is

selected, a justification must be provided in the text

box indicating why the documentation is not
provided.

52

53

54

5.5

5.6

Implementation Plan and Details (see Fig 4)

Rollback Plan and Details (see Fig 4)

Validation Plan and Details (see Fig 4)

Release Notes (Y/N) (see Fig 4)

At this point, the Change Request status
should be reviewed and updated according to
the Change Request Type

Detailed Steps to Complete

‘“wChange: 3909 (Draft)

Summary: Prioriy: 3 Change Control Board Declslon

Details ~ Questonnaire  AppMMetrics  Affected Growp  Release Info  Amtachment  Activity History Risk Leval ~ Change Schedule
Release Documentation
Inplementation Plan? - Validation Plan [YN]
Implementation Plan Details Validotion Plan Detalls
Rollback Plan [YiN) - Hulease Notes [YiN)
Rellback Plan Detalls Release Notes Detalls
Fig 4

See CM-019 CR Review Process page 31 for information on the Release
Info Tab

The steps for implementing the changes on the CR should be listed here.

Special note: All implementation plans begin with a call to OIC to put the
CR in progress. OIC is responsible for entering the Actual start and end
times on the CR. This action also enables the CR to be closed once
complete.

All CRs should document the rollback plan.

An explanation of how the changes will be validated should be included on
all CRs.

NOTE: Required on all new systems and applications releases or updates to
applications.

See CM-019 CR Review Process page 32 for information

Click on the Details Tab

For FYI, Maintenance and Emergency changes change the Status from
Draft to Ready for Review. A validation check on the required fields will be
conducted by HEAT automatically and inform you of any missing required
information.

For Standard change the status from Draft to Planned. All planned
standard CRs will be reported on in the DPS — Planned Change Report and
sent every Friday at 2:00pm. Recipients of the report will review the items
on the agenda and schedule meetings as needed. When ready, the CR
should be completely filled out including the A.C.T.I.O.N items and status
should be changed to Ready for Review. The due date for a completed CR
is Tuesday by 2:30PM. A validation check on the required fields will be
conducted by HEAT automatically and inform you of any missing required
information.

The Change Control Board Decision field will be populated with Awaiting
Approval. Change Management will review the CR prior to adding it to the
Change Control Board agenda to ensure it is complete and Ready for
Review by the Change Control Board members.

If it is missing any data CR reviewer will change the Change Control Board
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Decision to In CM Review Pending Update. Once all artifacts are received
the CR reviewer will change the Change Control Board Decision to CCB
Ready. This ensures the CR is ready to be reviewed at the CCB meeting.

For more details see CM-019 CR Review Process Detail Tab section
starting on page 16

[0 5.7 To save the CR in the current state click on the

Save link ¥, Save

Click on Save

CLOSING NOTES TAB

See Implementation Checklist section
If you have attachments to be added to the CR go to the Attachment Tab section next
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SECTION 6 — ATTACHMENT TAB

Activity Needed - Outcome Detailed Steps to Complete
1 6.1 Attachment Tab [ o o EEERR e ]
The attachment page is used to upload artifacts S O oty ot 8

4 LitVew [ Vew Charge »  Saa O

such as supporting files, e-mails, approvals,
artifacts, validation screenshots, test results, URLS,
or other types of notes.

Attach all IT Manager/Business approval (s) listed B T el

on the CR J— - v S v Cemitn v Meseeion

Cyber scans need to be attached (when required) G

Test results need to be attached (If you can't

please specify why)

| Implementation, validation and rollback plans

Operation manuals or support guide (as needed) See CM-019 CR Review Process page 32 for detailed information

Notification to users (if the change has downtime or
user impact)

“wChange: 5889 (Drafi)

Summary: Priseny: 3 Change Comtral Bosad Dsciaion

Cobomnare | Agpebics  Mabwiolo  Closin Mobes  Task  ABmtmed | Aciybaiony  wcidwil  Servce Rugent

6.2 Adding an email, document, or other

. [E] New Attachment
attachment Click on New Attachment

The Choose File to Upload window will open.

Select the doucment

¥ Croose File 1ol
avorites iz RE:
B Descop & changeld4] werificationartiact jpg Chan
s Cawnloags =l 0001908 Review Processooc Reute
L5 Recen Places % o pdt buch,
| 1 FIEST MOTICE - Ful Change Freeze 1026 Tor W
23 Libraries 2 ingex (1 momi S 47
. Douments & index (Z1em) 2
A Music 2 index ()bl D'Ann -
. Pictures ¥ index i) bl g =
= Subwession 3 indexbmt
K videos [0 Macha_Fequest 3tnanzahan 10 upaste Here
[ MANDATORY Mosite Device Actvatian-.. 3. ?"ﬁ!c
B Miter, Susie L mRemateseG-installer-1.722ip :ﬁm
I Contacts = MyconfConsmi copy
Iy Deicten MyconfConsam 20150417- 14250272680 4/16 that
b Covmicads MAYECR OS2 S04 80 LUSSHITA D will
L Favcetes MyconfConsmi backup pe
b Lris 4 RE Change_ 2439 and _2502-USER NOTIF— ;em
I Uyme Recordings 1 Senvice Racuant _ 345 - Raguest for Cite FZrd
I My Documents
File name: RE Change. 2459 and _2502-USER NOTFICATION.msg - |AnFRes -
[_Opon |:‘-| Lareed
Click on Open
[1 6.3 Adding a URL attachment Click on New URL and paste the URL in the field and click on Save

Add Attachment

Save Cancel
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ACTIVITY HISTORY TAB

Activity Needed - Outcome Detailed Steps to Complete

D 7 ACtIVIty HIStO ry Tab Details Questionnaire App/Metrics  Affected Group Release Info Attachment (1)  Activity History (2) Risk Level Change Sche
The Activity History page tracks email activity

related to a CR, which is usually initiated by Bt 2w

H ithi T T Cate T Subject T Created O T Modified O T
business rules within the HEAT system. vee aregery uoee rested On odiied On
Email Qutgoing E. Change# 3903 - status upda...  11/9/2015 10:31 AM 11/9/2015 10:31 AM
Email Qutgoing E. Change# 35903 - status upda 11/9/2015 10:09 AM 11/9/2015 10:09 AM

Although it is seldom used, functionality allows
users to add notes to the CR or generate an email
from the HEAT system to track external CR
activities.

INCIDENT TAB

Activity Needed - Outcome Detailed Steps to Complete
[1 8 Incident Tab _

The Incident tab is used to link an existing incident
that is related to or resulted in the change to the
change request.

R i e i T i
Select Incident tab B i e e

0 9 Select Link

ehude in DIC dashboard?
Detais  Task(0) Auschoseed (0] Cyber Securly  Aciwily Hiskry (1) Problem)  Chenge D) Resolteon Delais  Knowledge (0)  Audt Hislory (2)
ElMewChange ~ [Flek o7 Lk 3 Golo

Chango T Chasge Co.¥ Chango Typer  Doscripton ™ Status T SchoduledST  SchoddocET  Ownod T Assignos

Mo deta to daplay

[J 10 You will need to select the following from [ ———"

L u whara Changa - | Bagin with - m +- Soprch
the drop down menu: “ Change, Change ID,
” Charsge ¥ ChangeCe v Chang Shange Ended -~ T Schodulod3T  SchoduedEy  Cwnit
Equal to” then enter the CR # o5 Stanty Change 10 SgATIEE. BIAAGI6E
Change Manager 5 = e ~
4650 Standa 5182016 1 5102016 1
Change Mansger Approved By
4297 CCB Ready Standa w SMS20MET.... SM92016E:,
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Change Manager Cmail R :
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4692 Mwaiting A FY Crange Paused Date w SHTIR016 1
4851 Standa Change Resume Dats 5252016 1 i
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Page Sizs 10 . Chasngie Stared Page 1 ol291 » m | £
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Highlight the record that you want to link whero. Chango - Chngeld v Equate . & 4 G
H H H u ” Change ¥ Change Co¥ Change Type® Descripbon ¥ Status ¥ ScheduledS¥ ScheduledEY COwner
(Change or InCIdent) and click “Select”. 4800 Standard The weekly .. Draft SHBR0165. . SBD0166:
The screen ShOt is an example Of I|nk|ng a 4508 Standard This CRwil .. Draft SNBR0G 1., SNH2NE1
4807 CCB Ready Standard San Angelo Ready To Review SAB2018 T SAW06 6
change request to an incident record 4896 Standard CH5-357 - Draft SMB20161 51820161
4884 Approved Emergency  SPURS Rel . iIn Progress S1E20161. SAT20161
4893 Approved Emergancy  DRAW-1211. In Progress SME20162 . SGZ0163
4892 Awalting Ap...  FYI SpencerLer...  Ready To Review STR016 1. SATE016 1
4801 Standard This arolin.  Draf STS20161. TAS20165
Page Size 10 - Page 1 o201 » W 2
Save Search as Default  Resot Default Search Add Edit Select Cancel

See CM-051 CR and Incident Linking for more information

SERVICE REQUEST TAB

O

Activity Needed - Outcome Detailed Steps to Complete

11 Service Request Tab

The Service Request tab is used to link an existing - s se
Service Request that is related to or resulted in the JEMTEAEN i o )
change to the change request. e S pr—
Select Service Request tab - e CoT
12 Select Link e ]
. --:»;vfu—' Cwrme v Buyet v CoastedOn v Flesched By Pt O T ey v

13 You will need to select the following [

from the drop down menu: “ Service A= wrore senico Roquen + | [arvics Fisquant D = || Equal 1o . OEE I Soarch
” r
Request, Request |D’ Equal to then enter RequestD v Statss v  Customer v OwnerTeamr Owner v Subject v Created On v
. . TN Active RT17986 - Tomes, Rudy Windows/AD  Magness D..  Nexpose scans needed for servers 1V2E2016. =
the SR # and CIICk on the blue SearCh |Ink 41730 Active JCO5633 - Anthony, Mark Workstation... Lawler, Walter 1 Dell 23" monitar for Mary Gomez 10252016
2 Aetive ADOSI06 - DelaGarza, Amturo  Workstabon . Lawder, Walter 1 Dell 23" moeitor for Cyihia Barbosa 10252016
oy Futtiled Identity and. Wilkinson, K. NTFS Request 10252016
41726 Actrve ARDE5] - Hernandez, Aureha Workstabon, Shepard-Hil SOF TWARE-Adobe Acrobat 8 Stand 1072820186
4725 Actriw RK08329 - Korenek, Royce Telecomemu Extenmon Swilch at Rosonberg High 102672016
41724 Actree JLOT139 - Luce, Josssa Warkstaban Parkor, James  INSTALL-1 Lencve Think pad for Jos. 102672016
s Submitied Cyber Security CSFR - Cyber Security Firewall Requ... 10/252016... ¥
< >
Page Sie 10 ¥ Page 1 of 3320 » M Fs
Save Search as Default | Roset Dofault Search  Add Edit Select | Cancel

14 ]

Highlight the record that you want to link where. Service Recuest + sniceRequestlD + Equalto - [ x @+ o s
H H H “ ” Request ID Statu Cust Cramer T Crwmer Subiet Creaied On v
(change or incident) and click “Select”. ol M o Y. S Yo y ¥ o
a7 Actve RT1796% - Torres, Rudy Windows/AD  Magness, D..  Nexpose scans needed for servers 1252016, o
Th r n h i n exam I f ||nk|n 41730 Actre JCOS659 - Anthany, Mark Woekstabon . Lawier, Walter 1 Dall 23° monitar for Mary Gomez 10242016,
e Sc ee S Ot S a e a p e 0 g a 41729 Actva ADDS206 - DelaGarza. Arturo Workstation Lawler, Waher 1 Dall 23° monitor for Cynthia Barbosa 102572016
1 1 a1mar Fulfilled Identty and. Wilkinson. K...  NTF5 Request 10252016
Change requeSt to an InCIdent record 41726 Artroa AHDEEE] - Hemandar, Auraka Workstation Shepard-Hll SOFTWARE -Adobe Acrobat 8 Stand 10252016
41725 Actn REDAI2G - Karenok, Royen Telocommu Extension Switch at Rasenborg High 100252016
41724 Actron JLOT139 - Luce, Jossica Workstagon Parkor, James  INSTALL-1 Lenavo Think pad for Joo 1252016
FikrE] Bubrmitted Cyber Security CSFH - Cyber Securty Frewall Requ,., 10282016, Y
< >
Page Size 10 - Pago 1 of320 = M o
Save Search as Default  Hesel Dolault Search Add Edit Select. Cancel

See CM-051 CR and Incident Linking for more information
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CCB CHECKLIST

NOTE:

We encourage all areas of the business to have representation at the CCB. Your attendance is
immensely important in helping us achieve our goal of only allowing the best changes into our
production environment, thus preventing many unforeseen impacts.

Before the CCB Meeting

O

O

O O

Activity Needed - Outcome

1.

4.

If you are a recipient of the Planned Change
Report

For Standard CRs with a Planned status -
Schedule QA/Techincal reviews

Maintenance CRs

For CRs with a Planned status - Ensure Change
Request Artifacts are attached.

Ensure your change requests are submitted with
the status that applies for the change request

type.
If you missed the deadline

Review Change Requests on the CCB Agenda

Detailed Steps to Complete

Review all items on the report and schedule for potential concerns or
issues.

If no issues or concerns are identified complete the A.C.T.I.O.N items.

Attend QA or Technical review meetings. If a change request has an
issue which cannot be resolved the change request status should be set
to Draft.

For Maintenance change requests .

e Ensure that the change request is thorough and complete
(Contain the A.C.T.I.O.N artifacts) prior to the submission
deadline.

e Ensure that the status is Ready for Review. The submission
deadline may be adjusted by Change Management as needed
to accommodate holidays and other non-standard schedules.

Maintenance CRs are due by Tuesday by 2:30PM.

See CM-000 Change Management Policy and Procedures Roles and
Responsibilities section page 8

Change request should include, when applicable, but are not limited to
the following:
[ Attach all IT Manager/Business approval (s) listed on the CR
[ Cyber scans need to be attached (when required)
[ Test results need to be attached (If you can’t please specify why)
[ I Implementation, validation and rollback plans
[1 Operation manuals or support guide (as needed)
[ Notification to users (if the change has downtime or user impact)
] additional documentation
[] code or peer review
] release notes

See CM-000 Change Management Policy and Procedures Roles and
Responsibilities section page 8

Status should be set to Ready for Review to be included on the CCB
agenda.

Your change will be targeted for the following CCB meeting.

Review all change requests for potential impact to your area.
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CCB MEETING CHECKLIST

Day of the CCB Meeting

Activity Needed - Outcome

[]1. Attending CCB Meeting Wednesday at 9:00AM

NOTE: Contact GRP_IT_ITSM if you do not have the CCB
Meeting invite and they will forward it to you.

When logging in via WebEXx enter your first and last name.
When calling in please announce yourself

[J 2. Presenting the Change Request at CCB

[J 3. If your Change Request is approved

Detailed Steps to Complete

CCB Meeting Participation

CCB member participation includes voting on each CR on the
agenda.

Attend in person
Conference Room G4A

Via phone

Call-in number: 1-240-454-0879 (US)
Conference Code: 929 155 595

Via WebEx
Join WebEx meeting

Meeting Number: 929 155 595
Meeting Password: DPSITCCB

The Change Request initiator is responsible for presenting the CR for
approval to the CCB members or identifying another individual to
present the change. If the initiator/requestor is not the technical
expert or the implementer, then the technical expert or implementer
should be available to address questions that arise during CCB.

NOTE: The Change Request will be placed on Hold if it is not
presented during CCB.

Implement the change according to the Implementation plan
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IMPLEMENTATION CHECKLIST

POST CCB Meeting

Activity Needed - Outcome

[] 1. If your Change Request was not approved during
CCB

[] 2. Making changes to an approved Change Request

[] 3. Implement Change

NOTE: Change should NOT start before scheduled start
date/time. If there is a need to start early or if the CR
requires any changes you will need to go through the
Change Management group. Send an email to
GRP_IT_ITSM to request a schedule change.

O 4.

Closing a Change Request

Detailed Steps to Complete
Correct any issues that may have arisen during CCB and send an

email to the Change Management team at GRP_IT_ITSM regarding
completion of any pending approval items.

If you do not complete this step your Change Request will need to go
back to CCB for approval at the next CCB meeting.

Contact Change Management team at GRP_IT_ITSM regarding any
changes to the Change Request.

See CM-040 ITSM Changing Approved CRs

Follow the implementation plan submitted in the Change Request.

NOTE: Please remember to contact OIC prior to starting the change
and upon completion of the change.

OIC: 512-424-2139 select option 3

How to Close aCR

a- Attach pending artifacts (screenshots, validation results)
b- If your CR in “In Progress” change status to one of
these statuses

1- Rollback —requires a PIR

2- Implemented with Issue — requires a PIR

3- Successful implementation

4- Partial Implementation — requires a PIR
c- Click on Save

For information on completing a Post Implementation Review (PIR)
CM-052 Post Implementation Process

NOTE:
The CR cannot be closed if OIC has not ended the change.
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Purpose

This document contains the change management policies and procedures that are outlined in the
General Manual, Chapter 26.30 and that apply to all Texas Department of Public Safety (DPS)
Information Technology (IT) production systems on or off premise. The change management process
must be followed by anyone making changes to the IT production environment, including all DPS
employees, contractors, and vendors. Managing change significantly increases system uptime and
reduces outages and service interruption. With ever-growing demand and reliance on both DPS
applications and infrastructure, it is critical that everyone follows the change management process
and policies outlined in this document.

References

General Manual

CM-019 CR Review Process

CM 32 CR Emergency Approval

CM-040 ITSM Changing Approved CRs

CM-051 Linking Incidents to Change

CM-052 Post Implementation Process

Change Management at DPS
According to the DPS General Manual, Chapter 26.30,

Change management is the process of controlling modifications to hardware, networks, software,
firmware, and documentation to ensure that information resources are protected against improper
modification before, during, and after system implementation.

The purpose of the Department’s “Change Management Policy” is to manage changes in a
rational and predictable manner so that staff and clients can plan accordingly. This applies to
any and all DPS production systems regardless of where the system/solution is housed.
Therefore, cloud hosted, vendor hosted, SAAS, etc. must also fully adhere these rules.

The following are ways that a production system may be impacted without regard to the
location, (HQ or DPS field office), or type of change, data or transactions, or level of impact,
(low, medium or high), or who is responsible for maintaining the system, whether it be DPS
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maintained, vendor maintained, or maintained by a third party: Implementation of new
capabilities (system/solution)

e Deployment of a new solution

e Enhancing existing capabilities (system/solution/equipment)
e Interruption of service(s)

e Removal of existing capabilities

e Deployment of equipment ( workstations, fingerprint scanners, cameras,
routers/switches and related cabling and ports which have the potential of impacting
ACL/VLANS or VPN tunnels)

All files, entities, system software, operating systems, linkers, compilers, PC-driven software and/or
third party software are subject to change management control. Examples include, but are not
limited to changes to, cloud solutions, source files, configuration files, scripts, tables, Oracle, DB2,
SQL, UNIX, Linux scripts, software development tools, and any files required to generate builds or
reproduce a system (hardware, firmware, operating system, and software). Infrastructure (i.e.
network, active directory, and password) changes that have the potential to impact any of the
hardware that is supporting the DPS IT systems are also subject to the change management process.
Change is inevitable and necessary in an IT environment, and DPS is no exception. The agency’s
change management policies and procedures do not prohibit changes that are necessary to improve
and protect DPS systems. Rather, they enforce managed change in order to communicate changes
and minimize impact to the business, law enforcement, and most importantly, the citizens of Texas.

Objectives

Using the change management process ensures that changes to DPS off or on premise systems
are properly documented, reviewed, authorized, communicated, verified, tracked, and
implemented with minimal disruption to service levels. The change management objectives
include:

e Using standard methods, policies, and procedures to support the prompt handling of all
change requests (CRs).

~ Texas Department of Public Safety
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e Providing the information and the review/authorization process necessary to affect
Change Control Board (CCB) and management decisions regarding CRs. This process
ensures CR reviews and authorizations are consistent.

Note: The process is shortened to adjust to business needs during a crisis.

e Staging and testing the release by the Release Management team if applicable.

e Reviewing and authorizing at the weekly CCB meeting with any pending deficiencies
noted.
Note: The approval process varies for FYl and Emergency CRs. See the section Change
Request Types for more information.

e Promoting open communication and awareness among all parties.
e Eliminating any two or more conflicting changes from occurring.

e Requiring that the OIC be phoned when the change starts, pauses, resumes, or
completes.

e Requiring that the CR be closed within one business day with the correct status and
comments to communicate success and/or identify issues.

e Ensuring changes maintain or improve system stability and protect the integrity of IT
resources including files and data.

e Identifying the level of risk that changes pose to IT production systems.
e Schedule compatible CRs to reduce the possibility of outages.
e Ensuring accountability, repeatability, and transparency.

e Maintaining a database that contains current and historical CR information.

Complying with DPS IT Change Management

Failure to comply with the DPS IT Change Management Policies and Procedures may result in the
following disciplinary actions per the General Manual:

e “Itis the supervisor’s responsibility to counsel an employee whenever the employee’s
performance slips below the ‘Acceptable Performance’ level.” (General Manual, Chapter
07.62.09.2) This may be in the form of informal or verbal counseling to address any initial
issues.

~ Texas Department of Public Safety



CM-000 Change Management Policies and Procedures

e Formal counseling may be employed if the initial informal counseling does not sufficiently
correct the employee’s behavior. Per the General Manual, Chapter 07.62.09.2.3,

3) The supervisor will document the counseling using an HR-31 Counseling Record. The
counseling document is to be signed by both the supervisor and employee. The

supervisor will provide a copy to the employee and keep the original in the employee’s
local file.

4) If the employee’s performance does not improve to the “Competent” level within the
established time frame for improvement, the supervisor will develop and administer a
Performance Improvement Plan (PIP) for the employee (see next paragraph). This
potential PIP consequence should be cited on the counseling document as fair warning
to the employee.

e Should habitual failure to comply with the DPS IT Change Management Policies and
Procedures continue after informal and formal counseling, then per the General Manual,
Chapter 06.30.00.02,

Any of the major infractions listed as follows may be deemed sufficient cause for the
discharge, suspension, demotion, or removal of any member of the Department of
Public Safety:

3. Violation of any rule, order, requirement, or failure to follow instructions
contained in Department manuals;

5. Willful neglect of duty;
10. Willful or inexcusable destruction or loss of state property;

13. Any act on or off duty which reflects discredit to the Department of Public
Safety.
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Roles and Responsibilities (see General Manual 26.30.02 - 3, 5, 6, 8)

Change management requires coordination and communication among IT, customers, and vendors
that are involved with changes to DPS IT on or off premise production systems. To maintain an
effective change management process, full cooperation between individuals and teams responsible
for requesting, implementing, validating, and approving change requests is required, as is clear
communication between all affected groups, including the ITSM team.

Change Control Board (CCB) Attendees

Refer to the section Change Control Board.

Emergency CCB Distribution List Members

Refer to the section Change Request Types>Emergency.

Initiators/Requestors

The initiator/requestor is the individual who opens the change request and is responsible for it
through its lifecycle (creation, coordination, implementation, tracking, validation, and closing).
The initiator should always be the individual most familiar with the change and capable of
monitoring, tracking, and answering questions about it. Typically, this should be the individual or
a member of the team implementing the change. Initiator responsibilities include, but are not
limited to the following:

e Following all the procedures in this manual regarding creating, implementing, and
closing CRs

e Ensuring that all planned change requests have been submitted by noon on Friday
(required for Standard CRs only)

Note: If the Friday deadline is missed and the change needs to be implemented prior to the
next CCB, either the FYI or ECR process can be used to process a change request. The
criteria for FYl or ECR need to be met. See Change Request Types section for information.

e Ensuring that QA or Technical review meetings are held prior to noon on Tuesday

e Change request form can be modified when the status equals “Planned” and CCB
decision field is blank or equals “In CM Review Pending Update”

e Ensuring that the change request is thorough and complete prior to the submission
deadline of 2:30 PM (HQ Time) on the day prior to CCB. The submission deadline may
be adjusted by Change Management as needed to accommodate holidays and other
non-standard schedules
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Important: CR’s that are not complete will not be included in the Agenda for CCB
review without DAD authorization.

0 Obtain necessary approvals, including customer(s), IT manager(s), implementer
manager(s), etc.

0 Collect and include the necessary information and completed documentation (test
results, QA sign off, release notes, etc.) from all affected parties or groups
performing, testing, or who are otherwise part of the change

O Ensure that changes have undergone a code and/or peer review. Code/Peer review
guestion should always be answered. Appropriate responses are Yes, No and NA. A
Yes response will enable the Code/Peer reviewer name field. Complete this field
with the name of the person who reviewed the change. This normally should not be
the same person as the implementer.

=  Code Review

e Ensure that any code and scripts have been reviewed and approved
by another individual knowledgeable in the area that the change
relates to;

e Ensure that all code and scripts have been stored in an approved
version control management system (i.e. SVN) and provide link to
the specific tag in the repository, or, if stored in the trunk, indicate
the revision number;

e If an SVN repository is unavailable, store items in a network location
accessible to Change Management staff. If there is no other
location available, items may be attached to the Change Request,
however they should be stored in a format that will not allow
accidental execution, i.e. SQL scripts should be stored as.txt.

= Peer Review

e Ensure that all plans (implementation, rollback, and validation) and
schedules related to the change have been reviewed and approved
by another individual knowledgeable in the area that the change
relates to.

0 Coordinate with and ensure all necessary staff and resources will be available for
the proposed change

0 Include the schedule (CRs spanning multiple days)
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e Submitting complete (may include but not limited to: test results, email approvals from
all of the IT and Business Managers listed on the change request form, operation
manuals for new or changes to user facing services) CRs in Ready to Review status
before the CCB submission deadline.

Note: The ITSM team will return a CR to Draft status if it is incomplete and not ready for
presentation at CCB. This could result in the CR not going to CCB.

e Presenting the CR for approval to the CCB or identifying another individual to present
the change. If the initiator/requestor is not the technical expert or the implementer,
then the technical expert or implementer should be available to address questions that
arise during CCB.

Note: If no one in attendance can effectively present the CR, it will either be returned to
Draft or be placed in CCB Hold and will not be approved. It must be presented for
approval at the next CCB.

e Coordinating with all groups, including IT, business users, contractors, and other non-IT
or non-DPS entities involved with the change.

e Keeping ongoing CRs up to date and notifying necessary parties of any changes.

e Notifying the ITSM team and the OIC of any schedule changes, extensions, or
cancellations that will affect the time or duration of a change, however, only ITSM has
the authority to approve extensions or schedule changes.

For a complete list of submissions requirements, see Standard Change Request Process.

Implementers

Implementers are the individuals performing the work outlined in the change request. Their
responsibilities could include, but are not limited to, the following:

e (Calling the OIC before starting the change and again after completing the change

Verifying that the change(s) that they performed were successful

Capturing validation artifacts when applicable

Coordinating and communicating with anyone else involved with the change

e Documenting any problems or issues that arise during implementation
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IT Managers

The IT group(s) performing changes and their managers are accountable for the technical
success or failure of a change. Thus, IT managers are expected to ensure the following:

e Their staff follows Change Management procedures

e They are aware of their staff’s changes

e Their staff enters and submits complete and accurate CRs
e Changes are justified and approved by all necessary parties

Note: All Change Requests require both an IT and Business Approver. The IT and
Business Approver cannot be the same person. In the event there is no Business Owner,
the IT Team Lead or higher can be the Business Approver. In this case, the IT Approver
must be that individual’s supervisor or above.

e Potential impact has been identified and evaluated
e The changes in the CR are tested to the highest degree possible prior to implementation

e Implementation, validation, and rollback plans are documented in the appropriate
location on the CR or are attached to the CR

e Support from other IT groups, the business, and vendors are committed for applicable
changes

e Necessary communication, documentation, training, procedures, and announcements
are completed and distributed to all affected groups

e The correct resources are available to implement the change on time
e The correct people attend the CCB meeting
Executive Management

The DPS CIO, Deputy CIO, and Deputy Assistant Directors (DADs) will resolve any issues that are
escalated to them and have veto power over all change requests.
Note: Unless otherwise determined, escalation should follow the chain of command.

Non-IT Entities

All DPS IT staff is subject to and accountable for the Change Management process, as are DPS non-IT
departments, and external entities that are involved with changes to DPS IT on or off premise

~ Texas Department of Public Safety



CM-000 Change Management Policies and Procedures

production systems. DPS IT staff is responsible for proper communication and coordination with non-
DPS IT groups to ensure that those groups are aware of and follow the CM process.

Change Control Board (see General Manual 26.30.02 — 3, 6)

The Change Control Board (CCB) and Emergency CCB are the bodies that approve or deny changes.
For information on the Emergency CCB, see Change Request Types>Emergency.

Attending
The CCB is comprised of the individuals in attendance at each week’s meeting. We encourage all areas
of the business to have representation at the CCB. Your attendance is immensely important in helping
us achieve our goal of only allowing the best changes into our production environment, thus preventing
many unforeseen impacts.

Attendees must always include the following:

e Staff who represent all areas of IT (infrastructure, operations, applications, governance,
and information security).

e Division representatives (business customers).
e Additional personnel aware of or with an interest in the changes on the agenda.

The CCB meets every Wednesday with exceptions during holidays; the Change Management
team will send notifications for cancelled or rescheduled meetings. The Outlook calendar
invitation and agenda emails contain the conference room locations, conference bridge
information, and WebEx meeting information. The agendas and release schedules themselves
also contain the conference bridge and WebEx details.

The Change Management team emails (and posts to SharePoint) the agenda the day prior to the
CCB meeting and the release schedule and minutes the day of the

meeting: http://portal/sites/it/operations/itsm/CCB/Forms/Newest%20First.aspx. CCB meetings
are also recorded via WebEx and available on the SharePoint site after the minutes have been
distributed.

The Change Management team sends meeting invitations, agendas, release schedules, notes,
and other change-related communications to the GRP_ChangeManagement@dps.texas.gov
distribution list. Any DPS employee interested in attending or taking part in CCB meetings should
contact their Local Security Administrators (LSAs) to request addition to the list. Emergency CR
approval notifications are sent only to the grp_it Emergency CCB@dps.texas.gov distribution
list.
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Responsibilities
CCB attendees assume the following responsibilities:
e Review and become familiar with the agenda prior to the meeting.
e Bring any questions about CRs that are on the agenda to the meeting.
e Use good meeting etiquette.

0 Pay attention to those speaking, stay engaged, and do not hold side
conversations.

O Be punctual, both when attending in person or via teleconference/WebEx.

0 Stay on topic. If additional or tangential discussion is needed, it should be taken
offline.

0 Speak clearly and loud enough to be heard. If in a conference room, stand near
a microphone.

0 Enter their names when joining the meeting via WebEx for accurate attendance
records.

e Conference bridge connections may be muted by the organizer in these situations:

0 Excessive noise or static is present. Bridge attendees should mute their phones
when not speaking.

0 An attendee places the conference call on hold.

e Review the release schedule and meeting notes after the meeting and send any
corrections to the Change Management team.

Approvals

The CCB reviews and makes decisions on Standard and Maintenance CRs. The Change
Management team has been delegated the authority to approve FYI CRs on behalf of the CCB,
and Emergency CRs follow their own approval process. For additional information on the CR
types, refer to the section Change Request Types.

All changes presented to the CCB must receive unanimous approval to move forward. Each
attendee has veto power, so it is extremely important that everyone reviews the agenda before
the meeting. Executive management may assume responsibility and override a veto if they
deem the change necessary and the risk acceptable.
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The CCB makes one of four decisions on changes.

e Approved — The CCB approves the CR in its current form, authorizing the change to
occur.

o To Be Determined (TBD) — Change Requests in TBD status have not yet been approved
for implementation. The CCB grants conditional approval. The individuals responsible
for these CRs must contact the Change Management team before moving forward so
the CR can be reviewed and the CCB decision updated to Approved. If the issue that
caused the CR to be placed in TBD status is not resolved prior to the CR’s scheduled start
date/time, the Change Request will be placed back into Draft status and will need to be
rescheduled and resubmitted for CCB Approval TBD will not be used for incomplete
change request prerequisites:

0 A - Attach approvals (for all IT Managers and Business Owners listed on the CR)
0 C-Cyberscans (when required)

0 T-—Test results (If you can’t please specify why)

0 | —Implementation, validation, rollback plans

0 O -—Operation manuals or support guide (as needed)

0 N — Notification to users (if the change has downtime or user impact)

e CCB Hold — The CCB does not consider or render a decision on the CR; it can be
resubmitted at a subsequent CCB. A hold typically occurs because no one attends to
present the change.

e Denied — The CCB or Emergency CCB denies the CR. It must be returned to Draft status
and resubmitted at a later date, or it must be cancelled. Though extremely rare, this
decision may result if members of the CCB have objections to the change that cannot be
resolved, either during the meeting or in offline discussions.

Note: If the change is not complete or ready to move forward, it will be returned to Draft
status and will not be considered. The CR may remain open and be resubmitted for
consideration at a subsequent CCB.

If a change is questioned after it has been approved by the CCB, Change Management will;

e Change the Change Control Decision to “TBD"”
e Notify the Initiator and IT Manager
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e Initiator and or IT Manager will be responsible for resolving the concerns prior to
the CR’s scheduled start date/time.
The CR will be placed back into Draft status and will need to be rescheduled and
resubmitted for CCB approval if the issues are not resolved prior to the CR scheduled
start/end time.

Emergency CCB

The Emergency CCB is a comprised only of IT management and other key IT stakeholders. These
individuals are responsible for reviewing and responding to the Emergency Change Approval
Request email with approve, disapprove or NA in a timely manner. All Emergency CCB members
are part of the GRP_IT Emergency CCB distribution list. Refer to the section Change Request
Types>Emergency for further information on Emergency CRs.

Change Request Processing Rules (see General Manual 26.30.02 — 4,
12)

Before changes to DPS IT on or off premise production systems, deployment of any new
system/solution, and/or deployment of equipment, cameras, routers/switches either in HQ or DPS
field offices (project related workstations and finger print scanners), may be performed, change
requests (CRs) must be presented to and approved by the Change Control Board (CCB), or the
Change Management team as authorized by the CCB. As of publication of this document, CR forms
are maintained in the Change Management System. To determine which CR type to use, refer to the
section Change Request Types.

For more information regarding the CR Review Process, see CM-019 — CR Review Process.

Planned Submission Deadline

All Standard type CRs should be submitted with a status of Planned. All planned standard CRs will
be reported on in the DPS — Planned Change Report and sent every Friday at 2:00pm. Recipients of
the report will have an opportunity to review the items on the agenda and schedule meetings as
needed. When ready, the CR should be completely filled out including the A.C.T.I.O.N items and
status should be changed to Ready for Review.

The Planned status process is not applicable to FYl and Maintenance CRs. The status should be set
to Ready for Review for FYl and Maintenance change requests.
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Ready for Review Submission Deadline

To be presented at the CCB meeting, all Standard and Maintenance CRs with planned start times
between Wednesday (day of CCB) at 10 am through the following Wednesday at 9:59 am, must
be complete and submitted in Ready to Review status by 2:30 PM (HQ time) on the day prior to
the CCB. This allows the Change Management team time to perform a final review prior to
distributing the agenda to CCB members that afternoon.

Note: The deadline will change as needed due to holidays, closures, rescheduled meetings, etc.

CRs must be in Ready to Review status to be reviewed and included on the CCB agenda. Those in
Draft status are not reviewed and will not appear on the agenda. To submit a Change Request
after the deadline, the implementer, initiator, or someone who can speak about the change
must contact the Executive Management team to explain their change and its urgency.
Executive Management will ultimately decide if a Change Request will be permitted, or if it must
wait until the next appointed CCB.

Scheduling

When determining the planned start and end of a change, consider the impact that performing
the change will have on the business and other IT areas. Account for complexity, location, if
other teams or if vendors are involved, etc. It is better to estimate a longer implementation and
validation period and finish early than require more time than originally planned for.

Avoid scheduling changes to occur during critical processing periods as defined by the business.
If a change is necessary during these periods, escalation to an appropriate impact level should
be considered based on the potential for interruption of processing.

Note: Refer to the section Change Request Risk Assessment for additional information about

impact levels. Some examples of critical processing periods can include, but are not limited to:
e Month-end close/processing according to the production schedule.
e Year-end close/processing according to the production schedule.
e Prime processing period: Monday through Friday, 7 am-6 pm Central.

e During periods when there is a high potential for urgent or emergency situations (e.g.,
inclement weather).

e High traffic periods (see CCB Change Freeze below).
Change Freeze

Change Management places a "freeze" on our production environment based on the published
Change Freeze Schedule and emergency change freezes. Production changes should not be
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made during this time. This ensures that our production environment is in a stable condition

during periods of increased risk.

What is a freeze?

Change freezes are based upon potential risk and resource availability. Therefore, Change

Freezes are routinely set to occur during times of high-profile situations, possibly affecting

public safety, to ensure all systems remain at 100% stability and availability. Change Freezes also

occur to ensure proper resource levels are available to assist in recovery, if issues are
encountered.

There are two types of freezes:

FULL CHANGE FREEZE: This means that no standard changes are approved to be
implemented during this timeframe.

LAW-ENFORCEMENT CHANGE FREEZE: This means that no standard changes affecting
or having the potential to affect any Law-Enforcement system are approved to be
implemented during this timeframe.

The Texas Department of Public Safety (DPS) increases patrols for an eight-day
period that includes both the Christmas and New Year holidays. From Dec. 24 —
27 and Dec. 31 - Jan. 3, DPS troopers, as well as law enforcement across the
state, increase patrolling roadways throughout the holiday weekends looking for
drunk drivers, speeders, seat belt violators and other drivers who are
endangering themselves and others.

NOTE: See DPS New Press
release https://dpsnet/Divisions/DirectorStaff/P10/index.htm#press

Freeze Specific Information

What prompts a change freeze?

Specific holidays see the Change Freeze schedule for details

Regularly scheduled community events (ROT, ACL, Formula One Racing etc.) that can
increase of the need for critical Law Enforcement related systems

Unscheduled events that are requested by agency divisions or external Law
Enforcement partners

Emergencies caused by nature, manmade disaster or other events
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What is the impact of a Change Freeze on the Department?

e No changes are to be made to the production environment
e Freezes are comprised of the duration of the event

What are the exceptions during a change freeze?

The following changes will be reviewed and may be approved by Change Management during
the change freeze:

Full Change Freeze - Exceptions
e Emergency Change Requests as defined in CM-000 Change Management Policies and
Procedures
e Other changes that executive management has authorized and deemed necessary

Law-Enforcement Related Change Freeze - Exceptions
e Emergency Change Requests as defined in CM-000 Change Management Policies and
Procedures
e Other changes that executive management has authorized and deemed necessary
e Changes to systems that do not affect law enforcement’s ability to conduct business

What communication needs to go out prior to a freeze?
e A member of the ITSM team will do the following:
e Post the change freeze schedule on the ITSM SharePoint site annually and post new
change freeze dates as they are approved
e Send written notification to OIC and the Change Management D-list
e Announce at CCB

What is the procedure to request a change freeze?

Send request to GRP_IT_ITSM with “Change Freeze Request” in the subject line of the email.
Requests should be submitted by management

The request should contain the following items:

Description and Justification
Start and end dates

Type of Freeze: full or LE

e Approving requesting manager

Request will be processed by Change Management
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Requirements

All change requests must include at least the following details before they are submitted for
approval or inclusion on the CCB agenda.

¢ Implementation plan — What work is being performed, by whom (when more than one
implementer), communication hand-offs

e Validation plan — What actions will be taken to verify that the change completed
successfully in production.

e Rollback plan — What work will be performed if problems arise during or resulting from
implementation? The plan gives the implementer the ability to restore business
continuity quickly.

e Test results — Whenever non-production environments exist, testing prior to
implementation is required, and those results must be attached to the CR or included in
the details. Where QA is involved, QA must sign off on all testing. They will attach their
approvals to the change requests.

Note: If results cannot be captured or testing is not possible (“pure production”
change), validation results must be captured after implementation and included in or
attached to the CR when possible.

e Approvals — The Business Owner Approval, the IT managers of the affected areas, and
the managers of the implementers (if other than the affected areas) must approve the
CR. Approval emails are required for all Business Owner and IT Managers listed on the
change request and must be attached to the change request.
Note: Assignment of work orders does not constitute manager or customer approval for
the CR. All Change Requests require both an IT and Business Approver. See Change
Request Types for approval requirements for maintenance change requests. The IT and

Business Approver cannot be the same person. The person implementing the change
cannot be the business approver. In the event there is no Business Owner, the IT Team
Lead or higher can be the Business Approver. In this case, the IT Approver must be that
individual’s supervisor or above.

o Implementer — The implementer(s) should be the individual(s) who will be performing
the work. Implementer(s) outside of the IT Approver’s team must have their Manager’s
approval to be an implementer. The IT Manager’s name must be listed on the change
request form and email approval must be attached.
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Note: Assignment of work orders to individuals does not constitute contacting them to
check availability for the implementation, nor does it indicate manager or customer
approval for the CR.

e CR Required Fields — All required fields are designated by an asterisk and may vary
based upon responses to other questions.

e CR Required Content — Additional details that must be included (script names, database
names, server names, IP addresses, list of affected machines, SVN repository, etc.) vary
based on the change and associated work being performed.

Rolling/Ongoing CRs

Rolling or ongoing CRs are an exception. A change request that encompasses a project will be
entertained at CCB on a case-by-case basis. The area submitting the CR must keep it updated
and current for the duration of change. This is essential for any CR that has a rolling schedule,
especially one with work occurring across multiple areas, days, locations, and/or tasks.

Note: If the CR is not maintained and updated regularly, the CR may be closed and the affected
area will be required to submit separate CRs for future work that is related to the project.

Maintaining CRs

To effectively manage and monitor changes, CRs must be kept accurate and current. The
initiator, assignee, or implementer is responsible for ensuring any necessary details are added to
orincluded in the CR.

Changing Approved CRs

Once a CR is approved, either by the CCB or by the Change Management team as authorized by the
CCB, no changes should be made to it before implementation except in the following situations.

See CM-040 ITSM Changing Approved CRs for additional information.

Schedule Changes

When unforeseen issues arise, planned start and planned end times may be rescheduled for
change requests that have been approved but have not yet begun. In those cases, the
initiator, assignee, or implementer is responsible for acquiring approval from the customers
and IT managers and for seeking approval from the Change Management team

(GRP_IT _ITSM@dps.texas.gov) who will verify that there are no conflicts with pre-existing
CRs. Once the new schedule is approved, the Change Management team will notify the OIC

and other appropriate parties of the change.
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Note: If the rescheduled time falls within the next CCB cycle, the CR may need to be
presented again.

If the change has already begun, only the planned end may be updated; the planned start
may not be modified. Customers and managers must still approve, and Change
Management must approve, update the CR, and notify the OIC and other appropriate
parties as needed of the new schedule.

Cancelling

If no work associated with the CR has occurred, and the clock has not yet started, approved
CRs can be cancelled. The CR can also be returned to Draft status and resubmitted to CCB at
a later date if the work is still expected to occur. In those cases, notify the Change
Management team so the CCB decision can be updated.

If any work has occurred, the CR cannot be cancelled. It must be closed as rolled back,
partially implemented, or implemented with issues; depending on how much of the
implementation was performed.

Altering Implementation Details

Once a CR has been approved, no implementation details should be modified or changed. If
something in the implementation plan, validation plan, or possibly the rollback plan needs
to be updated, contact the Change Management team. They will assist with determining if
the details can be altered or if a new CR is required.

Note: If it is discovered after approval that other individuals or teams are needed, then the
individuals and their managers must be notified prior to the start of the change to ensure
that they are available. If not, the change may need to be rescheduled.

Closing

Change requests may remain open for up to one business day after completion. The initiator,
assignee, or individuals implementing the change are responsible for updating the closing notes,
adding any additional information or documentation that is required (e.g., post-implementation
Results (PIR), validation artifacts), and closing the CR. For more information on the PIR process
read CM-052 Post Implementation Process.

Note: The Change Management team will follow up on change requests that remain open past
the one business day grace period.
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Reopening

No one outside the ITSM team is able to reopen a closed CR. If the team determines that the CR
does need to be reopened, then they will address the issue at that time. Contact the ITSM team
(GRP_IT ITSM@dps.texas.gov) if a closed CR needs to be modified.

Cancelled and closed change requests may not be reused. If an issue arises from a closed CR, a
new one must be created and the previous CR identified in the new one.

Note: If needed, use the copy functionality in the Change Management System to create a
similar CR.

Production Pilots

For information about production pilots, refer to the CM-
031_Pilot_Change_Requests_and_Release_Management document on the ITSM SharePoint
site: http://portal/sites/it/governance/itsm/documents/Documents/.

Unauthorized Changes

An unauthorized change is a change made to a DPS system for which a change request (CR)
should have been submitted and approved but was not. If a CR does not already exist for the
change, the individual or team that performed the change must create and submit a CR for
review. Unauthorized changes must contain the same information as any other CR; the
requirements are no different.

Note: If ever unsure if work requires a change request, contact the Change Management team
(GRP_IT ITSM@dps.texas.gov).

Change Request Types (see General Manual 26.30.02 — 4, 8, 9, 10)

Change requests (CRs) may be submitted as one of four types: Standard, Maintenance, Emergency,
or FYI. All CRs, regardless of type, must be thorough, complete, and follow the Change Management
process. Refer to section Change Request Processing Rules for requirements.

The primary differences between CR types are impacts and approval processes. As part of the
review, the Change Management team may determine that a change request qualifies as another
type and will work with the initiator accordingly to ensure that the CR is processed correctly.

Standard

Standard change requests follow the default Change Management process (see the
section Standard Change Request Process). This means that these changes must be presented
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to and approved by the Change Control Board (CCB) at the weekly meeting prior to
implementation. The goal should always be to submit a change as a Standard CR and take it to
CCB for approval. Standard change requests must be complete, have test results, user
notification, IT and Business approvals emails, support instructions or manuals and cyber scan
report (as needed) attached to the CR prior to submitting for approval. If a CR is missing any of
the required documentation will be set back to DRAFT and will need to be reviewed at the next
CCB.

Maintenance

Maintenance change requests are for routine maintenance that occurs on a regularly scheduled
timeframe and have business owner and IT manager approval. Maintenance CRs follow
the Standard Change Request Process. However, even though Maintenance CRs are announced

during the CCB meeting, unless someone has a specific question about them, they do not
require representation and discussion and will be approved.

Before a change can be submitted as a Maintenance CR, it must first be presented as a Standard
CR to the CCB. The implementer/team must have already demonstrated that well-documented
processes are available and are being followed via previous changes and notified the CR
approvers that a request will be submitted to reclassify the Standard CR to a Maintenance CR.
The approval of the Standard CR will serve as the approval for all further Maintenance CRs. The
individual presenting the change can request that it be considered maintenance. Once approved
by the CCB, the change can be submitted as a Maintenance CR in the future. CRs approved to be
Maintenance include the following:

e FAST DISPO TLE Servers: Microsoft updates/restart (e.g., 9949) — CCB approved
04/20/2011

e  Weekly NEC AFIS server maintenance (e.g., 9950) — CCB approved 04/20/2011
e AFIS CBM basic weekly maintenance (e.g., 9910) — CCB approved 04/20/2011

e AFIS quarterly cold backup and weekly server maintenance (e.g., 9908) — CCB approved
04/20/2011

e Apply [Month Year] Security Updates to SCCM servers (e.g., 9930) — CCB approved May
2011

e Windows Server Critical & Security Updates - Ongoing Maintenance (e.g., 9884) — CCB
approved April 2012

e Windows Updates for Blackberry Servers (e.g., 9525) — CCB approved 04/24/2013
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e Update Windows 7 x32 and x64 Workstation images with current patches (e.g., 10117) —
CCB approved 10/16/2013

e  MorphoTrust-Apply MS and SQL patches to IVS Servers (e.g. 2964) — CCB approved
6/10/2015

e Excess equipment and power cord cleanup (e.g. 3698) — CCB approved on 10/7/2015
e Quarterly Il SYNC (e.g. 5098) approved on 0/12/2016

o Apply Windows CSA updates on the IVS system and reboot. CCB approved on
10/26/2016

e Planview Schedule Maintenance (e.g. 6205) approved on 1/25/2017

Note: If habitual issues arise from a Maintenance CR, it may be removed from the approved list
and must be submitted as a Standard CR until stability is demonstrated.

Emergency

Emergency change requests are submitted when the production environment is being, or is in
danger of being, impacted by a situation that needs to be addressed immediately. Emergency
CRs are time sensitive and typically high impact. Because they cannot wait for a CCB meeting,
they must instead receive approval via voting email by the Emergency CCB members. It is the

responsibility of the Emergency CCB members to carefully review the Emergency notification e-
mail and notify users who may potentially be impacted by the change prior to approving the
request.

Emergency change requests must include the approvals of the Manager and/or DAD of the area
implementing the change or their delegate must have the business approval and test results
attached to the ECR prior to submitting ECR for review/processing. The Emergency CCB
members will receive an Emergency Change Approval Request email with the ECR details. They
are responsible for reviewing and responding to the Emergency Change Approval Request email
with approve, disapprove or NA. There is a two hour window for processing the change and
allowing for disapprovals. If you do not approve the change, a response is required within the 2
hour window. Change Management will assume that you approve the change or the change
does not impact your area of responsibility if a response is not received within the 2 hour
window. In the event where a mission critical system is impacted, the allowed process time will
be 30 minutes If an immediate change is needed call the OIC to establish an Emergency Call
Bridge. If a negative response is received, the change will not receive final CM approval until the
concern is resolved and that individual has provided approval.
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At any time, Executive Management can opt to override this policy when a more expedient
approval is needed for an exceptionally urgent request.

OIC Emergency Call Bridge

While rare, when situations warrant it, during the course of an emergency call bridge hosted by
the OIC, it is determined that a change is needed to resolve a major issue, or outage and it must
be done immediately, the attendees of the emergency bridge will become the Emergency

CCB. The CM representative will ask if there are any objections to performing the change. If
there are no objections, the CM representative will declare that change approved and will need
to obtain a roll of all individuals on the call (this can usually be obtained from the OIC)—these
names will represent the Emergency CCB for that change. The implementer must still complete
an Emergency CR after the call concludes, however once CM reviews it and ensures it is
complete, it will not have to be sent out for approval. The CR can be marked Approved and the
list of individuals who represented the Emergency CCB should be attached to the CR. This is the
only situation in which approval for an Emergency CR from the Regular Emergency CCB
distribution list is not required. This will NOT be an unauthorized change.

Note: All Emergency CRs must follow the Change Request Processing Rules as well as contain

the justification, regardless of whether the CR is submitted and approved prior to or after the
change.

Emergency CRs should meet any of the following criteria:
e A production area is down (e.g., 9779).
e (ritical systems are slow to respond, and the issue is impacting users (e.g., 9880).
e (ritical information is being misprocessed (e.g., 9780).
e There is a security risk (e.g., 9804).

In some cases, Change Management will work with the customer, IT group, and/or management
to determine if a change without one of these criteria should be processed as an Emergency CR.
If there is an exception, it is typically to provide visibility of the impending change. Regardless of
what the CR may involve or its impact, an IT Deputy Assistant Director (DAD) or other member
of executive management can assume responsibility and deem a CR an emergency.

# Texas Department of Public Safety



CM-000 Change Management Policies and Procedures

FYI

FYI change requests are primarily informational. FYI CRs are in place to allow IT and the business
to perform changes that will have no, or very minimal, impact to production systems and the
agency. The Change Management team reviews and approves FYl CRs. Approval notifications
are sent to the OIC, the initiator, and the assignee.

FYI change requests must be complete, have test results, user notification, IT and Business
approvals, support instructions or manuals and cyber scan report (as needed) attached to the CR
prior to submitting for approval.

FYI CRs cannot result in an outage, downtime, or adversely impact the agency. Whether or not a
change can be submitted as an FYI ultimately depends on the extent of the change and its
possible impact. Examples of changes that may and may not be submitted as FYI CRs are
included below.

The following list identifies examples of changes that could be submitted as FYI CRs, provided
there is no or very low risk associated with them.

e Changes with no or minimal impact.
0 Adding disk space to a server with no service interruption.
O Replacing a failed UPS where the outage is local and installed afterhours
0 Minor firewall configurations (e.g., CR 9923).
0 Adding/migrating SVN repositories (e.g., 9308).

0 Active Directory changes that do not cause an interruption of service (e.g.,
9659).

0 Low- or no-risk configurations (e.g., CR 9890).

0 Equipment moves with no associated downtime (e.g., CR 9719).
0 Microsoft Exchange rules (e.g., CR 9918).

O Remove domain controller role (e.g., 9735).

0 Create, remove, or update ticket templates used only by your team (e.g.,
10045).

e Minimal or non-intrusive database changes.
0 Extend table space.
0 Creating indexes (e.g., 9751).

0 Add avalue to a table (e.g., 8894).
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e  Minimal or non-intrusive application changes.

0 Revise JCL to run a report (e.g., 9889).

O Revise email addresses embedded in JCL (e.g., 9620).
o Equipment decommissions (e.g., CR 9924).

e Post new or updated reports (e.g., Crystal Reports, HEAT).
Note: These are only allowable if there are no associated database modifications.

e Changes to non-production systems (e.g., updates made to a development
environment).

Not Allowed
Certain changes, regardless of impact or possible downtime, cannot be submitted as FYI
CRs. These include but are not limited to the following:

e Production database structural or schema revisions (e.g., 9696).
e Requiring Alchemist promotion (e.g., 9874).

e Requiring Turnover promotion (e.g., 9844).

e Application code (e.g., 9920).

e MPLS conversions (e.g., 9708).

e Adding/swapping devices on the network (e.g., routers, servers, switches, phone
systems).

e Server software/OS upgrades (e.g., 9929).

e Software patches (e.g., 9685).

e F5 configurations (e.g., 9916).

e System Ul or functionality (e.g., 9902).

e Adding or removing vCPUs on virtual servers (e.g., 9917).

e Agency-wide Microsoft workstation updates (e.g., 9932).

e Agency-wide Sophos updates (e.g., 9561).

e Any FireAMP, AMP or StorageAMP changes

e Power-related Facilities work in a data center (e.g., 9729).
e Implementation of new on or off premise capabilities

e CRs already approved to be Maintenance CRs.
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Note: Exceptions may be granted on a case-by-case basis.

Change Request Statuses

The status in which a change request (CR) has been placed indicates where the CR currently is in the
workflow and is indicated by the Status field on the CR form.

Open Statuses
While a CR is open, it is important to ensure it is in the correct status:

o Draft — The default status upon CR creation indicates that the CR is incomplete and is
not ready to be reviewed by the Change Management team.
Note: The Change Management team does not monitor or track changes in Draft status.

e Planned — Standard CRs that are planned for implementation during the current release
timeframe.

o In Progress — In Progress is set automatically once the OIC starts a CR.

e On Hold - The CR has been placed on hold by the initiator, assignee, OIC, and/or
implementer. This is usually due to unexpected issues encountered prior to actual
implementation. If the causes for the hold result in rescheduling, the Change
Management team must be contacted first. Changes that span multiply days (aka rolling
CRs), need to be placed on hold when work has been temporarily stopped. The CR
implementer, assignee or requestor is responsible for contacting the OIC to pause the
change. The process will set the CR status to hold.

e Ready to Review —The CR is ready for the Change Management team to review for
completeness.

o Rollback-Open — The CR was rolled back but remains open for rework within one
business day.
Note: If the rework and corrections require more than one business day, the change
should be closed and a new CR submitted when the change is ready to move forward.

Closed Statuses

When closing a CR, be sure to select the correct closing status.
Note: The Change Management team may reopen a closed CR and change the status if it is
deemed necessary.
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e Cancelled — No work has occurred, and the CR has been cancelled.

o Implemented With Issue — The change was implemented but with unexpected results. If
issues were encountered during implementation, the CR should be closed in this status
even if the change was ultimately successful. This status type requires a post
implementation review (PIR) to be completed in the ITSM tool.

e Partial Implementation — Part, but not all, of the CR was implemented. This status type
requires a post implementation review (PIR) to be completed in the ITSM tool.

e Rollback — The change was rolled back, and the system, application, or item to be
changed has been reverted to its state prior to any work occurring. This status type
requires a post implementation review (PIR) to be completed in the ITSM tool.

e Successful Implementation — The entire CR was completed successfully with no
unforeseen challenges or issues.

Change Control Board Decisions

The decisions made by the CCB (see the section Change Control Board), Emergency CCB (see the
section Emergency Change Request Process), or by the Change Management team as authorized by
the CCB are reflected in the Change Control Board Decision field on the current change request (CR)
form. A CR will always be assigned one of the following decisions:

e Approved — The CCB, Emergency CCB, or Change Management team has approved the CR in
its current form, authorizing the change to occur.

e Awaiting Approval —The CR has not been reviewed and no decision has been made.
Note: When a CR is moved back to Draft status, the decision is returned to Awaiting
Approval.

e Awaiting Emergency Approval — The voting email has been sent to the Emergency CCB
distribution list, and approvals are pending.

e CCB Hold — The CCB does not consider or render a decision on the CR; it can be resubmitted
at a subsequent CCB meeting. A hold typically occurs because no one attends to present the
change.

e CCB Ready — The CR has been reviewed and is ready to be presented to the CCB.

e CM Reviewed — The Change Management team has verified that all necessary information
has been included in the unauthorized CR.
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e Denied — The CCB or Emergency CCB has denied the CR. It must be returned to Draft status
and resubmitted at a later date, or it must be cancelled. Though extremely rare, this
decision may result if CCB members have objections to the change that cannot be resolved,
either during the meeting or in offline discussions.

e In CM Review Pending Update — The Change Management team has determined that the
CR is missing information and/or needs clarification.

e To Be Determined — The CCB grants conditional approval, with the expectation that the
information identified as missing or inadequate during the meeting is provided prior to the
planned start of the change. The individuals responsible for these CRs must contact the
Change Management team before moving forward so the CR can be reviewed and the CCB
decision updated to Approved.

IT Service Management Responsibilities

The ITSM Team is responsible for the maintenance of records to support configuration auditing of
the DPS IT System. This includes the dissemination of reports and metrics of the Change
Management System database (and in the future, the CMDB) when requested by IT management.
Without good information, the business can’t look back to know why we did a change. The CMDB
will be unreliable if the information is not kept current.

Document Revision
See CM-000 Document Revision
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Purpose

This document contains phrases that may be used in the change request review processing, completing
the test results documentation, and outlining the required documentation for test result verification as
needed. This list is not intended to be inclusive of all circumstances that may occur, but merely as a
good starting point. View them as templates and change as the circumstances require.

References
CM-019 CR Review Process

QA Supported DPS Applications

Typical phases for analyzing CRs
STANDARD CR words: This CR was analyzed (ITSM CMO0O0O) for scope, impact, and change magnitude
and deemed a Standard CR. This change will be processed via Standard CM procedures.

FYI CR words: This CR was analyzed (ITSM CMO0O0O) for scope, impact, and change magnitude and
deemed an FYI CR. CCB Blanket approval has been given (ITSM CMO000). The individual responsible
(whether CM/developer/vendor/systems/DBA/operations...) may start this change when ready. Please
comment the CR when the change is completed to notify CM to complete the processing.

{Note: If the FYI does not meet the FYI Criteria then the CR should be re-submitted in the SDE Change
Request System as either a Standard or Emergency CR with the appropriate comment.}

EMERGENCY CR words used after reviewing a submitted Emergency CR: This CR was analyzed (ITSM
CMO000) for scope, impact, and change magnitude and deemed an Emergency CR. This change will be
processed via emergency CM procedures (ITSM CM00O).

EMERGENCY CR words added after receiving the necessary email approval responses: CCB Emergency

approval has been given. The individual responsible (whether
CM/developer/vendor/systems/DBA/operations/...) may start this change when ready. Please comment
the CR when the change is completed to notify CM to complete the processing.

The Quality Assurance (QA) Team

The QA team is responsible for testing certain applications. If the Change Request is in reference
to promoting software application changes verify that the changes have been tested by the appropriate
QA person. Please see QA Supported DPS Applications Excel spreadsheet for the name of the QA person
responsible for testing the change. If the application is not listed please contact the QA Lead responsible
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for supporting the area. The QA Leads are located under the QA LEADs tab of the QA Supported DPS
Applications document. If you are still unsure, contact the QA manager prior to completing the change
request review. Contact the Documentation Librarian if changes are required on the QA Supported DPS
Application list.

Test Results

Test Results — This response is extremely important and may differ greatly depending on the
circumstances. (Note: Do not use the word “development” when referring to test results/evidence

for any auditable CR) Below are some possible scenarios and statements that may be used, but only if
they are true. This list is not intended to be inclusive of all circumstances that may occur, but merely as
a good starting point. View them as templates and change as the circumstances require.

When the answer is “Yes” — indicating that there are already staging results attached, there needs to
be:

e an attachment that is obvious (e.g., staging.doc test results)
e astatement indicating where to find the test results/evidence; examples might include (but not be
limited to)::

0 See attachment abc.txt for test results

0 See attachment in MISRxxxxx for test results

0 See test results in history from mm/dd/yyyy

0 See link to the Central Documentation site

When the answer is “No” or “NA” (or even if answered “Yes”, but the only test results will be from
production and will be added post-deployment) — indicating that it is impossible to perform staging
(pre-production deployment) tests we need the following:

0 Areally good reason/explanation
0 Some kind of post deployment results/evidence/explanation and
0 Some “good audit words”.

In these cases remember to double-check the CR before closing it to ensure the post-deployment
evidence/results have been attached and that the response to the testing question indicates where to
find these test results (i.e., post-deployment testing results are attached). Some acceptable statements
most applicable to Standard CRs would include (but not be limited to) the following examples — Please
adjust as necessary to “fit” the relevant situation:

e AD - Group Policy

Testing cannot be performed on this Active Directory Group Policy change because this is a “pure
production” change. If AD continues to perform as it did before after the change is applied, then that
qualifies as a successful test. This was discussed and agreed upon in CCB.
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e System:
Testing cannot be performed on this System change because this is a “pure production” change. If the

system/server comes up after the change is applied, then that qualifies as a successful test. This was
discussed and agreed upon in CCB.

Testing cannot be performed on this network device change because this is a “pure production” change.
If the network device comes up after the change is applied, then that qualifies as a successful test. This
was discussed and agreed upon in CCB.

e System:
Testing cannot be performed on this System change because this is a “pure production” change that is

done through an outside vendor. If the services comes up after the change is applied, then that qualifies
as a successful test. This was discussed and agreed upon in CCB.

e Removal of System:
Testing is not expected on powering down systems, networks, and applications. These are being

decommissioned and not expected to be used. This was discussed and agreed upon in CCB.

e System or database:
Testing can not be performed on this DB change because this is a “pure production” change. If the

database comes up after the change is applied, then that qualifies as a successful test. This was
discussed and agreed upon in CCB.

e System patch:
Pre-testing can not be performed on this System change because this is a system patch. If the

system/server comes up after the change is applied, then that qualifies as a successful test. This was
discussed and agreed upon in CCB.

e Routine system task (upgrade):
This is a routine system upgrade task and as such can not be pre-tested. No code changes are involved.

This will be installed first on development servers and then if successful will be applied to staging and/or
production servers. If the system/server comes up after the change is applied, then that qualifies as a
successful test. This was discussed and agreed upon in CCB.

e Routine system task (applying monthly MS patches):
This is a routine system task to apply monthly MS patches and as such can not be pre-tested. No code

changes are involved. This will be installed first on development servers and then if successful will be
applied to staging and/or production servers. If the system/server comes up after the change is applied,
then that qualifies as a successful test. This was discussed and agreed upon in CCB.

¢ Routine System task of imaging and deploying new servers:
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This is a routine system task to image and deploy new servers and as such can not be pre-tested. This is a
routine system task and no code changes are involved. If the servers come up and function as expected,
then this is considered an adequate test. This was discussed and agreed upon in CCB.

e New Application:
No pre-testing can be performed on the first time installation of an application on a server. Post

deployment test results/evidence will be added by the appropriate personnel upon production release of
this CR. This was discussed and agreed upon in CCB.

e Application:

No staging tests can be performed on this upgrade/change, since there is no staging environment for this
application. Post deployment test results/evidence will be added by the appropriate personnel upon
production release of this CR. This was discussed and agreed upon in CCB.

e Application:

No staging tests can be performed on this change, since we can’t reproduce the error in staging. Post
deployment test results/evidence will be added by the appropriate personnel upon production release of
this CR. This was discussed and agreed upon in CCB.

e Application:

No staging tests can be performed on this upgrade, since there is no staging environment for this
application No production applications will be affected by this upgrade until and unless they are
reconfigured to call and utilize this upgrade; this will require separate CRs to be submitted and tested
before approval would be given. Therefore, implementing this CR will have no impact on any currently
running application. This was discussed and agreed upon in CCB.

e Performance enhancement:
Pre-production tests can not be adequately performed on this performance enhancement CR, because in

the staging environment for this application there is no way to duplicate the load of a production system.
So long as no negative impact is seen in the staging or the production environments, the deployment is
considered to be successfully tested. This was discussed and agreed upon in CCB.

e Routine maintenance task:
This is a routine maintenance task; standard/written procedures will be followed. This was discussed and

agreed upon in CCB.

e Routine third party(vendor)software:
This is a routine third party (vendor) software task; standard/written procedures will be followed. This

was discussed and agreed upon in CCB.

¢ Routine DB task:
This is a routine DBA (database) task. No code changes are involved and pre-testing has been performed.

This change is being made utilizing standard DBA commands that are well documented. There is no way
to capture the results of said commands. This was discussed and agreed upon in CCB.

—~ Texas Department of Public Safety



CM-011_ITSM_Terminology_and_Test_Results_Guidelines

o Equipment:

Testing cannot be performed on equipment request/change because this is a “pure production”
request/change. Equipment are routinely added or swapped in this environment. If the equipment comes
up after the change is applied, then that qualifies as a successful test. This was noted and agreed upon in
CCB.

¢ Monitoring
This is a routine monitor setup task and as such can not be pre-tested. No code changes are involved. If

the system/shows up in monitoring tool after the change is applied, then that qualifies as a successful
test. This was discussed and agreed upon in CCB.

e Networking:
Testing can not be performed on this Networking request/change because this is a “pure production”

request/change. If the network comes up after the change is applied, then that qualifies as a successful
test. This was discussed and agreed upon in CCB.

e Networking (switches):
Testing can not be performed on this routine Networking request/change for switches because this is a

“pure production” request/change. Switches are routinely added or swapped in this environment. A
Design Review was held as indicated to ensure configuration was to standard. This was noted and
agreed upon in CCB.

e Networking (devices):
Testing cannot be performed on networking devices request/change because this is a “pure production”

request/change. Devices are routinely added or swapped in this environment. A Design Review was held
as indicated to ensure configuration was to standard. If the network comes up after the change is
applied, then that qualifies as a successful test. This was noted and agreed upon in CCB.

e Networking (firewalls):
Testing cannot be performed on this routine Networking request/change for firewalls because this is a

“pure production” request/change. Firewall configuration changes are routinely added or removed in this
environment. These are reviewed to ensure configuration was to standard. This was noted and agreed
upon in CCB.

o Test results can not be captured:
Testing was performed on this change request, but the results/evidence could not be captured. No

negative impact is involved. This was discussed and agreed upon in CCB.

e Security Scan
This Security Scan has been run numerous times by security and is being performed again per DPS

requirements. Output from the scan is attached by Security when the scan has been completed. This is
the standard procedure and has been discussed and agreed upon in CCB

e Routine SysAdmin task:
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This is a routine system task to add memory and rescan the disk only and as such can not be pre-tested.
This is a routine system task and no code changes are involved. This was discussed and agreed upon in
the Austin CCB.

¢ Routine SysAdmin task:
This is a routine system task to reclaim an obsolete server by removing old instances and applications

and re-imaging the server and as such can not be pre-tested. This is a routine system task and no code
changes are involved. This was discussed and agreed upon in the Austin CCB.

o Configuration change only:
No code changes are involved, as this is just a configuration change, and no pre-testing can be

performed since this is a "pure" production task. This was discussed and agreed upon during CCB.

e System task:
Pre-testing can not be performed on this System change because this is a “pure production” change. If

the system/server comes up after the change is applied, then that qualifies as a successful test. This type
of FYI CR has been previously discussed and agreed upon as routine and has no impact on the CCB
Blanket Approval process.

e Database task:
Pre-testing can not be performed on this DB change because this is a “pure production” change. If the DB

comes up after the change is applied, then that qualifies as a successful test. This type of FYI CR has been
previously discussed and agreed upon as routine and has no impact on the CCB Blanket Approval
process.

¢ Routine maintenance task:
This is a routine maintenance task; standard/written procedures will be followed. This type of FYI CR has

been previously discussed and agreed upon as routine and has no impact on the CCB Blanket Approval
process.

e Routine maintenance task of providing backup:
This is a routine systems task of ensuring adequate backup; standard/written procedures will be

followed. This was discussed and agreed upon in CCB. This type of FYI CR has been previously discussed
and agreed upon as routine and has no impact on the CCB Blanket Approval process.

¢ Routine DB task:
This is a routine DBA (database) task. No code changes are involved and no pre-testing can be

performed. This type of FYI CR has been previously discussed and agreed upon as routine and has no
impact on the CCB Blanket Approval process.

¢ Routine DB task — creating a new database:
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Pre-testing can not be performed on this CR because this is involves building a NEW database. If the new
database creation goes smoothly and can be accessed, then that qualifies as a successful test. This was
discussed and agreed upon in CCB.

e Routine DB task to temporarily add table space:
This is a routine DBA (database) task of temporarily adding table space. No code changes are involved

and no pre-testing can be performed. This type of FYI CR has been previously discussed and agreed upon
as routine and has no impact on the CCB Blanket Approval process.

e Routine SysAdmin task (adding users or updating accounts):
This is a routine SysAdmin task (setting up user accounts and/or granting admin rights to specified users

on specified servers only); standard/written procedures will be followed. This type of FYI CR has been
previously discussed and agreed upon as routine and has no impact on the CCB Blanket Approval
process.

¢ Routine SDE Admin task involving only a configuration change:
This is a routine SDE Admin task. No code changes are involved, as this is just a configuration change,

and no pre-testing can be performed since this is a "pure" production task. “Before” & “After”
screenshots will be attached by the SDE Admin after implementation. This type of FYI CR has been
previously discussed and agreed upon as routine and has no impact on the CCB Blanket Approval
process.

¢ Routine System task of adding disk space:
This is a routine system task to add disk space only and as such can not be pre-tested. This is a routine

system task and no code changes are involved. This type of FYI CR has been previously discussed and
agreed upon as routine and has no impact on the CCB Blanket Approval process.

¢ Routine System task of imaging and deploying new servers:
This is a routine system task to image and deploy new servers and as such can not be pre-tested. This is a

routine system task and no code changes are involved. If the servers come up and function as expected,
then this is considered an adequate test. This type of FYI CR has been previously discussed and agreed
upon as routine and has no impact on the CCB Blanket Approval process.

¢ Routine System task of adding new queues:
This is a routine system task to add new queues and as such can not be pre-tested. This is a routine

system task and no code changes are involved. If the queues function as expected, then this is considered
an adequate test. This type of FYI CR has been previously discussed and agreed upon as routine and has
no impact on the CCB Blanket Approval process.

e Routine System task of re-imaging/cloning dev/staging servers:
This is a routine system task to clone dev/staging servers and as such can not be pre-tested. These

servers are not for production, just for development and staging. This is a routine system task and no
code changes are involved. If the servers come up and function as expected, then this is considered an
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adequate test. This type of FYI CR has been previously discussed and agreed upon as routine and has no
impact on the CCB Blanket Approval process.

¢ Routine System Root Password change:
This is the routine system task of changing the root password, and can not be pre-tested. This happens at

least quarterly in compliance with AMD security regulations and no code changes are involved. This type
of FYI CR has been previously discussed and agreed upon as routine and has no impact on the CCB
Blanket Approval process.

¢ Routine System Admin Password change:
This is the routine system task of changing the Admin password, and can not be pre-tested. This happens

at least quarterly in compliance with AMD security regulations and no code changes are involved. This
type of FYI CR has been previously discussed and agreed upon as routine and has no impact on the CCB
Blanket Approval process.

¢ Routine CM task:
This is a routine CM task to allow the reconciliation report to run in the necessary environments. This

type of FYI CR has been previously discussed and agreed upon as routine and has no impact on the CCB
Blanket Approval process.

¢ Routine CM task:
This task is to simply add a new code control repository, and as such can not be pre-tested. This is a

routine CM task and no code changes are involved. . This type of FYI CR has been previously discussed
and agreed upon as routine and has no impact on the CCB Blanket Approval process.

¢ Routine CM task:
This task is to simply add code to an existing SVN repository, and as such can not be pre-tested. This is a

routine CM task and no code changes are involved. . This type of FYI CR has been previously discussed
and agreed upon as routine and has no impact on the CCB Blanket Approval process.

e Telephony Change:
Testing cannot be performed on this routine Telephony request/change for phones because this is a

“pure production” request/change. Phone additions/changes | are routinely added or removed in this
environment. If the phone comes up after they are installed, then this is considered a valid test. These
are reviewed to ensure configuration was to standard. This was noted and agreed upon in CCB.

¢ Active Directory:
Testing cannot be performed on this Active Directory Group Policy changes because this is a “pure

production” change. If AD continues to perform as it did before after the change is applied, then that
qualifies as a successful test.

e Deactivating Server, network device:
Testing is not expected on powering down systems, networks, and applications. These are being

decommissioned and not expected to be used. This was discussed and agreed upon in CCB.

—~ Texas Department of Public Safety



CM-011_ITSM_Terminology_and_Test_Results_Guidelines

& Texas Department of Public Safety




CM-011_ITSM_Terminology_and_Test_Results_Guidelines

Document Revision History

Change 0
Version 1.0.0, January 13. 2011
Initial Document Release; Author: Paul Urban

Change 1
Version 1.0.1, June 23, 2011
Update Active Directory Group Policy Object and Firewall changes; Author: Paul Urban

Change 2
Version 1.0.2, June 23, 2011
Added equipment updates ; Author: Paul Urban

Change 3
Version 1.0.3, September 8, 2011
Added Out-Of-Cycle approval ; Author: Paul Urban

Change 4
Version 1.0.4, September 8, 2011
Updated systems and AD words ; Author: Paul Urban

Change 5

Version 1.0.5, October 19, 2011
Added Deactivation Words ; Author: Paul Urban

Change 6
Version 1.0.6, October 31, 2011
Removed Emergency from Out-of-Cycle CRs.; Author: Paul Urban

Change 7
Version 1.0.7, December 27, 2011
Renamed ITSM CCC-011; Author: Paul Urban

Change 8
Version 1.0.8, January 25, 2012
Added Telephony quote; Author: Paul Urban

Change 9
Version 1.0.9, August 6, 2012
Correct Security Scan; Author: Paul Urban

&Y Texas Department of Public Safety




CM-011_ITSM_Terminology_and_Test_Results_Guidelines

Change 10

Version 1.0.10, April 6, 2015

Removed references to outdated documentation, “out-of-cycle” standard CR information, and updated
format to reflect current standards; Author: Susie Miller

Change 11
Version 2.0.0, April 11, 2016
Added QA team information and a link to the supporting doucmentation; Author: Susie Miller

~ Texas Department of Public Safety




CR Review Process

Information Technology Service Management

Document Version Date:
06 April 2017



CM-019_CR_Review_Process

TABLE OF CONTENTS

VT o To TP P PPPPPPPPPPPPPRY 4
RETEIEINCES ...ttt ettt ettt e b e s bt s et e st e s bt e bt e bt e e bt e saeeeae e e ae e et e e b e e nbeeshnesanesanenane 4
General CCB INTOMMATION .....iiiiieeiee ettt sttt e st e e sab e s b e e sab e e sbe e e snseesareesneeesareeennes 4
CR REVIEW PrOCEAUIE ... ..eiiiiieetie ettt ettt ettt et e st e e ie e e s bt e s be e e sabeesabeeesnteesabeeessseesabeesaneeesareeannes 5
L6 Y o 1= 5
Y 13T E T4 o FO TSP P PR UP O UP RPN 5
MINTENANCE ..ceiiiiiiii ettt a e s e e s s a e e s s e e e s s e e e s s e e e s s aras 6
g T=T =L o ox Y PP PPPPPPPPPPIRS 7

L P PP PP PP PP PPPPPPPPPPPPPPPPPRPPPRS 7
ATIOWE ..ttt ettt ettt e st e st e e saee e s bt e e bt e e s ab e e s bee e e abe e e be e e abee e be e e eabeesareeeneeesareeeanes 7

INOT AITOWET ...ttt ettt e s e s bt e e st e e s bt e s abe e s bt e e sabeesabeesnbeesabeesabeeesaseesneeesaneanns 8
Change ReqUEST RiSK ASSESSIMENT......ccciiiiie ettt e e et e e e e rttee e e ette e e e eateeesenteeesesteeeesseeeeennsens 10
VISTOITIEY ettt sttt ettt e s bt e she e sat e st e s bt e b e e bt e s he e eat e e e e e beenreen 10
U LY U= 1 0] o - ot SRRt 10
(0%eT0 0] 0 10T a1 o= 14 o] o PSRRI OTSPPPRI 10

T aT o] 1=Ta =T o - 14T o PSPPSR 10
VAlIHATION 1.ttt ettt e s e sttt e s bt e e a e e e s b e e e be e e sabee s bt e e abeesabae e nteenabeeeas 11
ROIBDACK ..ttt sttt et e b e b e s bt e s at e e a et et e e bt e b e e sbeesate st e e b e e be e neenaeeeaeas 11
Impact to Mission Critical OPErations .......cc.eeiiiiiiiie i e e cee e s erree e e e are e e e eatee e s enreeeeennes 11
Change REVIEW PrOCESS: ..uviiiiiiiiei ittt cettee ettt e e e et e e e st e e e s eate e e e ssabaeeesstaeeeesteeessstaeesasseeeesnsreeesnnsees 12
D1 11 N -  « O O O T OO OO PO OO P PP UUPTOTPPRRPPRPTON 13
(O T o Tl D1 - | PSPPSR 15
o [={ W e o T ot f @ g = o T TSRS 18
VYo [0 Ta oW T o] o ¥ Vot f 6 g < o = USRS 19
oYY [ g o = ot fl 01 1 =Y o - TPt 20
QUESTIONNAITE TAD.. ettt et e s e e be e e st e e sbe e e sab e e sabeeemeeesabeeebeeesnreesneeesareanas 22
F oY o YAV L= A Tk =] OO 30
Y 1] 0 g TR =T o o T o LT P RSP OTPST 31
REIEASE INTO TAD ..ottt ettt sttt e b e bt e sbe e sae e sanesare e b e e beenneesnees 33
ATEACHMENT (0) TAD et e e e e e e e e e e eetbbereeeeeesessbbaeseeeeeeenssstsaeseeesennnnses 34




CM-019_CR_Review_Process

Yot 1Y Y o VI oYV (0 I I FO SRRt 34
Service, Risk Level, and Change Schedule Tabs .........ooo i 34
(613917 FoT a1} o] o [ o V- S 35
Updating the Change Control DECISION......c..iiiiiiiiie ittt etee e e e s sire e e e s ree e e e sbee e e s sneeeeesnnes 35
Changes tO APPIrOVEI CRS..ciiiuiiiiiiiiieee ettt ettt ettt e e e st e e s s eate e e e s eate e e e sateeesssteeessasteeessseeeeessseeesnnsees 35
o1 2 [ a1 o] 1= 0 =T o1 = [ o ISR 36
(@12 o] 1o 1YY U o TR 36
(O O I=T=To [T oY= o X = Tl [ 1Y Yo R 36

~ Texas Department of Public Safety




CM-019_CR_Review_Process

Pu rpose

The purpose of this document is to describe the Change Request (CR) Review and Approval process from
the Information Technology Service Management (ITSM) Change Management (CM) team perspective.
This document is a useful tool for anyone initiating, approving, or implementing a CR as it will give an
insight to both the Change Control Board (CCB) process and data elements required to comply with the
Texas Department of Public Safety (TxDPS) Change Management policy and standards. All CRs
implemented at TXxDPS require CCB approval prior to implementation. The CR Review process is used to
help identify areas within the CR which require additional information or clarification. This process
helps ensure the CCB members have the correct information when making decisions on the request. It
is Change Management’s responsibility to review all CRs and follow up with the affected parties of the
CR to help them meet these standards. This should happen before CCB to facilitate the CCB review
process. CRs not meeting the requirements are subject to rejection/disapproval.

References
General Manual 26.30.0 (sections 3-12)

CM-000 Change Management Policies and Procedures

CM-011 ITSM Terminology and Test Results Guidelines

CM 32 CR Emergency Approval

CM-040 ITSM Changing Approved CRs

CM-014 ITSM Change Request Artifacts Checklist

General CCB Information

The Change Control Board is comprised of IT, Division representatives, and ITSM. The CCB meets
regularly for a final review of all change requests.

The CCB can make one of four decisions on all types of CRs. These are reflected in the Change Control
Board Decision field on the Detail tab of the CR.

e Approved — The CCB approves the CR in its current form, authorizing the change to occur.

e To Be Determined (TBD) — The CCB grants conditional approval, with the expectation that the
CR’s information identified as inadequate is provided prior to the planned start of the change.
The individuals responsible for these CRs must contact the Change Management team before
moving forward so the CR can be reviewed and the CCB decision updated to Approved.

e CCB Hold — The CCB does not consider or render a decision on the CR; it can be resubmitted at a
subsequent CCB. A hold typically occurs because no one attends to present the change.
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e Denied — The CCB or Emergency CCB denies the CR. It must be returned to Draft status and
resubmitted at a later date, or it must be cancelled. Though extremely rare, this decision may
result if members of the CCB have objections to the change that cannot be resolved, either
during the meeting or in offline discussions.

To be presented at the CCB meeting, all Standard and Maintenance CRs with scheduled start times
between Wednesday (day of CCB) at 9 am through the following Wednesday at 10 am, must be
complete and submitted in Ready to Review status no later than 2:30PM the day prior to CCB. This
allows the CM team time to perform an initial review prior to distributing the agenda to CCB members.

Note: The deadline will change as needed due to holidays, closures, rescheduled meetings, etc.

For information on the CR approval process read CM 32 CR Emergency Approval located in the ITSM

SharePoint document library.

CR Review Procedure

Change requests (CRs) may be submitted as one of four types: Standard, Maintenance, Emergency, or
FYI. All CRs, regardless of type, must be completed per the CM 000 Change Management Policy and
Procedures. Also read CM-014 ITSM Change Request Artifacts Checklist for a high level checklist of
potentially required change request information.

The primary differences between CR types are impacts and the approval process procedures. As part of
the review, the CM team may determine that a change request qualifies as another type and will work
with the initiator accordingly to ensure that the CR is processed correctly. The different types are
described in the CR Types section of this document. All CM team members should be familiar with the
types in order to conduct proper CR reviews.

All CRs should be verified for compliance as soon as they are submitted as “Ready to Review”. The
change management system will send an email to IT_Change_Management Mailbox when a new CR is
submitted and when its status is changed to “Ready to Review”. Therefore the CM Team member
monitoring the Change Management Mailbox is primarily responsible to acknowledge the submission of
a CR and process it or assign it to another member of the Change Management Group for processing. All
steps for validating a Change Request for compliance are described in this document.

This document will focus on the Standard, Maintenance, and FYI types. For information on Emergency
CR approval procedures read CM 32 CR Emergency Approval documentation.

CR Types
Standard

All standard CR changes must be presented to and approved by the Change Control Board (CCB)
at the weekly meeting prior to implementation. This meeting is used to communicate to all IT
divisions of the changes that are being made and give an opportunity to discuss any changes

' Texas Department of Public Safety
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that may impact your division. The goal should always be to submit a change as a Standard CR
and take it to CCB for approval.

Maintenance

Maintenance change requests are for routine maintenance that occurs in a customer approved,
regularly scheduled timeframe. Maintenance CRs follow the CR processing rules. However, even
though Maintenance CRs are announced during the CCB meeting, unless someone has a specific
guestion about them, they do not require representation and discussion and will be approved.

Before a change can be submitted as a Maintenance CR, it must first be presented as a Standard
CR to the CCB. The implementer/team must have already demonstrated that well-documented
processes are available and are being followed via previous changes. The individual presenting
the change can request that it be considered maintenance. Once approved by the CCB, the
change can be submitted as a Maintenance CR in the future. CRs approved to be Maintenance
include the following:

e FAST DISPO TLE Servers: Microsoft updates/restart (e.g., 9949) — CCB approved
04/20/2011

e Weekly NEC AFIS server maintenance (e.g., 9950) — CCB approved 04/20/2011
e AFIS CBM basic weekly maintenance (e.g., 9910) — CCB approved 04/20/2011

e AFIS quarterly cold backup and weekly server maintenance (e.g., 9908) — CCB approved
04/20/2011

e Apply [Month Year] Security Updates to SCCM servers (e.g., 9930) — CCB approved May
2011

e Windows Server Critical & Security Updates - Ongoing Maintenance (e.g., 9884) — CCB
approved April 2012

e Windows Updates for Blackberry Servers (e.g., 9525) — CCB approved 04/24/2013

e Update Windows 7 x32 and x64 Workstation images with current patches (e.g., 10117) —
CCB approved 10/16/2013

e  MorphoTrust-Apply MS and sQL patches to IVS Servers (e.g. 2964) — CCB approved
6/10/2015

Note: If habitual issues arise from a Maintenance CR, it may be removed from the approved list
and must be submitted as a Standard CR until stability is demonstrated.
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Em

FYI

ergency

Reference the following documentation for the Emergency process: CM-000 Change
Management Policies and Procedures and CM-032 CR Emergency Approval.

Note: While rare, when situations warrant it, during the course of an emergency call bridge
hosted by the OIC, it is determined that a change is needed to resolve a major issue or outage
and it must be done immediately, the attendees of the emergency bridge will become the
Emergency CCB. The OIC sends out notification via e-mail with the word “(bridge)” in the
subject line and contains the OIC bridge phone number in the body of the e-mail to be used to
coordinate the emergency. The CM representative will ask if there are any objections to
performing the change. If there are no objections, the CM representative will declare that
change approved and will need to obtain a roll of all individuals on the call (this can usually be
obtained from the OIC)—these names will represent the Emergency CCB for that change. The
implementer must still complete an Emergency CR after the call concludes, however once CM
reviews it and ensures it is complete, it will not have to be sent out for approval. The CR can be
marked Approved and the list of individuals who represented the Emergency CCB should be
attached to the CR. This is the only situation in which approval for an Emergency CR from the
Emergency CCB distribution list is not required. This will NOT be an unauthorized change.

FYI change requests are primarily informational. FYl CRs are in place to allow IT and the business
to perform changes that will have no, or very minimal, impact to production systems and the
agency. The Change Management team reviews and approves FYl CRs. Approval notifications
are sent to the Initiator, Assignee, and OIC, with a carbon copy to Change Management and OIC
Supervisors.

FYI CRs cannot result in an outage, downtime, or adversely impact the agency. Whether or not a
change can be submitted as an FYI ultimately depends on the extent of the change and its
possible impact. Examples of changes that may and may not be submitted as FYI CRs are
included below.

Allowed
The following list identifies examples of changes that could be submitted as FYI CRs,
provided there is no or very low risk associated with them.

e Changes with no or minimal impact.
0 Adding disk space to a server with no service interruption.
0 Minor firewall configurations (e.g., CR 9923).

0 Adding/migrating SVN repositories (e.g., 9308).

# Texas Department of Public Safety
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0 Active Directory changes that do not cause an interruption of service (e.g.,
9659).

0 Low- or no-risk configurations (e.g., CR 9890).

0 Equipment moves with no associated downtime (e.g., CR 9719).

0 Microsoft Exchange rules (e.g., CR 9918).

0 Remove domain controller role (e.g., 9735).

0 Create, remove, or update HEAT quick tickets (e.g., 10045).
Minimal or non-intrusive database changes.

0 Extend table space.

0 Creating indexes (e.g., 9751).

0 Add avalue to a table (e.g., 8894).
Minimal or non-intrusive application changes.

O Revise JCLto run a report (e.g., 9889).

0 Revise email addresses embedded in JCL (e.g., 9620).
Equipment decommissions (e.g., CR 9924).

Post new or updated reports (e.g., Crystal Reports, HEAT).
Note: These are only allowable if there are no associated database modifications.

Changes to non-production systems (e.g., updates made to a development
environment).

Not Allowed
Certain changes, regardless of impact or possible downtime, cannot be submitted as FYI

CRs. These include but are not limited to the following:

Production database structural or schema revisions (e.g., 9696).

Requiring Alchemist promotion (e.g., 9874).

Requiring Turnover promotion (e.g., 9844).

Application code (e.g., 9920).

MPLS conversions (e.g., 9708).

Adding/swapping devices on the network (e.g., routers, servers, switches, phones).
Server software/OS upgrades (e.g., 9929).

Software patches (e.g., 9685).

F5 configurations (e.g., 9916).
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e HEAT Ul or functionality (e.g., 9902).

e Adding or removing vCPUs on virtual servers (e.g., 9917).
e Agency-wide Microsoft workstation updates (e.g., 9932).
e Agency-wide Sophos updates (e.g., 9561).

e Power-related Facilities work in a data center (e.g., 9729).

e CRs already approved to be Maintenance CRs.

Note: Exceptions may be granted on a case-by-case basis.
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Change Request Risk Assessment

Risk assessment is the process of evaluating the potential impact of a proposed change request (CR).
It illuminates the risk that the change poses to DPS IT systems and their components. Evaluating the
following risk indicators will help determine the impact level of a CR.

Note: CR initiators and their managers are responsible for the initial risk assessment; however,
review by the ITSM team may result in a revision to the impact level.

Visibility

Who will or may be affected by the actions required to accomplish the change and/or by the
end result of the change? Visibility gauges the potential for a CR to produce results that are so
unsatisfactory that they are visible to external and/or internal users, and to executive
management. Affected areas include any DPS business area, IT, Law Enforcement, the public,
and any external agencies or organizations that rely on systems maintained and/or controlled by
DPS.

Business Impact

What is the potential for the CR to interrupt computer production system availability or degrade
response time beyond acceptable limits? Business impact gauges the potential for a CR to impair
the agency's ability to accomplish day-to-day operations, where such impairment could
jeopardize client deliverables and service.

Note: When considering the business impact, keep in mind the stability and reliability of the
affected system(s) as well as if those systems have a history of change-related complications.

Communication

What communication, outside submission of the CR itself, is required as part of the change —
preparatory, during, coordination with users or other departments (business or IT), approvals,
post implementation, etc.? The more communication required and individuals or areas involved,
the higher the potential impact to the agency.

Implementation

How complicated is the implementation? What is the expected degree of difficulty? Is there a
known or previously successful implementation process? Thoroughly reviewing the
implementation plan not only identifies possible holes in the steps but also allows one to gauge
the difficulty, required time, and complexity of the change’s coordination. An increase in any of
these areas could result in a higher risk to the agency.

Note: Complexity and difficulty are not necessarily the same thing.
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Validation

How complicated is the validation plan? Are a lot of individuals necessary in order to perform
the validation? In addition to assisting the initiator with determining the scope of the change,
the validation plan can also indicate the extent of time that a system may be down due to the
length and/or complexity of the tasks required to validate that the change was successful.

Rollback

How complicated and difficult is the rollback plan? This gauges those characteristics of a
proposed change that, in the event of a production system failure, reflect the degree of
complexity of the rollback plan, the amount of time required for recovery, and the potential for
success or failure of the rollback plan. Lack of a successfully proven rollback plan could also pose

a higher risk to the agency.

Impact to Mission Critical Operations

This risk indicator gauges the potential for a change to disrupt any aspect of DPS’s production
environment and routine operation schedules and procedures.

~ Texas Department of Public Safety



CM-019_CR_Review_Process

Change Review Process:

The Change Management System currently in use (HEAT) consists of 11 tabs of which 7 are currently
used. Depending on your Role in HEAT, you may or may not have access to all of the tabs. In addition,

certain tabs may be hidden. In order to see all available tabs, click on the green plus (+) sign located on
the right side of the form on the same level as the tabs. You may need to scroll to the right or maximize
the window to see it. Information is gathered within each tab outlining the details, areas impacted,
implementation, rollback, validation plans and release information. Each tab has required fields on the
form which are indicated by an asterisk (*). Tabs with the “(0)” indicates the number of files that are
stored within the tab. For example: Attachment (2) lets you know that 2 file attachments exist. Each tab
will be discussed in detail the following section.

HEAT Change Request Form Tabs
e Details
e Questionnaire
e App/Metrics
e Affected Groups (Not Reviewed by CM)
e Release Info
e C(Closing Notes
e Task (0) (Not Reviewed by CM)
e Attachment (0)
e  Activity History (0)
e Service (0) (Not Reviewed by CM)
e Risk Level (Not Used)
e Change Schedule (Not Used)

o . .
gc = " " " A, Lorfyurn A sl
"-‘:_-;- 4+ ® Home Inciden SenviceRequest FProbiem  Change Release - Knowledge  Repot A ot e o
¢ 3 Change : CRs Awailing Approval o meh oo R — . h a
*lmvew Eneminegss Fdne ] 4 Actones = Pl Charge
‘wCRange: 2104 {Draf) e
Surmeury Priceity Chungs Conwad Boart Deciian
it Q Aansget a
Emad o e o
Frrm Fhaew: §
T e g Q i S bl a
[ Ena
Faveen. et
mple iT dppreen homple Brerwan dppriven
Imsarenteria| Fintns Chiny
Changs Cutsdl Cumamzaon
L ] i
Tren
Debirigtion Sarvica
Saimcation w
3 »
1 € 2 Pty ot 1 4 e

Texas Department of Public Safety



CM-019_CR_Review_Process

Details Tab

The upper section contains general information about the CR and the CCB approval status. The lower
section is for the CR details.

o
{'} + ® Home - Incident  Service Request Problem = Change - Releass - Knowledge - Repon

# » Change : CRs Awailing Approval  sesch secons i« Cits Ao Approvs > & | Sesh Q Advanced

4 Lstviwe  EMowinangs =k S 4 AcionMena = [=PTRE Changs

wChange: 2190 (Drafty

Bumsmary: Friony 3 Change Cantrol Board Decisizn

nnnnn

Initiator (" Required):

Initiator is the requester of the Change. The initiator could be a business area representative. Assignee
should take responsibility for a completed CR.

Implementer(s) (' Required):

This is the person/group responsible for implementing the Change. Each name should be separated by a

“an

comma “,”.
IT Manager Approval(s) (' Required):

IT Manager Approval is a required field. The IT managers of the affected areas, and the managers of the
implementers (if other than the affected areas) must approve the CR. Approvals for each manager must
be attached to the CR.

NOTE: The IT and Business Approver cannot be the same person. In the event there is no Business
Owner, the IT Team Lead or higher can be the Business Approver. In this case, the IT Approver must be
that individual’s supervisor or above.

Multiple IT Approvers (*Optionally Required):

If the CR change requires more than one implementer the box should be checked and the additional IT
Manager(s) should be listed. This field becomes required as soon as the box is checked. Approval
emails must be attached for every additional approver listed on the CR.

Note: All Change Requests require both an IT and Business Approver.
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Assignee:

The assignee is the person responsible for ensuring the changes are implemented as described in the CR.

Business Owner Approval (' Required):

To ensure visibility and ensure communication and coordination has taken place regarding the CR we
require a Business Owner approval. The Business Owner of the affected areas and the managers of the
implementers (if other than the affected areas) must approve the CR. Approval must be attached the

the change request.

Multiple Business Approvers (*Optionally Required):

In the case of having multiple business areas affected, make sure the box is checked and the additional
Business Manager(s) are be listed. FYI - This field becomes required as soon as the box is checked.
Approvals for every additional approver must be attached to the change request.

Note: All Change Requests require both an IT and Business Approver. The IT and Business Approver
cannot be the same person. In the event there is no Business Owner, the IT Team Lead or higher can be
the Business Approver. In this case, the IT Approver must be that individual’s supervisor or above.

Related CR(s):

Check this field for any related CR(s). Review the CR for any pertinent information related to the current
CR.

Change Control Board Decision:

The Change Control Board Decision (CCBD) Field represents the current CCB approval decision and
which can only be changed by CM team members. The CM team members can update this field to the
appropriate decision during the CR review process. A status of “Ready for Review” will trigger an update
to change the Change Control Board Decision to “Awaiting Approval”.

The CM team reviewing the CR can make one of five decisions prior to CCB review.

e Awaiting Approval (Used for Standard and Maintenance CR types) —The CR has been
submitted and is ready for CM review.
Note: If a CR is returned to Draft status, the decision is removed.

e CM Reviewed (unauthorized CRs only) — The Change Management team has verified
that all necessary information has been included in the unauthorized CR. This decision
is used if an unauthorized change in production has occurred.
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e In CM Review Pending Update (Used for Standard and Maintenance CR types) — The
Change Management team has determined that the CR is missing information and/or
needs clarification.

e CCB Ready (Used for Standard and Maintenance CR types) — The CR has been reviewed
and is ready to be presented to the CCB.

e Awaiting Emergency Approval (Used for Emergency CR types) — The voting email has
been sent to the Emergency CCB distribution list, and approvals are pending. See CM-
032 CR Emergency Approval.

Change Detail

Change Detail
Summary Status  Ready To Review

Type Standard

ReminderTime 20272015 4:00 AM -]
Description Bervice Commercial Power
Classlfication  Incident / Problem
Affected Environment  Production
CCB Review Date:  2/27/2015 12:00 AM (1]
Scheduled Start Date  2/27/2015 12.00 AM Scheduled End Date” 5555015 12.00 AM Urgency: Medium = 3
Priority
Actual Start Date f5 Actual End Date ® Impact:  Medium ¥
Release Q »
Created by: 117563 On: 227015 1138 AM
Modified by: InternalServices On: 22712015 1141 AM
Reviewed By On:
Requested By Fakhreddine, Youssel Requested Date Time 2/27/2015 1139 Al
Change Manager Approved By Change Manager Approved On

Summary ('Required):

Make sure that the CR has a brief and meaningful Change Summary which reflects the main aspects of
the change. It is helpful to include the System/Area/Application which is going to change as well as the
reasons for the change. A change title should provide good information what was done if you look at it
at any later time.

Description (' Required):

The CR description should describe, in detail, reason/purpose for the CR. The supporting
documentation should be placed in the Questionnaire, App/Metrics, and Release Info tabs within the
CR.

Read the description very carefully. This information can help you identify potential missing data fields
within other tabs of the CR.
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Scheduled Start Date and End Date ( Required): Make sure the scheduled times are correct and fall in
the CCB review timeframe. If a change spans over several days, a day to day activity plan has to be
attached. Include the schedule (CRs spanning multiple days).

NOTE: When reviewing the scheduled start time, any CR that has a start time of 7:00 (am/pm) needs to
be rescheduled for 15 minutes before or after. This will allow for OIC shift changes.

Any change request that has TWS agent impact cannot start at 2:00 pm. This includes the following:

DPSFILEMOVER
HDQPRDBDMTWS001
HDQPRDEDMTWS00_1
HDQPRDDLSAPPOOG
HDQPRDDLSAPPOOT7
HDQPRDDLSAPPOD_1
HDQPRDDLSAPPOO_2
HODQPRODDLSFTPOO1
HDQPRDDLSFTPOO_1
HDQPRDFTATWS001
HODQPRDFTATWS002
HDQPRDFTATWS00_1
HDQPRDFTATWS00_2
HDQPRDITSFTPOO3
HODQPRDITSFTROO_1
HDQPRDITSTWS001
HDQPRDMDMTWS001
HDQPRDMDMTWS00_1
HOQPRDMDMTWS_DWB
HQDLFTPS001

Actual Start Date and End Date: The actual start and end dates should be blank. If these dates are filled
contact the initiator to find out why.

Status:

All new CRs have the default status “DRAFT”. Change Management does not process any DRAFT
changes.

FYl and Maintenance CRs -- Status should be set to Ready for Review .

Standard CR -- Change the status to Planned. All planned standard CRs will be reported on in the DPS —
Planned Change Report and sent every Friday at 2:00pm. Recipients of the report will review the items
on the agenda and schedule meetings as needed. The due date for a completed CR is Tuesday by
2:30PM. If a concern is raised the status should be changed back to Draft. If the planned change is
moving forward the status should be changed to Ready for Review.

Change Management will review the CR prior to adding it to the Change Control Board (CCB) agenda to
ensure it is complete and Ready for Review by the CCB members.
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When a CR is ready for to be reviewed by the Change Management Group, the requester needs to put
the change into status Ready for Review.

Available status:

e Draft —new CR pending completion

e Planned — new CRs that are planned for implementation pending QA/Technical review

e Cancelled — a CR which is no longer needed

e In Progress — The changes are being implemented

e On Hold —The CR has been placed on hold by the initiator, assignee, and/or implementer. This is
usually due to unexpected issues encountered prior to actual implementation. It can be used
prior to or after CCB approval provided no work has begun. However, CRs on which work has
already been performed cannot be placed on hold. If the causes for the hold result in
rescheduling, the Change Management team must be contacted first.
Changes that span multiply days (aka rolling CRs), need to be placed on hold. The CR
implementer, assignee or requestor is responsible for contacting the OIC to pause the change.
The process will set the CR status to hold.

e Ready for Review — Ready for ITSM team member review

The ITSM Team members review only the CRs with a current status of “Ready for Review”. A special
saved search called “CRs Awaiting Approval” is available for quick access to the list of CRs ready to be
reviewed.

Type ('Required):

Change requests (CRs) may be submitted as one of four types: Standard, Maintenance, FYl or
Emergency. All CRs, regardless of type, must be thorough, complete, and follow the Change
Management process.

ITSM Reviewer is responsible for verifying that the type selected meets the correct categorization of the

change.
e Standard
¢ Maintenance
e Emergency
o FYI

Service (* Required): Verify that the Service meets the correct categorization of the change.

Classification (* Required): Null, (None), Enhancement, Incident/Problem, Release, Scheduled
Maintenance, Unscheduled Maintenance. The selected classification should relate to the change being
made. If the change is regular monthly maintenance then “maintenance” would be the appropriate
selection.
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Affected Environment (* Required): Ensure right environment is selected. This should be as specific as

possible. E.g. not all changes will affect whole DPS. Choices are: Production, Test, Development, Pilot,

QA.

CCB Review Date (" Required): The date the CR will be presented to the CCB.

Urgency and Impact = Priority:

A change request’s Priority is calculated using Urgency (High, Medium, Low) and Impact (High, Medium,

Low) responses. These should be selected based on the degree of risk associated with the CR. Use the

following matrix as an aid to determine the most appropriate impact. For example, a minor HTML

update to DPSNET that requires an outage would be high impact. However, if the same update did not

require an outage, it would be medium impact.

Use the following matrix as an aid to determine/verify the most appropriate Urgency and Impact are

selected. Make sure to review this. Be alert if Low is selected. Note: ITSM reviewer may make revisions

to these fields. The Priority is calculated from a combination of these fields.

Level Visibility Business Impact C Validation Rollback Training Impact to Mission
Required Critical Applications

High Agency-wide; Agency-wide Agency-wide; multiple Multiple business areas, Difficult/complex/ Difficult/complex Extensive Major

external DPS departments/ business systems affected; multiple lengthy /lengthy

customers areas teams required for release
Medium Multiple Tier 1 applications Multiple areas Two or fewer business areas, Moderate difficulty/ Moderate Minimal Moderate

business and/or supporting systems affected; two or complexity/length difficulty/

and/or IT areas systems fewer teams required for complexity/length

release

Low Single business Non-tier 1 One area or none One business area, system Basic/easy/short Basic/easy/short None Minor

and/or IT area applications and/or required affected; one team required

supporting systems for release

High Impact Criteria

High impact changes pose a significant level of risk for potentially affecting multiple user groups
and/or systems. They are usually highly visible, higher priorities to the agency, and/or require
greater attention when they are rolled out to production. Changes that are considered high
impact include those with any of the following characteristics:

e Affect multiple existing tier 1 systems, including implementing new systems (e.g., CR
10053: Sophos Updates).

e Scheduled to occur during standard business hours (Monday-Friday, 8 am-6 pm
Central) or during critical processing periods as determined by the business (e.g., CR
10271: Satellite System Outage).

e Could affect more than one department, IT area, set of customers, or possibly all
users (e.g., CR 10119: Upgrade au_ims_s004_tmp.tle.dps (DPSNET) to Windows
2003R2).
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Highly visible to external and/or internal users and executive management (e.g., CR
9785: Annual update of F5 Certificates).

Include complicated and/or lengthy installation times (e.g., CR 9747: Migrate
Exchange databases).

Include complex and lengthy, difficult, or impossible rollback plans (e.g., CR 9904:
Quarterly Mainframe Initial Program Load (IPL)).

Require training to use the function or system that is being implemented (e.g., CR
10366: FPS Pilot Implementation)

Medium Impact Criteria

Medium impact changes pose a moderate or standard, but manageable risk for potentially

affecting multiple user groups and/or systems. Changes that are considered medium impact

would include

Revisions to existing functions of a hardware or software component (e.g., CR
10115: LRS Contact Center Phone Routing Update).

Most modifications to a system that do not affect critical Tier 1 applications or
associated hardware (e.g., CR 10131: Apply Existing Group Policy to DPS Computers)

Modifications to a production batch system that does not have critical production
deadlines (e.g., CR 10174: Modify Batch Request JCL)

Maintenance to minor systems software (patches) (e.g., CR 10254: Windows
Updates for Blackberry Servers).

Those that are visible to multiple customers (e.g., CR 10231: SDE - Add error
checking to the IT3 process).

Those that might disrupt service to a specific set of customers (e.g., CR 10209: Los
Tomates OASIS to Mobile Cad EM conversion).

Those where rollback is somewhat difficult and lengthy but with a high probability
of success (e.g., CR 10243: Deploy DLS 2.13.11b5).

Those that are controlled by a third-party vendor (e.g., CR 10242: TLETS Spill Queue-
CPI).
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Low Impact Criteria

Low impact changes pose a minimal risk for potentially affecting multiple user groups and/or

systems. These include changes with limited visibility or impact on day-to-day system operations

and maintenance. Examples of low impact CRs include the following:

9960: DBPHRRDT job update

10132: HQIMSS050-Stop DNS Server Service

10198: Change output from TCIC and CCH monthly and weekly metrics reports to PDF
10244: Move 1 DPSDirect Report to Production

10260: Decommission Tipping Point "4" R23R1 DC-A

10304: Throttle Replication Between Virtual Tape Library (TL1) and Virtual Tape Library
(VTL2 V2)

10309: Decommission HQIMSS050

10320: DLS access for new Lubbock Regional office
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Release: This field is not currently used.

At the bottom of the form you can see the ACID for the initiator and date the CR was created, who
modified it last and date and time, the ITSM CM team member who reviewed the CR for completeness
and the date and time this was saved, the name of the initiator, the Requested Date and Time could be
the time the CR was status was set to “Ready for Review”, the Change Manager Approved by is the
person who set the CR to CCB ready and lastly, the Change Manager Approved On is the CCB member
who approved the CR.

Created by: dc16622 On: 1/23/2015 8:37 AM
Modified by: dc16622 On: 1/23/2015 9:14 AM
Reviewed By On:
Requested By Cass, Dwayne Requested Date Time
Change Manager Approved By Change Manager Approved On

It is the responsibility of the ITSM CM team member to verify that the CR meets the correct impact
criteria as specified in document CM-000_Change_Management_Policies_and_Procedures
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Questionnaire Tab
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The Questionnaire Tab is used to document any potential/planned outages, identify users affected and
actions they may need to take, list external interfaces that may be impacted by the change, document
the code and/or peer review, document the testing of the change, the monitoring tool used and list
where the code is stored. All questions are mandatory, meaning they must be addressed.

Sometimes NA is an acceptable answer, but usually Yes/No is more applicable. For Example, No
downtime is more definitive than NA downtime.
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The following table may serve as a guide as to which questions can be NA for various work areas.

Questions from Questionnaire Tab

Work Areas DB or Schema Related Code/Peer Review
System/Server CR NA NA
Network CR NA NA

Potential Outages

Is there a risk of an unplanned outage or downtime? If so, state the type of potential impact, and
estimate of outage, and known systems/services/areas that can potentially be impacted.

Potential Qutage? v

Planned Outages

Does the change require downtime? If so, state the type of impact expected, expected duration of
outage, and systems/services/areas impacted.

Planned Outage? v

If either potential or planned outage are selected as “Yes”, the following information will need to be
provided.

Type of Impact expected: Expected duration of Outage:

User Action Needed:

Does the change require a user to take an action? If “Yes”, check the “User action(s) required:” text
field for detailed instructions the user must take to address the need. In addition, User Notification
Required should be “Yes” and user notification email containing the instructions must be attached.

User Action Needed: | Yeg x

User action(s) required:
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User Notification Required?

If users are required to take an action or if users are going to experience downtime due to the change,
Users should be notified via e-mail. If “Yes”, a second question will appear asking if the OIC will be
responsible for sending the user notification. If “Yes”, a message will appear telling the user to attach a
copy of the e-mail and distribution list to the change request. If “No”, a message will appear telling the
user to attach a copy of the user notification. The email can be attached after CCB has approved the CR
but before implementation of the CR.

User Notification Required? Yes v

OIC to send notification? | Yeg| ¥ v | Please attach a copy of the e-mail and distribution list to the CR
User Notification Required? Yes v

OIC to send notification? | No| X v | Please attach a copy of the user notification

DB or Schema Related?

If the CR requires DB or Schema changes the details surrounding the change should be documented
within under the DB or Schema Related question. This section has additional requirements which
depend on the answer to the question. Each field should be verified.

DB or Schema Related? Yes v Server Name:
Database Name: Schema Name:

Use SQL Script? Yes v SQL Script Name:

Use Other Script? | Yeg X - Other Script(s) Name(s):

Ext. Interfaces affected?

Are external interfaces or applications affected? Does this application touch another application? Will
taking out this service affect another service? If the answer is “Yes”, the other affected
interfaces/applications and type of effect should be listed.

Ext. Interfaces affected? = Yeq x v

Interfaces/Applications: Type of Effect:

Code review held?

Ensure that changes have undergone a code review. Appropriate responses are Yes, No, and NA. A Yes
response will enable the Code reviewer name field. Complete this field with the name of the person
who reviewed the change. This normally should not be the same person as the implementer.
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Code review held? | Yes v

Code reviewer name: v Code review date: E

If the response is “No”, the reason should be stated in the “Reason for no review” box.

If the response is “NA” or “No”, a peer review should be completed.

Peer review held?

Ensure that the CR has undergone a peer review. The peer review consists of a review of the
implementation plan, verification plan, schedule, and rollback plan. The peer reviewer should be an
individual knowledgeable in the area that the change relates to. If a code review is not performed a
peer review will be required.

Appropriate responses are Yes, No, and NA. A Yes response will enable the Peer reviewer name field.
Complete this field with the name of the person who reviewed the change. This normally should not be
the same person as the implementer.

Peer review held? | Yes v

Peer reviewer name: v Peer review date: E

If the response is “No”, the reason should be stated in the “Reason for no review” box. If “Yes”, the
name of the person conducting the review and date should be entered.

Code and Peer Review Descriptions
e (Code Review

0 Ensure that any code and scripts have been reviewed and approved by another individual
knowledgeable in the area that the change relates to;

0 Ensure that all code and scripts have been stored in an approved version control
management system (i.e. SVN) and provide link to the specific tag in the repository, or, if
stored in the trunk, indicate the revision number;

0 Ifan SVN repository is unavailable, store items in a network location accessible to Change
Management staff. If there is no other location available, items may be attached to the
Change Request, however they should be stored in a format that will not allow accidental
execution, i.e. SQL scripts should be stored as.txt.
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e Peer Review

0 Ensure that all plans (implementation, rollback, and validation) and schedules related to the
change have been reviewed and approved by another individual knowledgeable in the area
that the change relates to.
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Change tested?

Was the change tested? If “Yes”, the test results should be attached to the change request. The
“location of test results” should simply state that the test results are attached.

Links to test results will only be allowed when the location is not subject to change. In this case, a link to
the test results should be listed in the “location of test results” box.

Changes tested? Yes v Date tested:  3/10/2015 B

attached
Location of test results:

If the answer is “No” a reason should be entered in the “reason for not testing” box. Please note that
some changes cannot be tested. This is appropriate in some cases. Please refer to the correct wording
documentation for the acceptable verbiage and additional information on required documentation.

CM-011 ITSM Terminology and Test Results Guidelines

Note: All changes are expected to have test results attached to the CR. Links to test results will only be
allowed when the location is not subject to change. For example, links to SharePoint are acceptable
when the document is stored in a location where it will not be updated, changed, or deleted. Where QA
is part of the process, QA must sign off in order for changes to receive Approval.

Changes tested? | No X v

Reason for not testing:

Is Monitoring Enabled?

Critical systems and environments should be monitored when being impacted by a change. Verify that
the question has been answered. Appropriate responses are Yes, No and NA. Remember, all critical
systems in our environment should be monitored. When “Yes” is selected a conditional question is
asked. Make sure a monitoring tool is selected when the response is “Yes”. Although “NA” is an option,
more information should be obtained from the requester as to why the system is not monitored. The
answer should be changed to “No” and the reason for no monitoring should be added to the “Reason
for not monitoring” field that appears.

Is Monitoring Enabled? Yes v Which monitoring tools are in use?

[C]GFI []180dx []Orion [ ] Other

If “Other” is checked, an additional “If other, please specify” box will appear. The monitoring system
should be identified in that box.
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Is Monitoring Enabled? Yes v Which monitoring tools are in use?

] GFI []150dx [ ] Orion Other
If "Other”, please specify:

Is this a hardware decommission? This is a simple yes or no question. Make sure you have read and
understand the CR description very carefully as it may indicate hardware decommission is required. If it
states a hardware decommission is required the selection should be “Yes”.

NOTE:

e The server owner is responsible for verifying the system is no longer in use prior to
submitting a service request to decommission the server.

e Insure that the Server Team has conducted a validation that the server is not being logged
on to, accessed by a process account, or communicating with a production system that
would be taken down when the decommission happens.

e [f the Server Team determines there is a possible conflict, they are to contact the
appropriate area. If there is no conflict detected, the Server Team will submit the Change
Request for to decommission the server.

When the response is “Yes”, additional required fields will appear.

Device confirmed not in use — Yes or No response is to ensure the device was monitored and verified is
no longer in use.

Last access account — ACID or account that last accessed the device.

Last access date — The date the device was last accessed.

Is this a Hardware Decommission? Yes v
Device confirmed not in use? Yes v
Last access account Last access date | |

If the response to the “Device confirmed not in use?” is “No”, a reason for not confirming the non-use is
required.
Is this a Hardware Decommission? Yes v

Device confirmed not in use? No v

Why not confirmed?

—~ Texas Department of Public Safety



CM-019_CR_Review_Process

Changes in Code Management?

This question is in reference to the version control of code. Appropriate responses are Yes, No and NA.
All code changes should be stored in an approved version control system. The system should be selected
from the Code Management System drop down box. If no repository is available for the project, the
developer should contact the version control system administrator for assistance setting up their
project. Typically, Alchemist is the approved code management system for mainframe changes and SVN
is the approved code management system for all other artifacts. In rare cases, the submitter may
choose “other” and an alternative version control system may be named. A link to the code should be
listed in the Code Management Repository box. The CR may not be approved for CCB if the appropriate
version control system is not provided. You need to verify that the code is accessible and URL is valid.
Remember that if the link provided points to the “trunk”, a revision number must be provided. If the
link points to a “tag”, no revision number is needed.

Changes in Code Management? Yes A Code Management Repository:

Code Management system:

Alchemist
Other

Changes in Code Management?  Subversion (SWN) Code Management Repository:

Code Management system: ||
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App/Metrics Tab

.
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The App/Metrics tab is used to document which servers, devices or applications are impacted by the
change as well as the file location and package names that are used for the change. Below is a list of
possible entries for the Server, Physical Path and Package text boxes.

Servers/Devices

(Routers, Circuits etc.): Name(s)/IP(s) of physical or virtual servers or other devices affected by the
change. If the list is lengthy, an attachment may be added to the CR listing the names and a note put in
the Servers field indicating there is an attachment.

Physical Path: Path(s) to the specific locations on the server(s) and/or device(s) that are being affected.

Package: A list of the packages to be deployed during the change should be listed.

Is This a New Server?: All web applications and all devices added to the network with the exception of
PC’s and laptops require a vulnerability scan:

Servers to include virtual servers
Firewalls

Switches

Routers

Intrusion Detection System
Intrusion Prevention Systems
Databases

Any device requiring an IP address

PNV R WNE

If it is not a new server or device the selection should be “No”. If the server or device is new to the
network, the response should be “Yes”. Three sub-questions will appear which are required:
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Server/device scanned?: This question is to validate the new server/device has been scanned.
Scan date: The date of the scan.
Scan Results: Results which can be attached to the CR.

Metrics Section

This form includes a Metrics section which is only available to the ITSM CM team. We document events
that resulted in a problem during implementation. In addition, it is used to document when follow-up is
needed. If the CR indicates a screenshot will be used for validation we check the “Followup Needed”
box and enter a description in the Additional Notes text field.

Completing the metrics information enables development of Key Performance Indicator (KPI)
dashboards and reports. In addition to the reporting and dashboard capabilities, the form is used for
tracking CRs that require follow up.

Metrics (for Change Management Team Only)
Rolled Back? [ ]

Unauthorized?
Caused Incident/Outage?

Planning Issue?

OoOooao

Followup Needed?

Ticket Number/Notes
Planning Issue Notes

Additional Notes

e Rolled Back? — This field is automatically set by the system in the event the status of the CR is
set to Rollback-Open or Rollback.

e Unauthorized? — An unauthorized change is a change made to a DPS system for which a change
request (CR) should have been submitted and approved prior to implementation but was not.
Following an unauthorized change, the individual or team that performed the change must
create and submit a CR for review. Unauthorized changes must contain the same information as
any other CR; the requirements are no different. The Unauthorized checkbox should be checked
in order to identify the CR as unauthorized. Once the CR is reviewed and has been determined
to meet all criteria for a Standard CR, the CM team will set the CCB Decision to CM Reviewed.
This Decision indicates that the CR has been reviewed, but cannot be given an approval because
it was unauthorized.

e Caused Incident/Outage? — If the implementation of the change(s) caused a new incident or
outage it should be documented using this field. Make sure to document in detail the events
that occurred.
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e Planning Issues? — If the implementation failure was due to improper planning, we need to
update this field and notes to the “Planning Issues Notes” text field. We may not always know if
this is the case. If you learn it was a planning issue it is appropriate to document this here.

o Follow-up Needed? Field — used to document events after the fact. This is used for events such
as validation results, test results or other items that were not and could not be available for CCB
review. During the review of the CR you may identify items that you know are needed or the
initiator has documented an event document is pending.

NOTE: It is important to mark this field and document with what is pending so we can go back
and review the CR for completeness. If the documentation is still missing the validation artifact
contact the initiator and request a copy.
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Release Info Tab
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Implementation Plan? - Validation Plan (Y/N)

Implementation Plan Details Validation Plan Details

Rellback Plan [¥Y/N) v Release Notes (Y/N)

Roliback Plan Details Release Notes Details

This form is used to document the release information such as Implementation Plans, Rollback Plan and
Validation Plan which are all required for the completion of a CR. Release notes are not required for all
changes, but are required for new application releases or updates to applications. An exception for
required documentation may be allowed when the software is owned by a third-party vendor that is
unwilling to provide that documentation. In the event that the documentation is not available, the DPS
contact responsible for coordinating the work with the vendor must document any missing release
information and add it to the CR after implementation. The CR reviewer should indicate the need for
follow-up by checking the “Follow Up Needed” checkbox on the App/Metrics tab and updating the
“Additional Notes” field.

Acceptable responses are Yes or No. If “No” is selected, a justification must be provided in the text box
indicating why the documentation is not provided. If the response is “Yes”, review all provided
information on the Release Info tab. The initiator can list the plans in the box provided, add links to
external documentation stored in an approved repository, or attach them in the CR using the
Attachment tab. Access each plan to verify if the correct documents are attached or linked.

e Rollback Plan (mandatory) — All CRs should document the rollback plan.

¢ Implementation Plan (mandatory) — The steps for implementing the changes on the CR should
be listed here. This is a mandatory field and if blank or if the information is not clear, contact
the Initiator and ask that this be added to the CR. Review the CR to ensure the plan is described
or attached. If it is attached, validate the attachment.
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An Implementation Plan is not just specifying who will perform the work, but actually how the
implementation is being done in detail.

e Validation Plan (mandatory) — An explanation of how the changes will be validated should be
included on all CRs. This field should explain how the change will be verified. If possible,
before/after screen screenshots can serve as verification which can be attached to the CR. This
can be explained to the initiator if needed.

When the validation plan indicates screenshots will be provided after the implementation, go to
the App/Metrics tab and click on the “Follow-up Needed?” box and add the explanation in the
“Additional Notes” text box.

e Release Notes — Release notes are not required for all changes, but are required for new
application releases or updates to applications.

Attachment (*) Tab

The attachment tab is used to upload artifacts such as supporting files, e-mails, artifacts, validation
screenshots, test results, URLs, or other types of notes. Users can attach the approval e-mails. In most
cases, an attachment is not required but is helpful in the CR review process.

Open each of the documents stored in this area and verify they contain relevant information.

*Note: In the case when the CR requires User Action, a user notification is required to be attached to
the CR.

Activity History (0) Tab
The Activity History tab tracks email activity related to a CR, which is usually initiated by business rules

within the system. It also allows users to add notes to the CR or generate an email from the HEAT
system.

Service, Risk Level, and Change Schedule Tabs
Not currently being used.
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CR Monitoring

Once the review has been completed one of following actions should be taken:

Updating the Change Control Decision
Review Complete with no issues found
1. Update the Change Control Decision to “CCB Ready”
2. AllCRs in “CCB Ready” will be reviewed by the CCB facilitator to familiarize (him/her)
self with the CRs on the CCB agenda.

NOTE: If any additional issues are found during the review an e-mail will be sent to the CR
Reviewer to send follow-up e-mail to the initiator/implementer to address the missing data.
Follow the steps outlined under “Review Completed with issues” below.

Review Completed with issues
1. Update the Change Control Decision to “In CM Review Pending Update”
2. Send an e-mail to the in initiator/implementer asking them to update the CR with the
missing data.
3. Monitor e-mails for responses and verify the changes have been made in HEAT.
a. If the changes are complete

i. Update Change Control Decision to “CCB Ready”

ii. If noother follow-up items exist, remove the “Followup Needed?”
checkbox. If validation artifacts are still pending, do not remove the
checkbox.

b. If the changes are not complete

i. Follow-up with the initiator/implementer until all criteria have been
satisfied or, if the changes are not completed before 2:00 pm on the day
before CCB, send an e-mail reminder to all initiators with CRs still in “In
CM Review Pending Update”.

ii. If the CRis not updated with the required information, inform the CCB
facilitator via email of any outstanding issues.

Note: The ITSM team may return a CR to Draft status if it is not ready for presentation at
CCB, based upon our review. This could result in the CR becoming a walk on, which requires
the initiator to obtain approval from the appropriate DAD.

Reference material: CM 32 CR Emergency Approval

Changes to Approved CRs
How to handle changes to approved CRs is covered in the following document:
CM-040 ITSM Changing Approved CRs.
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Post-Implementation

CR Follow Up
1. Runthe “CRs Req Follow-up” saved search a week or two after CCB to verify the validation
artifacts have been added. Contact the initiator if follow-up items are still missing. If all of
the pending artifacts have been received remove the “Follow-up Needed?” check.

CRs Needing To Be Closed

1. Runthe “CRs Need To Be Closed” saved search every Monday morning. This will provide a
listing of all Change Requests that have been completed more than 24 business hours prior.

2. This list should be emailed to the initiators requesting the CR be updated and closed.
If no action has been taken within 24 hours following the email, a second email should be
sent individually to those with outstanding CRs.

4. If no action is taken after one week, a third email should be sent to the individual with their
manager in the CC line.
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Purpose

The purpose of this document is to define the processes and terms for projects to be
allowed a pilot status in the production environment. Pilot status means that the new
application and associated dependencies be done in the production environment.

Reference
CM-000 Change Management Policies and Procedures

Definition

A pilot is an activity planned as a test, trial or burn in time for a new application as a
proof of concept or a plan to move into production. The ideal project pilot sits at the
confluence of project size, project duration, project importance and the engagement of
the business sponsor.

1. Project size — You don’t want a pilot that requires more than a 3-5 member team
due to coordinating work among that many can substantially slow you down.

2. Duration - Pilots work better with shorter durations, such as, about three to four
months.

3. Project importance — The importance of the project must be communicated as
unimportant projects won't get the necessary attention from the rest of the
organization.

4. Business sponsor — Working with the business sponsor ensures a higher degree
of success. An engaged business sponsor can help the team if it needs to push
against entrenched business processes, departments, or individuals.

Benefits

1. Allows for lessons learned in early phases to be incorporated in final production
release.

2. Allows for progress in the absence of a QA environment.

3. Allows for data to be collected to make informed decision in moving forward.

4. Provides buy-in for change.

5. Helps control learning curve.

6. Helps define business benefits upfront.

7. Helps set realistic expectations.

8. Allows for testing and fine-tuning against actual production hardware.

9. Provides early opportunity to experience business benefits.

10. Allows support staff opportunity to test outlined troubleshooting procedures and
escalations.

11.1dentifies potential gaps in documentation and the Application’s Operation
Support Manual.
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Requirements

1. No QA, limited QA or non-standard QA environments
If there is no QA environment, then the app is forced to be tested in a production
environment. Using production for your testing only, is not recommended nor is it
a best practice.

Disclaimer: Pilots can be a positive way to test or vet a new technology before
we invest. A proper risk assessment should be completed to ensure that current
production systems and data security are not negatively impacted. Prior approval
from the Security team is required before beginning any pilot that uses the
Production system.

Get ITSM buy in on Pilot
Change Request (CR)
a. Must be completely filled out.
b. Release tagged in code management system and added to CR.
c. Code freeze — You are to baseline the code that is released for the pilot.
That is the purpose for the code management tag.
d. Documentation needed
I. Initial Release Notes
ii. Implementation plan
iii. Rollback plan
iv. Basic test results
v. Security Approval
e. Expectation is you are ready to deploy.
f. The CR is not a place holder.
4. DPS IT Change Control Board Approval

a. Pilot CRs that are approved at DPS IT Change Control Board (CCB) are
expected to be implemented within the week. From Wednesday AM (after
CCB) to following Wednesday AM.

5. Pilot CRs follow the DPS IT Change/Release process with the following
exceptions:

a. Application Operations Manual is not required at pilot release time. The
manual will be required on the CR used to move the Pilot to production.

b. Server setup document is not required at pilot release time. The server
setup will be required on the CR used to move the Pilot to production.

c. Support and Application Operation’s Manual signoff is not required at pilot
release time. The Operation’s Manual signoff will be required on the CR
used to move the Pilot to production.

d. QA signoff is not required at pilot release time. QA signoff will be required
on the CR used to move the Pilot to production.

e. Monitor setup of application is not required.

6. All support for Pilot releases is understood to be done by the development team
for the length of the pilot, unless an exception is made by management.

wn
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7. Pilots are not meant to circumvent the DPS IT QA or Security. QA and Security
must still be involved.

8. Pilots can be stopped at any time by management.

9. All pilot releases are to notify the OIC before they begin and when they are done,
as per our DPS IT official release process and policy.

Pilot Production Release

When a Pilot is completed and ready to move to an application production release, the
following are required:

1.

arwN

o N

10.
11.
12.

A production change request submitted. This CR can be cloned from the
original Pilot CR.
CR completely filled out.
Code freeze — Code management system tagged for release.
Testing is done or QA signoff is expected.
Documents required
i. Approved and signoff from appropriate support areas for the
Application Operation’s Manual.
ii. Implementation & Rollback plan — either in the CR description,
attached to CR or a link to SharePoint artifact.
iii. QA/Users/testing Validation plan and results — Can be attached to CR
or a link to SharePoint artifact.
iv. All server/VM setup/validation documentation — received from the
server team.
v. Release notes
vi. Support/Trouble Shooting Guide (TSG)/Escalation support (This can
be a part of the Operations Manual.
Monitor setup is required through at least one of the DPS IT approved
monitoring tools
I. Solar Winds Orion
ii. GIF
lii. WUG — This is being phased out and will be replaced by Orion.
Training is completed. (User/Support)
Customer approvals received.
All implementers have signed up for the release time and are able to do their
part in the implementation according to the written plan.
Security scan has been completed through Cyber Security team.
Change Request Approved at the DPS IT Change Control Board.
Application Support Owners are clearly identified with contact information
and escalation groups listed
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13. A pilot ceases to be a pilot when the proof of concept is done, and we
remove it, or we follow the DPS IT process for releasing the new application
into production. A pilot ceases to be a pilot at its production release.

Failure to meet the above requirements could prevent a CR from being reviewed at the
CCB. The expectations of the DPS IT Change Control Board attendees are that all
changes that are reviewed are complete and ready to be implemented. There is no
further work required. The DPS IT expectation is also that the QA environment will be
built out by production release timeframe.

Document Revision History

Change 2

Version 1.1.0, May 22, 2015

Updated format to comply with CM documentation standards. Removed references to
SDE, replaced ISO with Cyber Security, removed Alan Ferretti, ; Author: Susie Miller

Change 0
Version 1.0.0, July 27, 2010
Initial Document Release; Author: Paul Urban
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Purpose

This document contains the Change Management process for approving change requests. It is
intended to describe the current CR approval process which should be followed by ITSM Review
team and Emergency Change Control Board.

References

CM-000 Change Management Policies and Procedures
CM-001 ITSM Emg Change Process Flowchart

Approving FYI CRs when Using an Automated Email Notification to the OIC

The ITSM CR approver/reviewer does the following:
1. Ensure the FYI CR has Type of FYL.

2. Ensure the Status is Ready to Review.

3. Ensure the CR has passed the CR Review and includes the following:
A — Attach approvals
C — Cyber scans (when required)
T —Test results (If you can’t please specify why)
I —Implementation, validation, rollback plans
O — Operation manuals or support guide (as needed)
N — Notification to users (if the change has downtime or user impact)

Update October 19, 2016 TxDPS IT Confidential 3
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Approving Emergency CRs when Using Automated Emails

Sending the “ECR Voting Request” Email

The ITSM CR approver/reviewer does the following:

1. Ensure the Emergency CR has Type of Emergency.

2. Ensure the Status is Ready to Review.

3. Ensure the CR has passed the CR Review and includes the following:
A — Attach approvals
C — Cyber scans (when required)
T —Test results (If you can’t please specify why)
I —Implementation, validation, rollback plans
O — Operation manuals or support guide (as needed)
N — Notification to users (if the change has downtime or user impact)

4. Update the Change Control Board Decision box to Awaiting Emergency Approval. Steps
1 and 2 must occur before this step. If you forget to do Step 1 or 2, perform 1 and 2 and
repeat this step.

5. An email is automatically sent to the Emergency CCB and other appropriate recipients.
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Sample “ECR Voting Request” Email

From: changafmanagemant@dps.taxas.goﬂ Sent:  Maon 2/23/2015 7:53 AM
To: GRP_IT_Emergency_CCB; GRP_OIC_Supervisors; | 0IC
= GRP_SDE_ITSM
Subject: ACTION REQUIRED: Emergency Change Request 2120 - Critical improvements to core, roduction IronPort proxies to improve necessary security posture
. . . L iz
Emergency Change Approval Request N

Emergency CCB Members:
Please review the information below concerning an EMERGENCY CHANGE REQUEST and reply with APPROVE, DISAPPROVE, or NA.

Change Request #: 2120

Change Title: Critical improvements to core, roduction IronPort proxies to improve necessary security posture
Scheduled Start: 02/23/2015 11:00 AM

Scheduled End: 02/24/2015 04:00 PM

Justification
On-site, out-of-cycle, necessary changes for multiple days as scheduled by Cisco.

Downtime Information

Is there a Potential or Planned outage? Yes

Swstems/Areas Affected: All outbound-to-external web based traffic has the potential to be affected, as this change is to rectify the _currently
impacted outbound-to-external web based traffic issues.

Type of Iimpact: Possible spotty external web traffic

Duration: Spotty to no issues throughout the two day process

Thank you,

Change Management

Youssef Fakhreddine - 512/424-5479
Susie Miller - 512/424-5619

Rudy Torres - 512/424-2540

David Wade - 512/424-2763

Email: grp_it_itsm(@dps.texas.gov
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Receiving the Votes

Before going to the next step, ensure that you have received a response from the members of
Emergency Change Control Board with “Approved, Disapprove, NA” in the
IT_Change_Management mailbox and that any objections have been mitigated. At any time,
Executive Management can opt to override this policy when a more expedient approval is
needed for an exceptionally urgent request.

Sending the “ECR Approval” Email

1.

The Emergency Change Control Board members are responsible for reviewing and
responding to Emergency Change Request Approval emails with “Approve”,
“Disapprove” or “NA” within 2 hours.

In the event that a mission critical system is impacted, the allowed approval time will be
shortened to 30 minutes and ECCB members will need to respond with “Approve”,
“Disapprove” or “NA” within 30 minutes.

If a “Disapprove” response is received, the change will not receive final Change
Management Coordinator approval until the concern is resolved and that ECCB member
has provided approval.

All supporting documentation needs to be attached to the change request per Process
Change # 1 above.

Having ensured that you have “Approval” in the IT_Change_Management mailbox
and any objections have been mitigated,

revise the Change Control Board Decision box to Approved.

An email is automatically sent to the Emergency CCB and other appropriate recipients.

6.

7.

Click the CR’s save icon.

Exit the CR.

Update October 19, 2016 TxDPS IT Confidential 6
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Sample “ECR Approval” Email

From: change_management@dps.texas.gov Sent: Mon 2/23/2015 8:29 AM
To: ® Milner, Clint; | OIC
Cc GRP_SDE_ITSM; GRP_OIC_Supervisors; GRP_Change Management; GRP_IT_Emergency CCB
Subject: APPROVED: Emergency Change Request # 2120 - Critical improvements to core, roduction IronPort proxies to improve necessary security posture
liz]
All:

The following Emergency CHANGE REQUEST has been APPROVED by Change Management for implementation starting 2/23/2015 11:00:00
AM (UTC-06:00) Central Time (US & Canada)

ChangeRequest #:2120

Change Title: Critical improvements to core, roduction IronPort proxies to improve necessary security posture
Scheduled Start: 2/23/2015 11:00:00 AM (UTC-06:00) Central Time (US & Canada)

Scheduled End: 2/24/2015 4:00:00 PM (UTC-06:00) Central Time (US & Canada)

Thank you,

Change Management

Youssef Fakhreddine - 512/424-5479
Susie Miller - 512/424-5619

Rudy Torres - 512/424-2540

David Wade - 512/424-2763

Email: grp it itsm(@dps.texas.cov
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Retaining the Voting Emails

Create an email folder named for the CR. This folder will reside in the Mailbox
IT_Change_Management > ECR Approvals > yyyy_mm

=] ﬁ Mailbox - IT_Change_Management
L METRICS
«Mew CRs
Calendar
Completed CRs
3 Contacts
@ Deleted Items
@ Drafts
= m ECR Appraovals
= L g 201201
= [ 2012 02
= L4 2012 03
= [ 2012 04
= [ 2012 05
= [ 2012 06
= L4 200207
L 7867 1)
Cd 7869 [4)
[ 7877 (1)
[ 7883 (4)

En Examples

F_Tq Inbox
Inbox2 (A}
Journal

L& Junk E-mail

ﬁ Motes

@ Cutbox

E% RSS Feeds

5DE Motifications
[ Sent Items

£ ] SyncIssues
«L Tasks

E; Templates
L) TEST SYSTEM (1)

E; WEEKEND NOTIFICATION

® 5§ Public Folders
N

=

Drag and drop into this folder the related emails, including the “ECR Voting Request” email, the
voting emails, and the “ECR Approval” email.

Update October 19, 2016
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Document Revision History

Change 0
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Change 1
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Emergency Change Requests.

Modified by: David Wade

Peer Reviewed by: Susie Miller; Rudy Torres

Change 2

Version 2.0, November 16, 2016

Updated process to reflect current policies for “approvals, disapprovals or NA” for Emergency
change requests and ACTION items.
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Pu rpose
The purpose of this document is to describe process for changing an approved Change Request.

References

CM-000 Change Management Policies and Procedures

CM-019 CR Review Process

CM-032 CR Approval

Procedures

Changing Approved CRs

Once a CR is approved, either by the CCB or by the Change Management team as authorized by
the CCB, no changes should be made to it before implementation except in the following
situations.

Schedule Changes

When unforeseen issues arise, planned start and planned end times may be rescheduled for
change requests that have been approved but have not yet begun. In those cases, the
initiator, assignee, or implementer is responsible for acquiring approval from the customers
and IT managers and for seeking approval from the Change Management team
(GRP_IT_ITSM@dps.texas.gov) who will verify that there are no conflicts with pre-existing

CRs. Once the new schedule is approved, the Change Management team will notify the OIC
and other appropriate parties of the change.

Note: If the rescheduled time falls within the next CCB cycle, the CR may need to be
presented again.

If the change has already begun, only the planned end may be updated; the planned start
may not be modified. Customers and managers must still approve, and Change
Management must approve, update the CR, and notify the OIC and other appropriate
parties as needed of the new schedule.

Change Management On-call schedule:
http://portal.tle.dps/sites/it/operations/itsm/SitePages/CM%20After%20Hours%20Schedul
e.aspx
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Cancelling

If no work associated with the CR has occurred, and the clock has not yet started, approved
CRs can be cancelled. The CR can also be returned to Draft status and resubmitted to CCB at
a later date if the work is still expected to occur. In those cases, notify the Change
Management team so the CCB decision can be updated.

If any work has occurred, the CR cannot be cancelled. It must be closed as rolled back,
partially implemented, or implemented with issues, depending on how much of the
implementation was performed. See Change Request Statuses for more information.

Altering Implementation Details

Once a CR has been approved, no implementation details should be modified or changed. If
something in the implementation plan, validation plan, or possibly the rollback plan needs
to be updated, contact the Change Management team. They will assist with determining if
the details can be altered or if a new CR is required.

Note: If it is discovered after approval that other individuals or teams are needed, then the
individuals and their managers must be notified prior to the start of the change to ensure
that they are available. If not, the change may need to be rescheduled.

Closing

Change requests may remain open for up to one business day after completion. The initiator,
assignee, or individuals implementing the change are responsible for updating the closing notes,
adding any additional information or documentation that is required (e.g., post-implementation
validation artifact), and closing the CR.

Note: The Change Management team will follow up on change requests that remain open past
the one business day grace period.

Reopening

No one outside the ITSM team is able to reopen a closed CR. If the team determines that the CR
does need to be reopened, then they will address the issue at that time. Contact the ITSM team
(GRP_IT ITSM@dps.texas.gov) if a closed CR needs to be modified.

Cancelled and closed change requests may not be reused. If an issue arises from a closed CR, a
new one must be created and the previous CR identified in the new one.

Note: If needed, use the copy functionality in the Change Management System to create a
similar CR.
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Unauthorized Changes

An unauthorized change is a change made to a DPS system for which a change request (CR)
should have been submitted and approved but was not. If a CR does not already exist for the
change, the individual or team that performed the change must create and submit a CR for
review. Unauthorized changes must contain the same information as any other CR; the
requirements are no different.

Note: If ever unsure if work requires a change request, contact the Change Management team
(GRP_IT ITSM@dps.texas.gov).

Production Pilots

For information about production pilots, refer to the CM-
031_Pilot_Change_Requests_and_Release_Management document on the ITSM SharePoint
site: http://portal/sites/it/operations/itsm/documents/Documents/.

Change Request Statuses

The status in which a change request (CR) has been placed indicates where the CR currently is in the
workflow and is indicated by the Status field on the CR form.

Open Statuses
While a CR is open, it is important to ensure it is in the correct status:

e Draft — The default status upon CR creation indicates that the CR is incomplete and is
not ready to be reviewed by the Change Management team.
Note: The Change Management team does not monitor or track changes in Draft status.

e In Progress — In Progress is set automatically once the OIC starts a CR.

e On Hold - The CR has been placed on hold by the initiator, assignee, OIC, and/or
implementer. This is usually due to unexpected issues encountered prior to actual
implementation. If the causes for the hold result in rescheduling, the Change
Management team must be contacted first.

o Ready to Review — The CR is ready for the Change Management team to review for
completeness.

e Rollback-Open — The CR was rolled back but remains open for rework within one
business day.
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Note: If the rework and corrections require more than one business day, the change
should be closed and a new CR submitted when the change is ready to move forward.

Closed Statuses

When closing a CR, be sure to select the correct closing status.
Note: The Change Management team may reopen a closed CR and change the status if it is deemed
necessary. A Post Implementation Results, also known as a Post Action Report, is a means of
documenting the events that occurred during and after a change is implemented. A review and report is
required under the following conditions:

Change Rollback

Change Implemented with Issues

Change Partial Implemented

Change Rollback — Open

Change that caused an unknown/unexpected user impact, e.g., an incident (incident should

be linked to the change)

e Cancelled — No work has occurred, and the CR has been cancelled.

e Implemented With Issue — The change was implemented but with unexpected results. If
issues were encountered during implementation, the CR should be closed in this status
even if the change was ultimately successful. Requires a PIR.

e Partial Implementation — Part, but not all, of the CR was implemented. Requires a PIR.

e Rollback — The change was rolled back, and the system, application, or item to be
changed has been reverted to its state prior to any work occurring. This status will
require a PIR.

e Successful Implementation — The entire CR was completed successfully with no
unforeseen challenges or issues.
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Purpose

In an effort to understand the relationships between incidents and information technology

changes within TXDPS, this document outlines how to link incidents and change requests within

HEAT.

1. Adding the change request tab to an Incident or adding the Incident tab to a change request:

click on the green plus all the way to the right of the screen and select “Change or Incident”

A List View  [E] New Incident « ¥ Refresh

Primary Phone
Secondary Phone

Budget Code

Include in OIC dashboard?

Details ~ Task (0) ~Attachment (0)  Cyber Security

Summary

TLETS - Traffic un-reroute

Description
Customer requested take down Iraffic reroute
From: 66x1

To: 14x1

o Pin it

Primary Phone

Secondary Phone

Activity History (1) Problem

2 Assign Incident to Me  #Add New Task

Region Region 2 Phone # 408.933.1125
Client ID | Mnemonic DPSCO564 City TEXAS CITY
state TX Zip 77591
Address 1325 N AMBURN RD

Change (0)  Resolution Details  Knowledge (0)  Audit History (2)

TLETS

A

Service
Category Traffic Un-Reroute

Subcategory

Impact ~ Urgency Medium -

Condition v  Priority 4

Source Phona A4

Status Resolved

2. From any incident ticket, navigate to the “change tab”

Show All » (record 2 of 551185 search records) €

4 ListView [E] New Incident v & Refresh o Pinit

Primary Phone
Secondary Phone

Budget Code

Include in OIC dashboard?

Details  Task(0) Attachment(0) ~ CyberSecurity ~Actiity History (1) ~ Problem  Change (0)
Summary Service
TLETS - Traffic un-reroute Q Category
Subcategory
Description
Customer requested take down traffic reroute Impact
From: 66x1
To 14x1 Condition
Source
Status
Team

Primary Phone

Secondary Phone

Texas Department of Public Safety

2 Assign Incident to Me

Region Region 2
Client ID / Mnemonic DPSC0564
State TX
Address 1325 N AMBURN RD

Resolution Details  Knowledge (0)  Audt History (2)

TLETS

a

Traffic Un-Reroute

* Urgency Medium
Priority 4

Phone

Resolved

oic

Al Add Probm < Action Menu =

Q =

$5Add Now Task 4% Add Problem ¥ Action Menu »

Search for Incident

Phone # 409.933-1125
City TEXAS CITY

Zip 77591
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3. Tolink the record from a change request, select the “incident tab”

Details. Questionnaire App/Metrics Release Info Closing Notes Task (0) Attachment (1) Activity History (7) Service (0) Incident (1) Risk Level Change Schedule

[E New Incident v X Delete (’ Link 2 Unlink - Goto

Incidx DL Number v  Summary T Status v Priority  Customer ¥ Location v VIP v Owner T Created On v ModifiedOny  Source ¥ Team TS

699191 Workstation Problems-Mulit... Active 3 Jones, S DL No Vasquez, Joseph 4/20/2016 3: 4/28/2016 3: Phone Cyber Security DI

4, Select “link”

1clude in OIC dashboard? []

Details Task (0) Attechment (0) Cyber Security Activity History (1) Problem Change (0) Resolution Details Knowledge (0) Audit History (2)
[El New Change v (&’ Link 2 Unlink 3 Goto

Change T Change Co.¥ Change Typ& Description ¥ Status T ScheduledSY. ScheduledEY  Owner T Assignee

No data to display

5. You will need to select the following from the drop down menu: “ Change, Change ID, Equal to”
then enter the CR #

where Change - :l Begin with - = +- Search

e e

Change ¥ Change Co.w¥ Chang Change Ended ~ T ScheduledS® ScheduledEw  Owner
4399 Standa Onange 1D 5M18/2016 5 51520166
Change Manager ~
4395 Standa 5182016 1... 5182016 1.
Change Manager Approved By
4897 CCB Ready Standa W 5M8/2016 7-... 5192016 6:__. E
Change Manager Approved On
4396 Standa 5M8/2016 1., 5182016 1...

Change Manager Email

4894 Approved EMEG! Change Manger Full Name 5M16/2016 1. 51772016 1=...
4893 Approved EMerg! Change Paused 5/16/2016 2:... 5/16/2016 3....
4392 Awaiting Ap...  FYI Change Paused Date W SMT2016 1., BMT/20161...
4891 Standa Change Resume Date 512512016 1. TH52016 5. ~
£ Change R d >
Page Size 10 - Change Started Page 1 of291 | » M | &
Change Tested v
Save Search as Default ~Reset Defau Change Tested Date e Select Cancel
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6. Highlight the record that you want to link (change or incident) and click “Select”.

The screen shot below is an example of linking a change request to an incident record

where Change + Change ID + Equalto
Change T Change Co. ™ Change Typer Description ¥ Status
4899 Standard The weekly ] = Draft
4898 Standard This CR will ... Draft
4897 CCB Ready Standard San Angelo . Ready To Review
4896 Standard CJIS-357 - ... Draft
4894 Approved Emergency SPURS Rel In Progress
4893 Approved Emergency DRAW-1211...  In Progress
| 4892 Awaiting Ap...  FYI Spencer Ler . Ready To Review
4891 Standard This arollin...  Draft
‘ATnn ot e St b Tmu
Page Size 10 v
Save Search as Default  Reset Default Search Add Edit

ScheduledS ¥

5M18/2016 5.
5M18/2016 1..
5M18/2016 7.
5/18/2016 1..
5M16/2016 1.
5M16/2016 2:...
51712016 1.
5/25/2016 1..

Cr4nnnAe 4.

Page 1

5/16/2016 3.

5M17/1201% 1

71152014 5:..

cranmnacin.

of 291

Select

Search

m

3

> M 2

Cancel

7. Hereis an example of linking an incident to a change request

where Incident v Equal to v = + v Search
Incid ™ DL Number ¥ Summary T Status T Priority  Customer T Location T VIP T  Owner
OtglelClxyF_.. DRP Closed DL Customer Arpero, Clat ~
379665 Restore Server hqecsav002 Closed 1 Jett, Robert Driver License No Woo, Susar
713301 P4AWP/Qigl... | need a copy of driver record? Closed 1 DL Customer Lara, Jerem
605962 Handgun License Applicatio...  Closed 1 Hurd, Phil HQ - Bldg | No Kumar, Sun =
77882 laptop Closed 1 Smith, Sean HQ No Garza, Mich
191460 txQkvU3Ay... PDPS Closed 1 DL Customer Hall, Bruce
290934 rAhDkbqg+Tz... | NEED A STATUS LETTER Closed 1 DL Customer Mendez, Me
276701 The crash application isrun_. Waiting for Re .. 1 Leopold, Dennis Shared Services No Smith, Rick
‘ﬂla-lanq nAdnackn I.”..--.. e Aisine enned ;..T Planad 4 LY T s n;.{
Page Size 10 v Page 1 of 55444 > M (4]
Save Search as Default Reset Default Search Add Edit Select Cancel
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Purpose

The purpose of this document is to outline the steps in completing a Post Implementaiton Results (PIR)
and documentation requirements.

The initiator or implementer of the Change Request (CR) is responsible for coordinating a Post
Implementation Results (PIR) on Changes with the following conditions: created an
unknown/unexpected impact; a change that failed; a change with further impact than indicated from
the review process; any lessons learned from change's should be documented through the Post
Implementation Results (PIR) process.

References

CM-000 Change Management Policies and Procedures
Change Request, CCB and CR Implementation Lifecycle Guide
CM-051 Linking Incidents to Changes

A Post Impelementation Results (PIR) also known as an After Action Report (AAR) is required under the
following conditions:

e Rollback

e Implemented with Issues

e Partial Implementation

e Rollback — Open

e Changes that caused an unknown/unexpected user impact (incident should be linked to
the change)

How to enter a PIR:

1. | Select the Change [ e e
Request from the List by pienms
View page

—~ Texas Department of Public Safety
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Click on the Closing
Notes tab

Show KPI - CRs Implemented With Issues v  (record 1 of 1 search records) € >
A ListView [El Mew Change »  a Save £ Refresh

"wChange: 4445 (Implemented With Issue)

Summary: RHEL 6 CVE-2-15-T847 & CV...  Priority: 2 Change Control Board Decision = Approved

Details (Questionnaire App/Metrics Release Info Closing Notes =~ Task (0)  Attachment (4)  Activity

Bl New PIR X Delete

Closing Notes: None Added

3. | Complete the PIR
data fields then click
on Save.

Change Implementation Result

M Status v /7
Synopsis Customer Impact
Root Cause

Start Date Time

End Date Time

Steps To Avoid Recurrence

Save Cancel

NOTE: The PIR or AAR can be attached to the change request if additional documentation is needed.
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