
Procedures for Secure Disposal of Electronic and Physical Media.

Electronic Media Sanitization and Disposal 
The agency shall sanitize, that is, overwrite at least three times or degauss electronic media prior to disposal or release for reuse by unauthorized individuals. Inoperable electronic media shall be destroyed (cut up, shredded, etc.). The agency shall maintain written documentation of the steps taken to sanitize or destroy electronic media. Agencies shall ensure the sanitization or destruction is witnessed or carried out by authorized personnel.

Disposal of Physical Media 
Physical media shall be securely disposed of when no longer required, using formal procedures. Formal procedures for the secure disposal or destruction of physical media shall minimize the risk of sensitive information compromise by unauthorized individuals. Physical media shall be destroyed by shredding or incineration. Agencies shall ensure the disposal or destruction is witnessed or carried out by authorized personnel.

SAMPLE  formal written procedures:

Definitions

Examples of destruction include, but not limited to:

Shredding, drilling holes into hard drives, degaussing with strong magnets, physically breaking into pieces, incineration, etc.

Examples of media include, but not limited to:

Paper, hard drives, CDs, DVDs, tape, USB “thumb drives”, etc.

Procedure


All data drives from the agency computers, laptops, servers, tablets, smartphones that will be redeployed to other departments, sold, or disposed of will need to be wiped before reimaging or disposal.

Wiping the drives will be accomplished by booting the devices and using a commercially available boot and wipe software method first. The Technical Support Lead will log each system’s drive information into a log, recording date/time of wipe and which system the drive was removed from as well which system the drive went into.   If sold or disposed of, the information will indicate this information, including company sold to, or method of disposal. This process will be witnesses or carried out by authorized staff.
All paper media, DVDs, USB drives, tapes are first cross cut shredded, if possible, then incinerated when no longer needed. 

