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CJIS Security Audit 

CJIS Security Policy Version 5.5 

Auditor: Audit Date: 

Agency Identification 

Agency Name:              ORI: 

Street Address:  

City:  Zip Code: 

Local Agency Security Officer 

Name & Title:  

Phone Number:  Fax Number: 

Email Address:  

LASO is same as TAC (If checked) 

Terminal Agency Coordinator 

Name & Title:  

Phone Number:               Fax Number: 

Email Address:  

This is a sample and subject 
to change without notice.
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5.1 MCA/Security Addendum* 

Do you have a Management Control Agreement for all non-law enforcement governmental support? 

IN  OUT  NA  

NOTES 

Do you have a Security Addendum for all Vendors involved in CJI support or secure location access? 

IN  OUT  NA  

NOTES 

5.2 Security Awareness* 
Have all personnel (Dispatchers, Law Enforcement, IT, Contractors) received Security Awareness training? 
Describe methods used, (ie; Omnixx Trainer, CJIS Online, PDF,etc.) provide documentation. 

(Discuss new level guidelines and topics for Level One, Two, Three, and Four as baselines.) 

IN OUT NA 

NOTES 

5.3 Incident Response* 
Provide a documented incident plan detailing incident handling, collection of evidence, incident response training, 
and incident monitoring. (Ensure DPS OIC contact information is included.) 

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
Access shall be permitted when such designation is authorized pursuant to executive order, statute, regulation, or inter-agency agreement. The NCJA shall sign and execute a management control agreement (MCA) with the CJA, which stipulates management control of the criminal justice function remains solely with the CJA.  


CJIS Security Policy 5.5
Comment on Text
The CJIS Security Addendum is a uniform addendum to an agreement between the government agency and a private contractor, approved by the Attorney General of the United States, which specifically authorizes access to CHRI, limits the use of the information to the purposes for which it is provided, ensures the security and confidentiality of the information is consistent with existing regulations and the CJIS Security Policy, provides for sanctions, and contains such other provisions as the Attorney General may require. 


CJIS Security Policy 5.5
Comment on Text
Basic security awareness training shall be required within six months of initial assignment, and biennially thereafter, for all personnel who have access to CJI to include all personnel who have unescorted access to a physically secure location.  The CSO/SIB Chief may accept the documentation of the completion of security awareness training from another agency.  Accepting such documentation from another agency means that the accepting agency assumes the risk that the training may not meet a particular requirement or process required by federal, state, or local laws. 


CJIS Security Policy 5.5
Comment on Text
To ensure protection of CJI, agencies shall: (i) establish operational incident handling procedures that include adequate preparation, detection, analysis, containment, recovery, and user response activities; (ii) track, document, and report incidents to appropriate agency officials and/or authorities. 


CJIS Security Policy 5.5
Comment on Text
Level 1 - Baseline Security Awareness Training for all personnel.

Level 2 - Baseline Security Awareness Training for all authorized personnel with access to CJI.

Level 3 - Baseline  Security Awareness Training for all personnel with both physical and logical access to CJI.

Level 4 - Baseline Security Awareness Training for all Information Technology personnel.
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5.4 Auditing and Accountability 

5.4.1.1 Events 
Are the following events logged and kept for a minimum of one year?  

• Successful and unsuccessful system log-on attempts.
• Successful and unsuccessful attempts to access, create, write, delete or change permission on a user account,

file, directory or other system resource.
• Successful and unsuccessful attempts to change account passwords.
• Successful and unsuccessful actions by privileged accounts.
• Successful and unsuccessful attempts for users to access, modify, or destroy the audit log file.

5.4.1.1.1 Content            
Is the following content included with every audited event? 

• Date and time of the event.
• The component of the information system (e.g., software component, hardware component) where the event

occurred.
• Type of event.
• User/subject identity.
• Outcome (success or failure) of the event

IN OUT NA 

NOTES 

5.5 Access Control 
Does the agency validate information system accounts at least annually and keep documentation? 

IN  OUT  NA  

NOTES 

5.5.1 Account Management* 
Provide a documented process for creating, activating, disabling and removing accounts with CJI access. 

IN                OUT               NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
Agencies shall implement audit and accountability controls to increase the probability of authorized users conforming to a prescribed pattern of behavior.  Agencies shall carefully assess the inventory of components that compose their information systems to determine which security controls are applicable to the various components. 


CJIS Security Policy 5.5
Comment on Text
Access control provides the planning and implementation of mechanisms to restrict reading, writing, processing and transmission of CJIS information and the modification of information systems, applications, services and communication configurations allowing access to CJIS information. 


CJIS Security Policy 5.5
Comment on Text
The agency shall manage information system accounts, including establishing, activating, modifying, reviewing, disabling, and removing accounts.  The agency shall validate information system accounts at least annually and shall document the validation process.  The validation and documentation of accounts can be delegated to local agencies. 




S  A
  M

  P
  L

  E

5.5.3 Unsuccessful Login Attempts 
Does the system which accesses CJI enforce a limit of no more than 5 consecutive invalid access attempts by a 
user, and does the system automatically lock the account/node for a 10 minute time period unless released by an 
administrator? 

IN OUT NA 

NOTES 

5.5.4 System Use Notification 
Does the system display an approved system use notification message before granting access informing potential 
users of various usages and monitoring rules?  

IN OUT NA 

NOTES 

5.5.5 Session Lock 
Does the information system accessing CJI prevent further access to the system by initiating a session lock after a 
maximum of 30 minutes of inactivity, and the session lock remains in effect until the user reestablishes access 
using appropriate identification and authentication procedures?   

Note Exemptions; MDTs (Patrol Vehicles), Dispatch, and Receive Only Terminals (ROT). 

IN OUT NA 

NOTES 

5.5.6 Remote Access 
Explain the agencies process for allowing remote support: agency personnel, IT support, vendors. Does the agency 
authorize, monitor, and control all methods of remote access to the information system to include Virtual 
Escorting? 

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
Where technically feasible, the system shall enforce a limit of no more than 5 consecutive invalid access attempts by a user (attempting to access CJI or systems with access to CJI).  The system shall automatically lock the account/node for a 10 minute time period unless released by an administrator. 


CJIS Security Policy 5.5
Comment on Text
The information system shall display an approved system use notification message, before granting access, informing potential users of various usages and monitoring rules.  The system use notification message shall, at a minimum, provide the following information: 
1. The user is accessing a restricted information system.
2. System usage may be monitored, recorded, and subject to audit
3. Unauthorized use of the system is prohibited and may be subject to criminal and/or civil penalties.
4. Use of the system indicates consent to monitoring and recording.


CJIS Security Policy 5.5
Comment on Text
The information system shall prevent further access to the system by initiating a session lock after a maximum of 30 minutes of inactivity, and the session lock remains in effect until the user reestablishes access using appropriate identification and authentication procedures. Users shall directly initiate session lock mechanisms to prevent inadvertent viewing when a device is unattended.


CJIS Security Policy 5.5
Comment on Text
The agency shall authorize, monitor, and control all methods of remote access to the information system.  Remote access is any temporary access to an agency’s information system by a user (or an information system) communicating temporarily through an external, non-agency-controlled network (e.g., the Internet). 


CJIS Security Policy 5.5
Comment on Text
Virtual escorting of privileged functions is permitted only when all the following conditions are met: 
1. The session shall be monitored at all times by an authorized escort
2. The escort shall be familiar with the system/area in which the work is being performed.
3. The escort shall have the ability to end the session at any time
4. The remote administrative personnel connection shall be via an encrypted (FIPS 140-2 certified) path.
5. The remote administrative personnel shall be identified prior to access and authenticated prior to or during the session. This authentication may be accomplished prior to the session via an Advanced Authentication (AA) solution or during the session via active teleconference with the escort throughout the session.
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Are encryption requirements met for connection(s) outside of secure location? Provide details and FIPS 
certificates (Numbers).* 

IN               OUT               NA 

NOTES 

Are AA (Advanced Authentication) requirements met for connection(s) outside of secure location? Provide 
details. 

IN               OUT               NA 

NOTES 

5.5.6.1 & 5.5.6.2 Personally Owned Information Systems & Publicly Accessible Computers* 
Does the agency have a policy addressing personally owned or publicly accessible computers? 

IN  OUT  NA  

NOTES 

5.6.1 User ID’s 
Have all users been issued their own login ID and there is no sharing of ID’s allowed? 

IN  OUT  NA  

NOTES 

5.6.2.1.1 Standard Authenticators 
Do passwords (and PINs, if applicable) meet CJIS Policy requirements? 

IN  OUT  NA  

NOTES 

CJIS Security Policy 5.5
Comment on Text
A personally owned information system shall not be authorized to access, process, store or transmit CJI unless the agency has established and documented the specific terms and conditions for personally owned information system usage.  When personally owned mobile devices (i.e. bring your own device [BYOD]) are authorized, they shall be controlled in accordance with the requirements in Policy Area 13: Mobile Devices. 


CJIS Security Policy 5.5
Comment on Text
Each person who is authorized to store, process, and/or transmit CJI shall be uniquely identified.  A unique identification shall also be required for all persons who administer and maintain the system(s) that access CJI or networks leveraged for CJI transit. 


CJIS Security Policy 5.5
Comment on Text
Agencies shall follow the secure password attributes, below, to authenticate an individual’s unique ID. 
1.Be a minimum length of eight (8) characters on all systems.
2. Not be a dictionary word or proper name.
3. Not be the same as the Userid.
4. Expire within a maximum of 90 calendar days.
5. Not be identical to the previous ten (10) passwords.
6. Not be transmitted in the clear outside the secure location.
7. Not be displayed when entered.
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5.6.2.2 Advanced Authentication 

A. BYOD (Bring Your Own Device) 
Is agency using BYOD devices; Smart Phones, Tablets, Etc. to process CJI data? 
Provide details below: 

If YES to above, AA is required. 

IN               OUT               NA 

NOTES 

B. Laptop 
Is agency using Laptop devices to process CJI data? 
Describe methods and policy agency has in place to meet requirements: 

(If YES to above, AND no AA in place, devices must be limited to secure area(s) ONLY.) 

IN               OUT               NA 

NOTES 

C. Tablets / Smart Phones 
Is agency using Tablet devices or Smart Phones to process CJI data? 
Provide details below: 

If YES to above, and AA is not present, devices must be controlled via MDM (Mobile Device 
Management), be agency issued, and have documented AA compensating control according to TX 
Security Policy Supplement. (Email to security.committee@dps.texas.gov ).

IN               OUT               NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
Advanced Authentication (AA) provides for additional security to the typical user identification and authentication of login ID and password, such as: biometric systems, user-based digital certificates (e.g. public key infrastructure (PKI)), smart cards, software tokens, hardware tokens, paper (inert) tokens, out-of-band authenticators (retrieved via a separate communication service channel – e.g., authenticator is sent on demand via text message, phone call, etc.), or “Risk-based Authentication” that includes a software token element comprised of a number of factors, such as network information, user information, positive device identification (i.e. device forensics, user pattern analysis and user binding), user profiling, and high-risk 
When user-based certificates are used for authentication purposes, they shall:
1. Be specific to an individual user and not to a particular device.
2. Prohibit multiple users from utilizing the same certificate.
3. Require the user to “activate” that certificate for each use in some manner (e.g., passphrase or user-specific PIN).
challenge/response questions.
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5.7.1.2 Network Diagram* 
Does the agency have a current Network Diagram which lists all communication paths, circuits, and relevant 
components and include “For Official Use Only”, Agency name and date? 

IN OUT NA 

NOTES 

5.8.1  Media Storage and Access  
Does the Agency store any CJI outside of the Secure Location? 
If YES to above, but data does not meet FIPS 140-2 encryption requirement, is the data encrypted AT REST to 
meet FIPS 197 certified, 256 bit as described on the National Security Agency (NSA) Suite B Cryptographic list of 
algorithms?      

IN OUT NA 

NOTES 

5.8.3 Digital Media Sanitization and Disposal* 
Please provide the formal written procedures the agency has for the secure disposal or destruction of electronic 
media, and if these procedures are witnessed or carried out by authorized personnel.  

IN OUT NA 

NOTES 

5.8.4 Disposal of Physical Media* 
 Please provide the formal written procedures the agency has for the secure disposal or destruction of physical 
media, and if these procedures are witnessed or carried out by authorized personnel.   

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
The agency shall ensure that a complete topological drawing depicting the interconnectivity of the agency network, to criminal justice information, systems and services is maintained in a current status. 
The network topological drawing shall include the following:
1. All communications paths, circuits, and other components used for the interconnection, beginning with the agency-owned system(s) and traversing through all interconnected systems to the agency end-point.
2. The logical location of all components (e.g., firewalls, routers, switches, hubs, servers, encryption devices, and computer workstations). Individual workstations (clients) do not have to be shown; the number of clients is sufficient.
3. “For Official Use Only” (FOUO) markings.
4. The agency name and date (day, month, and year) drawing was created or updated.

CJIS Security Policy 5.5
Comment on Text
The agency shall securely store digital and physical media within physically secure locations or controlled areas.  The agency shall restrict access to digital and physical media to authorized individuals.  If physical and personnel restrictions are not feasible then the data shall be encrypted per Section 5.10.1.2. 


CJIS Security Policy 5.5
Comment on Text
The agency shall sanitize, that is, overwrite at least three times or degauss digital media prior to disposal or release for reuse by unauthorized individuals.  Inoperable digital media shall be destroyed (cut up, shredded, etc.).  The agency shall maintain written documentation of the steps taken to sanitize or destroy electronic media.  Agencies shall ensure the sanitization or destruction is witnessed or carried out by authorized personnel. 

CJIS Security Policy 5.5
Comment on Text
Physical media shall be securely disposed of when no longer required, using formal procedures.  Formal procedures for the secure disposal or destruction of physical media shall minimize the risk of sensitive information compromise by unauthorized individuals.  Physical media shall be destroyed by shredding or incineration.  Agencies shall ensure the disposal or destruction is witnessed or carried out by authorized personnel. 
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5.9 Physical Protection 
The agency's facility, area, room, or group of rooms shall have physical and personnel security controls sufficient 
to protect CJI.  The physically secure location is subject to criminal justice agency management control; SIB 
control; FBI CJIS Security addendum; or a combination thereof. 
Physically Secure Location: 

• Does the agency keep a list of personnel with authorized access ?
• Does the agency control physical access to information system distribution and transmission lines within the

physically secure location?
• Does the agency control physical access to information system devices that display CJI and position

information system devices in such a way to prevent unauthorized individuals from accessing and viewing
CJI?

• Does the agency control information system-related items entering and exiting the physically secure
location?

If the agency cannot meet all the controls required for establishing a physically secure location, does the agency 
meet at a minimum:  
Controlled Area: 

• Limit access to the controlled area during CJI processing times to only those personnel authorized by the
agency? 

• Lock the area, room, or storage container when unattended?
• Position information system devices and documents containing CJI in such a way as to prevent

unauthorized access or viewing?
• Follow the encryption requirements found in section 5.10.1.2 for electronic storage of CJI?

IN OUT NA 

NOTES 

5.10.1.1 Boundary Protection 
 Does the agency have a boundary protection device (firewall) implemented to protect computers and access 
devices from non-CJI networks including Internet access? 

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
Physical protection policy and procedures shall be documented and implemented to ensure CJI and information system hardware, software, and media are physically protected through access control measures. 


CJIS Security Policy 5.5
Comment on Text
A physically secure location is a facility, a criminal justice conveyance, or an area, a room, or a group of rooms within a facility with both the physical and personnel security controls sufficient to protect CJI and associated information systems.  The physically secure location is subject to criminal justice agency management control; SIB control; FBI CJIS Security addendum; or a combination thereof. 

CJIS Security Policy 5.5
Comment on Text
If an agency cannot meet all of the controls required for establishing a physically secure location, but has an operational need to access or store CJI, the agency shall designate an area, a room, or a storage container, as a controlled area for the purpose of day-to-day CJI access or storage.  The agency shall, at a minimum: 


CJIS Security Policy 5.5
Comment on Text
The agency shall:
1. Control access to networks processing CJI.
2. Monitor and control communications at the external boundary of the information system and at key internal boundaries within the system.
3. Ensure any connections to the Internet, other external networks, or information systems occur through controlled interfaces (e.g. proxies, gateways, routers, firewalls, encrypted tunnels).  See Section 5.13.4.4 for guidance on personal firewalls.
4. Employ tools and techniques to monitor network events, detect attacks, and provide identification of unauthorized use.
5. Ensure the operational failure of the boundary protection mechanisms do not result in any unauthorized release of information outside of the information system boundary (i.e. the device shall “fail closed” vs. “failopen”)
6. 
Allocate publicly accessible information system components (e.g. public Web servers) to separate sub networks with separate, network interfaces.  Publicly accessible information systems residing on a virtual host shall follow the guidance in Section 5.10.3.2 to achieve separation.
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5.10.1.2 Encryption* 
Does the agency encrypt all CJI data to meet FIPS 140-2 standards before it leaves the secure location? Provide 
Relevant Certificate numbers below: 

IN OUT NA 

NOTES 

Is CJI data segmented from other non-criminal justice agency’s networks/data? Describe methods below: 

IN  OUT  NA  

NOTES 

5.10.1.5 Cloud Computing 
Does agency utilize cloud services or ensure that all data is encrypted prior to being transmitted outside of secure 
area(s)? 
If applicable, view the Security Addendum to ensure all security requirements are met; to include prohibiting 
scanning any email or data files for the purpose of data mining, advertising, etc.

IN OUT NA 

NOTES 

5.10.2 Facsimile Transmission of CJI 
Faxing over a standard telephone line is exempt from encryption requirements. Use of a server, application or 
email-like technology must meet encryption requirements as defined in Section 5.10. Describe the agencies use (if 
applicable) of fax services below. Does agency meet encryption requirements? 

IN               OUT               NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
Commonly available encryption tools often use a key to unlock the cipher to allow data access; this key is called a passphrase.  While similar to a password, a passphrase is not used for user authentication.  Additionally, the passphrase contains stringent character requirements making it more secure and thus providing a higher level of confidence that the passphrase will not be compromised. 


CJIS Security Policy 5.5
Comment on Text
Organizations transitioning to a cloud environment are presented unique opportunities and challenges (e.g., purported cost savings and increased efficiencies versus a loss of control over the data).  Reviewing the cloud computing white paper (Appendix G.3), the cloud assessment located within the security policy resource center on FBI.gov, NIST Special Publications (800-144, 800- 145, and 800-146), as well as the cloud provider’s policies and capabilities will enable organizations to make informed decisions on whether or not the cloud provider can offer service that maintains compliance with the requirements of the CJIS Security Policy.
The metadata derived from CJI shall not be used by any cloud service provider for any purposes.  The cloud service provider shall be prohibited from scanning any email or data files for the purpose of building analytics, data mining, advertising, or improving the services provided. 


CJIS Security Policy 5.5
Comment on Text
CJI transmitted via a single or multi-function device over a standard telephone line is exempt from encryption requirements. CJI transmitted external to a physically secure location using a facsimile server, application or service which implements email-like technology, shall meet the encryption requirements for CJI in transit as defined in Section 5.10. 
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5.10.3 Partitioning and Virtualization 

Partitioning 5.10.3.1  
Are applications, services, or information services physically or logically separate? Separation may be 
accomplished through the use of one or more of the following: 

• Different Computers

• Different Central Processing Units

• Different instances of the operating system

• Different network addresses

• Other methods approved by the FBI CJIS ISO

Virtualization 5.10.3.2 
Are virtualized environments secured with the following additional controls in place? 
Isolate the host from the virtual machine. In other words, virtual machine users cannot access host files, firmware, 
etc. 

• Maintain audit logs for all virtual machines and hosts and store the logs outside the host’s virtual
environment.

• Virtual machines which are internet facing (web servers, portal servers, etc.) shall be physically separate
from virtual machines (VM) that process CJI internally or be separated by a virtual firewall.

• Drivers which serve critical functions shall be stored within the specific VM they service. In other words,
do not store these drivers within the hypervisor, or host operating system, for sharing. Each VM is to be
treated as an independent system – secured as independently as possible.

• Additional Technical Security controls which MAY be implemented include:

• Encrypt CJI when in a virtualized environment where CJI is comingled with non-CJI or segregate and store
unencrypted CJI within its own secure VM.

• Encrypt network traffic within the virtual environment.

• Implement IDS and/or IPS monitoring within the virtual environment.

• Virtually or physically firewall each VM within the virtual environment to ensure that only allowed
protocols will transact.

• Segregate the administrative duties for the host.

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
As resources grow scarce, agencies are increasing the centralization of applications, services, and system administration.  Advanced software now provides the ability to create virtual machines that allows agencies to reduce the amount of hardware needed.  Although the concepts of partitioning and virtualization have existed for a while, the need for securing the partitions and virtualized machines has evolved due to the increasing amount of distributed processing and federated information sources now available across the Internet. 
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5.10.4.1 Security Updates 
Describe the agencies computer update processes. When were the last Windows updates applied? When was the 
last update for CAD/RMS (Version)? 

IN OUT NA 

NOTES 

5.10.4.2  &  5.10.4.3 Antivirus 
Are all IT systems (workstations, servers, mobile computing devices, and critical information system entry points, 
including terminals and MDTs without Internet access) with CJIS connectivity protected with anti-virus, anti-spam 
and spyware protection? Are automatic updates enabled on all systems that have Internet access or please describe 
the update process? 

IN OUT NA 

NOTES 

5.10.4.5 Security Alerts 
Does the agency receive Security Alerts and Advisories? From what organization(s)? 

IN  OUT  NA  

NOTES 

5.12 Personnel Security 
All Personnel who access CJIS Data either physically, logically, or remotely must be fingerprint based background 
checked. Has this been completed for everyone? 

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
The agency shall identify applications, services, and information systems containing software or components affected by recently announced software flaws and potential vulnerabilities resulting from those flaws. 



CJIS Security Policy 5.5
Comment on Text
The agency shall implement malicious code protection that includes automatic updates for all systems with Internet access.  Agencies with systems not connected to the Internet shall implement local procedures to ensure malicious code protection is kept current (i.e. most recent update available). 
The agency shall employ virus protection mechanisms to detect and eradicate malicious code (e.g., viruses, worms, Trojan horses) at critical points throughout the network and on all workstations, servers and mobile computing devices on the network. The agency shall ensure malicious code protection is enabled on all of the aforementioned critical points and information systems and resident scanning is employed.


CJIS Security Policy 5.5
Comment on Text
The agency shall: 
1. Receive information system security alerts/advisories on a regular basis.
2. Issue alerts/advisories to appropriate personnel
3. Document the types of actions to be taken in response to security alerts/advisories
4. Take appropriate actions in response
5. Employ automated mechanisms to make security alert and advisory information available throughout the agency as appropriate.


CJIS Security Policy 5.5
Comment on Text
Having proper security measures against the insider threat is a critical component for the CJIS Security Policy.  This section’s security terms and requirements apply to all personnel who have access to unencrypted CJI including those individuals with only physical or logical access to devices that store, process or transmit unencrypted CJI.
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5.12.2  Personnel Termination and 5.12.3 Personnel Transfer 
Are assignment changes updated within a timely manner and accounts disabled to meet CJIS Policy requirements? 

IN OUT NA 

NOTES 

5.12.4 Personnel Sanctions 
Does the agency have a formal sanctions process for personnel failing to comply with established information 
security policies and procedures? 

IN               OUT               NA 

NOTES 

5.13 Mobile Devices* 
Has the agency established written usage restrictions and implementation guidelines for wireless technologies? (ex: 
BYOD policy or local SOP, MDM Policy). 

IN OUT NA 

NOTES 

5.13.1.1 All 802.XX Wireless Protocols 
Does the agency maintain a complete inventory of all Access Points (Aps) and 802.XX wireless devices, and 
provide documentation of logging (if supported) and review on a recurring basis per local policy? 
(Wired Equivalent Privacy (WEP) and WiFi Protected Access (WPA) cryptographic algorithms, used by all PRE- 
802.11i protocols, DO NOT meet the requirements for FIPS 140-2 and SHALL NOT be used.) 

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
The agency, upon termination of individual employment, shall immediately terminate access to CJI. 

CJIS Security Policy 5.5
Comment on Text
The agency shall employ a formal sanctions process for personnel failing to comply with established information security policies and procedures. 


CJIS Security Policy 5.5
Comment on Text
This policy area describes considerations and requirements for mobile devices including smartphones and tablets.  Mobile devices are not limited to a single form factor or communications medium.  The requirements in this section augment those in other areas of the Policy to address the gaps introduced by using mobile devices. 
The agency shall: (i) establish usage restrictions and implementation guidance for mobile devices; and (ii) authorize, monitor, control wireless access to the information system. Wireless technologies, in the simplest sense, enable one or more devices to communicate without physical connections—without requiring network or peripheral cabling. 


CJIS Security Policy 5.5
Comment on Text
Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA) cryptographic algorithms, used by all pre-80.11i protocols, do not meet the requirements for FIPS 140-2 and shall not be used. Agencies shall implement the following controls for all agency-managed wireless access points with access to an agency’s network that processes unencrypted CJI: 
1. Perform validation testing to ensure rogue APs (Access Points) do not exist in the 802.11 Wireless Local Area Network (WLAN) and to fully understand the wireless network security posture.
2. Maintain a complete inventory of all Access Points (APs) and 802.11 wireless devices.
3. Place APs in secured areas to prevent unauthorized physical access and user manipulation.
4. Test AP range boundaries to determine the precise extent of the wireless coverage and design the AP wireless coverage to limit the coverage area to only what is needed for operational purposes.
5. Enable user authentication and encryption mechanisms for the management interface of the AP.
6. Ensure that all APs have strong administrative passwords and ensure that all passwords are changed in accordance with Section 5.6.2.1.
7. Ensure the reset function on APs is used only when needed and is only invoked by authorized personnel.  Restore the APs to the latest security settings, when the reset functions are used, to ensure the factory default settings are not utilized.
8. Change the default service set identifier (SSID) in the APs.  Disable the broadcast SSID feature so that the client SSID must match that of the AP. Validate that the SSID character string does not contain any agency identifiable information (division, department, street, etc.) or services.
9. Enable all security features of the wireless product, including the cryptographic authentication, firewall, and other available privacy features.
10. Ensure that encryption key sizes are at least 128-bits and the default shared keys are replaced by unique keys.
11. Ensure that the ad hoc mode has been disabled.
12. Disable all nonessential management protocols on the APs
13. Ensure all management access and authentication occurs via FIPS compliant secure protocols (e.g. SFTP, HTTPS, SNMP over TLS, etc.). Disable non-FIPS compliant secure access to the management interface.
14. Enable logging (if supported) and review the logs on a recurring basis per local policy. At a minimum logs shall be reviewed monthly.
15. Insulate, virtually (e.g. virtual local area network (VLAN) and ACLs) or physically (e.g. firewalls), the wireless network from the operational wired infrastructure.  Limit access between wireless networks and the wired network to only operational needs.
16. When disposing of access points that will no longer be used by the agency, clear access point configuration to prevent disclosure of network configuration, keys, passwords, etc.
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5.13.1.4 Mobile Hotspots 
If agency allows mobile devices that are approved to access or store CJI to function as a Wi-Fi hotspot for 
connection, are they limited to agency controlled devices ONLY? 

IN               OUT               NA 

NOTES 

5.13.2 Mobile Device Management (MDM) 
If Mobile Device Management (MDM) is in use, does it meet at least the following compensating controls: 

• Remote locking of device

• Remote wiping of device

• Setting and locking device configuration

• Detection of “rooted” or “jailbroken” devices

• Enforce folder and/or disk level encryption

• Application of mandatory policy settings on the device

• Detection of unauthorized configurations or software/applications

• Ability to determine the location of agency controlled devices

• Prevention of unpatched devices from accessing CJI or CJI systems

• Automatic device wiping after a specified number of failed attempts

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
Mobile Device Management (MDM) facilitates the implementation of sound security controls for mobile devices and allows for centralized oversight of configuration control, application usage, and device protection and recovery, if so desired by the agency.
Due to the potential for inconsistent network access or monitoring capability on mobile devices, methods used to monitor and manage the configuration of full featured operating systems may not function properly on devices with limited feature operating systems.  MDM systems and applications coupled with device specific technical policy can provide a robust method for device configuration management if properly implemented. 
Devices that have had any unauthorized changes made to them (including but not limited to being rooted or jailbroken) shall not be used to process, store, or transmit CJI data at any time.  Agencies shall implement the following controls when allowing CJI access from devices running a limited-feature operating system: 
1. Ensure that CJI is only transferred between CJI authorized applications and storage areas of the device.
2. MDM with centralized administration configured and implemented to perform at least the:


CJIS Security Policy 5.5
Comment on Text
When an agency allows mobile devices that are approved to access or store CJI to function as a Wi-Fi hotspot connecting to the Internet, they shall be configured: 
1. Enable encryption on the hotspot
2. Change the hotspot’s default SSID
3. Ensure the hotspot SSID does not identify the device make/model or agency ownership
4. Create a wireless network password (Pre-shared key)
5. Enable the hotspot’s port filtering/blocking features if present
6. Only allow connections from agency controlled devices
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5.13.4.3 Personal Firewall 
Are personal / software based firewalls enabled on all wireless laptop devices and do they meet current CJIS 
Security Policy requirements? 

IN OUT NA 

NOTES 

5.13.5 Incident Response (Mobile Devices) 
In addition to the requirements in Section 5.3 Incident Response, agencies are responsible to meet additional 
reporting and handling procedures. Has the agency developed a written plan which includes the items listed below 
in the event of: 

 Loss of device control: 

• Device known to be locked, minimal duration of loss

• Device lock state unknown, minimal duration of loss

• Device lock state unknown, extended duration of loss

• Device known to be unlocked, more than momentary duration of loss

Total Loss of device: 

• CJI stored on device

• Lock state of device

• Capabilities for remote tracking or wiping of device

• Device compromise

• Device loss or compromise outside of United States

IN OUT NA 

NOTES 

CJIS Security Policy 5.5
Comment on Text
For the purpose of this policy, a personal firewall is an application that controls network traffic to and from a user device, permitting or denying communications based on policy.  A personal firewall shall be employed on all mobile devices that have a full-feature operating system (i.e. laptops or tablets with Windows or Linux/Unix operating systems).  At a minimum, the personal firewall shall perform the following activities: 
1. For the purpose of this policy, a personal firewall is an application that controls network traffic to and from a user device, permitting or denying communications based on policy.  A personal firewall shall be employed on all mobile devices that have a full-feature operating system (i.e. laptops or tablets with Windows or Linux/Unix operating systems).  At a minimum, the personal firewall shall perform the following activities: 
2. Block unsolicited requests to connect to the user device.
3. Filter incoming traffic by IP address or protocol.
4. Filter incoming traffic by destination ports.
5. Maintain an IP traffic log.



CJIS Security Policy 5.5
Comment on Text
In addition to the requirements in Section 5.3 Incident Response, agencies shall develop additional or enhanced incident reporting and handling procedures to address mobile device operating scenarios.  Rapid response to mobile device related incidents can significantly mitigate the risks associated with illicit data access either on the device itself or within online data resources associated with the device through an application or specialized interface. 
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5.13.7.2.1 Compensating Controls for Advanced Authentication* 

If Mobile Device Management (MDM) is in use, does it meet at least four of the following compensating 

controls: (NOTE: Compensating controls is not an option for mobile devices when deployed via a BYOD policy).  

• Possession of the agency issued smartphone or tablet as an indication it is the authorized user

• Implemented password protection on the Mobile Device Management application and/or secure container
where the authentication application is stored

• Enable remote device locking

• Enable remote data deletion

• Enable automatic data wipe after predetermined number of failed authentication attempts

• Remote device location (GPS) tracking

• Require CJIS Security Policy compliant password to access the device

• Use of device certificates as per Section 5.13.7.3 Device Certificates

IN               OUT               NA 

NOTES 

(* indicates documentation is required from agency) 

CJIS Security Policy 5.5
Comment on Text
AA compensating controls for agency-issued smartphones and tablets with limited feature operating systems shall be implemented to qualify for compensating control consideration: 
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