Sample steps for Account Management Process 
XXXX Police Department

**This is a SAMPLE of a documented Account Management Process.  Your agency’s process may differ and be acceptable. It is important to note the account disable/enable process shall be documented. 
All employees with access to Criminal Justice Information must be fingerprinted and pass a fingerprint based background check.

Depending on the position, different training may be required.  All employees are required to take Security Awareness Training within 6 months of being hired, and every 2 years thereafter.

When an employee separates from the Agency, their ID is disabled.  Employees’ badge access is also disabled, and or keys are returned.

Steps to Add/Disable an Omnixx Account 

Adding an agency user account: 

 Employee schedules an appointment to be finger printed by the Fingerprint Applicant Services of Texas (F.A.S.T.) Program 

 Agency’s Human Resource office receives the employee’s background results 

TAC completes TCIC User Request Form, and emails to TCIC_Training@dps.texas.gov 

Disabling a user account: 

TAC completes TCIC User Request Form, and emails to TCIC_Training@dps.texas.gov 

TAC has SAGY permissions to disable the account in Omnixx

Steps to Add/Disable an interface account:

CAD Manager opens the Management Console  screen to the User table to enter the employee’s sign on credentials and create the password. Password settings are upper case, lower case, special characters, expire within 90 days, are not reused for ten iterations and are at least eight characters long. Enter the PID, check the box if MDC access needed and enter the appropriate email groups. 
To disable the account, uncheck the user icon box next to the user name.
Attach screen shots for reference. 
