CJIS Online Overview

CJIS Security Awareness Training & Testing Software



Navigating the CJIS Online site

Working with the CJIS Online system:

* Loggingin as the Agency Admin
* Setting up user accounts

* Modifying user accounts

* Relaying user login credentials & testing instructions
* (Generating & reviewing test activity reports



CJIS Online is for level 1, 2, 3 & 4 users

+1t is the agency’s responsibility to maintain CJIS Security
Awareness training documentation.

+CJIS Security Awareness training shall be required within six
months of initial assignment, and biennially thereafter, for all
personnel who have access to CJI.

Different levels of training based on roles.

Level 1: Personne
Level 2: Personne
Level 3: Personne
Level 4: Personne

with unescorted access to secure areas
that have physical contact with CJI

that enter, query or modify CJI

with Information Technology roles



All Personnel with CJI Access
(Level 1)

Question:  Who has unescorted access to CJI?

Answer: Anyone who has unescorted (eyes on it) access
to a physically secured location.

Common examples include the following roles:
* Janitors

* Building maintenance

* Admin assistants

* Anyone given unfettered walking access to the
secured location.




Personnel with Physical Access
(Level 2)

Question:  What does this mean?

Answer: Personnel with physical contact with paper
based CJI data. Includes locked file cabinet access where
CJl data is stored.

Common examples include the following roles:
* Record clerk

* Filing assistant

* Record administrator




Personnel with Physical & Logical Access
(Level 3)

Question: What does this mean?

Answer: Personnel with access to query, enter or
modify CJI data.

Common examples include the following roles:
* Dispatchers
* |Investigators

e Law enforcement officers



Personnel with Information
Technology Roles (Level 4)

Question:  What does this mean?

Answer: IT support staff with unescorted access to
networking equipment such as: routers, switches, or,
servers processing, storing or transmitting CJI.

Access can be as simple as a key to the door securlng |
this equipment.

This can also be as complex as vendors with VPN or
remote access (unescorted) to systems that process ClI.



PLAN AHEAD

<+ START SMALL
Enter staff without Omnixx/TLETS access that need training
- |IT staff and vendors

< ADD Vendors
Create Vendor Admin account. Vendor Admins then enter their own employees

< As Omnixx/TLETS user accounts near expiration, enter them into CJIS Online

+ CJIS Online needs a unigue email address for renewal notices. A username can be
created, but no expiration email notice to the user will be generated without a valid
email. Internet access is required to access training.

+ Make a note of account login credentials created as you will be relaying this to users
to start their training. Consider an email notification.



LOGIN TO THE CJIS ONLINE

Login to CJIS Online as an agency admin:_https://www.cjisonline.com

@ CJIS Online

If you cannot login,
Contact either

cjis.audit@
dps.texas.gov
or
security.committee@
dps.texas.gov

Age n C i es Ca n S et O n |y Full Administrator Login

Agency Administrator Login Vendor Login IT & Agency Users Login
n d m M n f r CJ IS Login page for Full Login page for Agency Login page for Vendor Users to Login page for IT and Agency
O e a I O Administrators to manage their Administrators to manage their complete training and Admins to Users to complete their training
local agencies and users local users manage their company users and testing

online at this time.

r"EH Security Training Login


https://www.cjisonline.com/index.cgi

LOGIN TO THE CJIS ONLINE

Your login credentials are unique to you and the agency:

@ CJIS Online

< CJIS Online Home

Local Agency Login
Choose a State/Agency...

First Name
Last Name
ORI

Password

Forgot your password?

The fields are CaSe SeNsiTiVe.



CJIS ONLINE — AGENCY OPTIONS

This is the agency’s dashboard listing all the options available to

administer the agency, add/view vendors and run reports.

@ CJIS Online B (2 sEcuRTy ~
(D Dashboard & Administration « [ Reports = [=> Tour
[<> Logout
Dashboard
WELCOME TO CJIS ONLINE SECURITY COMMITTEE! YOUR SYSTEM PRIVILEGES

« Agency Administrator

AGENCY USER STATISTICS

1 0 0
Active Users Expired Active Expiring (next 60
Users days)

Copyright © 2019 Peak Performance Solutions Support



SETTING UP NEW CJIS ONLINE USERS

To add new users, click on Administration then Manage Users

@ CJIS Online @ (@) seouRmy -

(@ Dashboard & Administration ¥ [ Reports ¥ @

Dashboard Manage Users
Manage Vendors
WELCOME TO C. “TEE! YOUR SYSTEM PRIVILEGES
Manage Vendor Users

+ Agency Administrator

Update Agency Profile

AGENCY USER STATISTICS
1 0 0
Active Users Expired Active Expiring (next 60

Users days)



SETTING UP NEW CJIS ONLINE USERS

Click on +Add a User button:

@ CJIS Online & (2 Securmy v

() Dashboard & Administration w [@ Reports = @

Manage Users

Last Name First Name Email
Username User Status Roles
Active Users Only $ All Roles



SETTING UP NEW CJIS ONLINE USERS

All fields with an asterisk * are required. Enter Last Name, First Name,
Email, Confirm email, then enter and confirm an initial password. Click
Next.

Dashboard & Administration - [ Reportis w

If the individual

1 2
an email
add ress, check Agency Information
the bOX neXt tO Agency * Department
“This user

does not have

User Information

an Ema” Last Name * First Name * Middle Name
Address” then Rubble Barney

enter a unique Phone

Username

instead.

Account Information

[[] This user does not have an Email Address

The individual
. Email * Confirm Email *
will not be
. email@address.com email@address.com
notified when 5

their training is

expl rl ng When adding a user, Username is reserved for the user to
set unless this user does not have an email

WlthOUt an Password * Confirm Password *
email address cecoes cesess
entered . The password must be 8-20 characters long and must

contain at least 1 letter and 1 number.

) =y



SETTING UP NEW CJIS ONLINE USERS

Click on the appropriate training level needed. Click Create User.

@ CJIS Online

(@ Dashboard & Administration w

= ® SECURITY ~

[ Reports = @

Add a User

1

Account Details

Security Training Access

4 Return to Search

Roles

) Level 1 CJIS Security Training

O Level 2 CJIS Security Training

@  Level 3 CJIS Security Training

) Level 4 CJIS Security Training

O Remove Security Training Access

€ Previous

Personnel with Unescorted Access to a Physically Secure Location
(This level is designed for people who have access to a secure area but are not authorized to use
cJn

All Personnel with Access to CJI
(This level is designed for people who do not have physical and logical access to CJI but may
encounter it in their duties)

Personnel with Physical and Logical Access to CJI
(This level is designed for operators who typically have access to query, enter, or modify CJI data)

Personnel with Information Technology Roles
(This level is designed for all information technology personnel including system administrators,
security administrators, network administrator, etc...)

Removing Security Training Access from a User disallows them from logging in to take Training,
and excludes them from Certification Expiration Reports and Notifications.

) vy



EDIT CJIS ONLINE USERS

Click on Administration then Manage Users.

@ CJIS Online B () securiy -
(D Dashboard & Administration - [ Reports = @
Manage Users
Last Name First Name Email
Username User Status Roles
Active Users Only = All Roles =

Showing Records: 1- 2 of 2

Name/Email ¥

Agency ¥ Edit
FLINTSTOMNE, FRED
> - r.g
someone@emailaddress.com
> RUBBLE, BARNEY

r.i
email@address.com =

Showing Records: 1-2 of 2

You can search by name, email address, user status (Active/Inactive/All) or role.
Enter the search criteria and click on Search button.

Find the User account and click on Edit pencil & paper icon @ to edit the account.
Remember to click Save User when done editing the account.



MANAGE VENDOR ACCOUNTS

Click on Administration then Manage Vendors.
Add a new vendor from this screen, if needed.

Many vendors
are preloaded

into the system.

| Perform an
extensive
search for a
vendor
employee or
company nhame
first to prevent
creating
duplicate
records.

@ CJIS Online 2 (9 secuRy
(@ Dashboard & Administration w [ @
Manage Vendors
Company Name Category State
All Categories % All States ]

Showing Records: 1 - 50 of 8480

n 2|3 1 P M
Company Name * State ¥ HNotifications Edit
*» 02 cA EA [r.4
s | 1 TX B4 =

Find the Company Name and click on Edit pencil & paper icon # to edit the account.
Remember to save any changes when done.



Sample Email to user
to provide their login credentials

)

H 9 O $- & - SAMPLE employee email text for CJIS Security Awareness Training - Message (HTML) ] —
“ Message Insert Options Format Text Review Adobe PDF QTe me v

To..
Cc..
Send
Subject SAMPLE employee email text for CJIS Security Awareness Training

Please complete the following CJIS Security Awareness Training before 99/99/9999.

To access the training, please go to https://www.cjisonline.com

Click on ‘IT & Agency Users Login’ button.

Enter your user credentials:

Username: Firstname.lastname@emailaddress.com

Password: P@S$5wO0rd (Please note the password is case sensitive)

Once logged into the system, you may change your password.

Click on ‘TRAINING’ then ‘Security Awareness’. You must read the training modules in ‘Begin Interactive Training’.
After reading the training modules, return to the dashboard.

Confirm and click on the ‘Begin Test’ button.

You will have 1 hour to take the 25 question test.

Take the test. To pass, you will need to achieve at least a 70 % (18 of 25 correct). This certification will be valid for two years after successfully completing.
If you do not pass, you will need to wait at least three hours before taking the test again. There are no limitations on how many times to retake the test.

Once successfully complete, you may print your certificate if desired.

TAC

This message contains information, which may be confidential and privileged. Unless you are the addressee (or authorized to receive for the addressee), you may not use, copy or disclose to anyone the message or any information contained in the message. If you have




taff and IT personnel sign on as
IT & Agency Users Login

@ CJIS Online

Welcome to
IS @nli

The |ncfust'ry standard p or all your CJIS complia

Full Administrator Login Agency Administrator Login Vendor Login IT & Agency Users Login

Login page for Full Login page for Agency Login page for Vendor Users tc¢ Login page for IT and Agency
Administrators to manage their Administrators to manage their complete training and Admins Users to complete their training
local agencies and users local users manage their company users and testing

Login




Vendor employees sigh on as
Vendor Login

@ CJIS Online

Full Administrator Login Agency Administrator Login Vendor Login IT & Agency Users Login

Login page for Full Login page for Agency
Administrators to manage their Administrators to manage their
local agencies and users local users

Login page for Vendor Users to
complete training and Admins to
manage their company users

Login page for IT and Agency
sers to complete their training
and testing



TRAINING & TESTING

Users will first complete the training modules then any possible test.

To pass, score at least 70% within 1 hour by answering 18 of 25 questions correctly.
If a user does not pass, they must wait 3 hours before trying again.

Level One is available in Spanish. Level One does not have a test — only a certificate.

& CJIS Online

(D Dashboard @ Training «

Security Awareness Certification

Training

You are currently assigned Level 1 CJIS Security Training, which is designed for Personnel with Unescorted Access to a Physically Secure Location
(This level is designed for people who have access to a secure area but are not authorized to use CJI)

Begin Interactive Training -

Alternative Formats

Level 1 - Document Version This is a text version of the Level 1 Training. Begin Training

MNivel 1 (version en espafiol) Este es el nivel 1 de la capacitacion traducido al espafiol. Begin Training

Please contact your administrator if this is not the appropriate training level



COMPLETION OF TRAINING & TESTING

Upon successful completion (70% or better) of the CJIS Online testing the user will
receive a certificate good for two (2) years. Upon expiration the user will need to
complete the training and testing process all over again — there is no recertification
for CJIS Security Training.

Criminal Justice Information System
Security & Awareness Training

s APNBP L E

This s to certify that

has successfully completed the

Level CJIS Security Test

T crriifie oo cxpirgd Fad

10/23/2018 wears from e dote of lsrseanoe. 10722,/ 2020

Cartification Date Lxpiration Date




MONITOR TESTING ACTIVITY

Logging in as a Local Agency Admin you can run reports to monitor the agency’s
training activity.

@ CJIS Online

Dashboard @ Administration «

Dashboard Test Activity Report

Certification Expiration Report

WELCOME TO CJIS R SYSTEM PRIVILEGES

Fingerprint Report Agency Administrator

AGENCY USER STATISTICS

2 0 0

Active Users Expired Active Expiring (next 60
Users days)



MONITOR TEST ACTIVITY

Regularly reviewing the Test Activity Report provides an agency wide perspective for
upcoming expiration dates. This can be run for agency or vendor users.

Reports, Test Activity.

@ CJIS Online o (8 s -

(D Dashboard @ Administration [ Reports ¥ ®

Test Activity Report

Choose an Employee Type *

Ak

Agency Employees

Begin Date End Date Grade

All Passes/Fails

¥ Include records from all dates

Clear N



CREATE AN EXPIRATION REPORT

These settings will generate an expiration report for the agency or vendor
users. It provides an Export to worksheet format feature.

Reports, Certification Expiration Report.

@ CJIS Online o @) secun -

(D Dashboard & Administration ¥ [ Reports = ®

Certification Expiration Report

Choose an Employee Type *

4

Agency Employees

Begin Date End Date

! Include records from all dates

[[] Only show accounts with no certification history

oo | [ €



Questions?



Contacts

If you cannot login,
512-424-7364
or
cjis.audit@dps.texas.gov

For Law Enforcement agencies with CJIS related questions,
512-424-5686
or
security.committee@dps.texas.gov
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