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Preface

Welcome to the CJIS Security Awareness Training software available to Texas agencies to help
meet current CJIS Security Policy requirements in Section 5.2. TX DPS purchased this application to help
agencies without access to training in Omnixx/TLETS. Many agencies will find this a good single source
for recordkeeping instead of maintaining a paper list or multiple lists for audit review.

We recommend starting small by adding the agency’s IT staff and vendor records, personnel
who typically do not have sign on credentials to Omnixx. Many vendors have been preloaded into the
training software. Next, the agency may want to transition their employees from Omnixx into the
training software. Security Awareness Training previously completed in Omnixx will not transfer over to
this new software. This application does not replace TCIC/TLETS certification training available in
Omnixx. This is being provided to help create one recordkeeping source for all Security Awareness
Training.

The manual is broken into parts. One section for the TAC, one for the vendor and one on the
security awareness training process. The content labeled ‘TAC' refers to the main access and
responsibilities the TAC holds referred to as the ‘Local Agency Admin’ in this guide. The ‘Vendor
Administrators’ section is primarily for the vendor’s use. The TAC may set up an administrative account
for their vendor known as a Vendor Administrator. The Vendor Administrator can keep track of their
own company’s employee records. The TAC can search and view reports of their vendors, IT staff and
employees training records. The third section is the overall training and testing process for all
employees.

Some important tips to know before getting started; for personnel to be entered, each record
must have a unique business or personal email address as this becomes their sign on credential. When
creating the account for individuals make note of their initial login credentials, as you will need to relay
this information to them. This training application needs Internet access to complete. The agency’s TAC
will be provided an initial sign on credential for access. There is a Contact Support button at the screen
bottom for any assistance needed.



CJIS Online — TAC Tutorial

The Easy Online Resource for CJIS Information

S&lU‘RE * C IS POWE RED| Y,
CJIS - 3 =3 ] & s S

]
ey PEREDRMANGE

—~ .:E_.":':I_I_L:u:r D 5

K »

RESOURCES

Introduction Page 1
Accessing CJIS Online Page 2
TAC - Adding Agency IT staff and personnel Page 5
TAC — Record Maintenance for IT staff and personnel Page 8
TAC - Adding Agency Vendor Page 12
TAC - Adding Vendor Administrators Page 18
TAC — Reports Page 24
Vendor Administrators —adding vendor employees Page 27
Security Awareness Training Page 32

Frequently Asked Questions Page 41



Introduction

CJIS Online is the latest addition to the resources TX DPS has added to help agencies meet CJIS Security
Awareness Training requirements. Definitions mentioned throughout this document include:

IT & Agency Users — Law enforcement personnel in technology roles (internal regular staff or through a
Management Control Agreement), agency employees with access to CJIS data and personnel without a
TLETS/Omnixx credential with potential CJI data contact.

Local Agency Admin — Terminal Agency Coordinator (TAC) at law enforcement agencies. This the main
contact person the agency has set up with TX DPS to correspond changes, updates to connections and
TLETS recordkeeping duties to name a few. This person is the authorized person on file to enter training

records into the CJIS Online system.

Login — An individual’s unique business or personal email address. Cannot be a shared email address.

Vendor Access — The location vendor employees enter to take training in CJIS Online. The designated
Vendor Admin also signs into the CJIS Online system at this location.

Vendor Admin - The main contact person designated at a vendor’s company responsible for entering
and maintaining their own employee records in the CJIS Online system. Vendors are typically under a
Security Addendum with their respective law enforcement agencies.

I Moving around in the application.

Navigation Menu List in the upper right area to quickly get to screens.

RERFDORMARNEE

---- Mavigation ----
---- Navigation ----

Agency Management
Vendors

Vendor Users Management
IT/Agency User Management
Expiration Motifications
Admin Home

@. HELP To get help on a topic, click the help button.

A CJIS ONLINE
B HOME

J CJIS Online Home, Logs out account and goes to main screen.
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Accessing CJIS Online:

Open an Internet browser to: https://www.cjisonline.com/

x

fi | & httpsy//www.gisonline.com

The Easy Online Resource for CIIS Information
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WELCOME TO THE CJIS ONLINE PORTAL
CJIS RESOURC STATE ADMIN

LOCAL AGENCY ADMIN

VENDOR ACCESS

IT & AGENCY USERS

CJdIS SECURITY TRAINING

o .Contact Support
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https://www.cjisonline.com/

Select the ‘Local Agency Admin’ button.

The Easy Online Resource for CIIS Information
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STATE ADMIN
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LOCAL AGENLCY ADMIN

EEEEERY
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VENDOR ACCESS

IT & AGENCY USERS

CJdIS SECURITY TRAINING

& Contact Support
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Select ‘Texas’ from the State drop-down box then enter the Admin’s first name, last name,
agency’s ORI and password.

Click the ‘Submit’ button.

The Easy Online Resource for CJIS Information
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State/Agency: |Te>cas v |

First Name:  [First name here |

Last Name: |Last name here |
ORI: TXG368688 |
Passwnrd: |uuuun |

.-.....‘
ul Sul:mit_; | Reset )

CEEEEER

[@) Forgot Password ]

0 Contact Support

CJIS ONLINE
n HOME

Copynight © 2006 Peak Performance Solutions

Note: The first name, last name and password are case sensitive.
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TAC - Adding agency IT staff and personnel

**NOTE: If you are entering IT staff responsible for providing IT services for your agency as well as other
agencies, you may enter them by following the instructions for TAC - Adding Agency Vendor, which can
be found starting on page 12 in this document. Do not enter vendor employees as your agency employees.**

Click on the ‘IT & Agency User Admin’ button.

The Easy Online Resource for CJIS Information
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@ HELP
Your Agency Name
) REPORTS ] "‘/% AGENCY ] 2 VENDOR ]

3 o MANAGEMENT MANAGEMENT
.‘IIIIIIIIIIIIIIIIIIII.
. |

VENDOR USERS . _?_“ IT & AGENCY = ] EXFPIRATION

~  MANAGEMENT = & USER ADMIN . @ NOTIFICATIONS

q

HOME

’f CJIS ONLINE ]

o Contact Support
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This is the agency’s home screen listing all the options available to the Local Agency Admin for

record administration, adding vendors and running reports.
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Click the ‘Add New IT or Agency Employee’ button.

The Easy Online Resource for CJIS Information
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Showing Active IT & Agency Employees
Y .
: Add New IT or Agency Employee | |kist All IT & Agency Employees
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Search By Last Name: |

Show All IT/Agency Employees

No Records Found

cevvrvrreeeeeep P Cuais ONLINE
A HOME

) Contact Support
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Note: To get help at any time, click the “? HELP’ button. There is a Navigation drop down list in the top
right area to quickly move to screens. ‘Contact Support’ button is also available.

Tip: CJIS Online Home button will LOG OUT the account and go to the main screen.
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Add Agency IT or Employee
Top Section:

- Complete all mandatory fields marked
by an asterisk *
Department, person’s first and last name.

Middle Section:
- In ‘Level Assignment’ click the dot next
to the level needed: 1, 2, 3 or 4.

Choose the appropriate training level
based on the level description.

Bottom Section:

- Enter the person’s unique email address

then enter an initial password you create.

This will become the initial user’s sign on

credential you will need to provide them.

- Select ‘Support’ for all agency personnel
not responsible for IT functions.

- Select the appropriate IT function(s) for
those individuals being added who have
an IT function for the agency.

Click the ‘Submit’ button.

Notes:
Fields without an asterisk are optional.

Editing Employee Fred Flintstone

Agency/ORI: Tx8838838

Department: [Mzint=nance

State: Texas

First Name: [Fred | *
Middle Name: | |
Last Name: [Flintstane ] *
Phone Number: [512-512-1212 |
Level Assignment
LEVEL NAME LEVEL DESCRIPTION ASSIGH
Level 1 CJIS Security  Personnel with Unescorted Access to a Physically Secure .;é:;.

Training Location
(This level is designed for people who have access to a sscure
area but are not authorized to use CIL)

Level 2 CIIS Security  All Personnel with Access to CIT

Training (This level is designed for people who do not have physical
and logical access to CII but may encounter it in their
duties.)

Level 3 CJIS Security  Personnel with Physical and Logical Access to CII

Training (Thiz level is designed for operators wha typiczlly have

access to query, enter, or madify CII data.)

Level 4 CJIS Security  Personnel with Information Technology Roles

Training (This level is designed for all information technology
personnel including system administrators, security
administraters, netwerk administrater, stc.)

Email address is your user name

Email Address: |50rnear.e@ernailaddress.corr. *

*

Confirm Email Address: [scmecne@emailaddress.com

Password: | *
Confirm Password: [seses *
Active/Inactive Status:
IT/Agency Related Categories
[ programming [ networking
Oir Management [ patabase Management
[ server Management Support

guEmEEm,

||
< EEEEnm

Follow the same process to add additional IT staff or agency employees when necessary.

You can set the password to any secure password appropriate for the agency.

Make a note of the employee login credentials as you will be relaying this to them to start their training.
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TAC - Record Maintenance for IT staff and Personnel

From the agency’s home menu screen, select the ‘IT & Agency User Admin’ button.

The Easy Online Resource for CJIS Information
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) REPORTS )/% AGENCY VENDOR
i : MANAGEMENT MANAGEMENT

. EXPIRATION
@J— NOTIFICATIONS

- [ |
VENDOR USERS . j‘ﬁ‘ IT & AGENCY
= | USER ADMIN

MANAGEMENT

AN s mne )

o 'Contact Support
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List and View Employees

The ‘List All IT & Agency Employees’ button should be selected when you want to see a list of all
ACTIVE users.

The ‘Show All IT/Agency Employees’ link should be selected when you want to see a list of all
ACTIVE and INACTIVE users.

Select the appropriate button. The IT staff and employee list appears like below. Find the employee
on the list, you will be able to edit or view their record. Click on ‘View’ button.

The Easy Online Resource for CJIS Information
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® HELP

Showing Active IT & Agency Employees
|Add New IT or Agency Employee |List All IT & Agency Employees| -
n

Search By Last Name: l:lm “sssssmEEEEEEEEEEES"

AN EEEEEEEEEEEEEEENEEER)
m  Show All IT/Agency Employees

?

RESOUURCES

LAST NAME | FIRST NAME | DEPARTMENT | view |
LA N
Flintstone Fred T CIIS 150 :'Jﬁ .
)
an®

Showing 1-1o0of1

’& CJIS ONLINE ]

' HOME

( Contact Support

Copynght © 2006 Peak Performance Solubions
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Select the ‘Edit’ button to update the record.

The Easy Online Resource for CJIS Information
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HELP
Viewing Employee Fred Flintstone

|Lisl All IT & Agency Employees|

IIIIIIIIIII‘

»
[} [
Employee Personal Information n - EDIT || &
[ [
First Name: Fred IT/Agency Related Cafefyirfct ™ = = = = u|¥)

Middle Name: Support

Last Name: Flintstone
Phone No: 512-512-1212
User Name: someone@emailaddress.com
Agency: TxX8888888
State: TX
Department: Maintenance
Active/Inactive: Active

Level Assigned: Level 1 CIIS Security Training

Testing History

Showing Current Certifications Show All Certifications

No History Available

Finger Print Information ADD

No Fingerprint Records Found

yj!\_ CJIS ONLINE ]

HOME

@ Contact Support

Copyright ® 2006 Peak Performance Solutions

Note: From this screen you are able to Show All Current Certifications under Testing History.
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On this screen, you will be able to edit an existing record. For example, change a user to

inactive status, update an email address, change the training level, etc.

Click ‘Submit’ when done.

Editing Employee Fred Flintstone

Agency/ORI: Tx8888838

LEVEL NAME

Lewvel 1 CIIS Security
Training

Department: [Maintenance

State: Texas

First Name: [Fred | *
Middle Name: | |
Last Name: [Flintstone | *
Phone Number: [512-512-1212 |
Level Assignment
LEVEL DESCRIPTION ASSIGN
Personnel with Unescorted Access to a Physically Secure (O]

Location
(This level is designed for people who have accass to a secure
area but are not authorized to use CIL.)

Lewvel 2 CIIS Security

All Personnel with Access to CII 9]

Training

Training (This level is designed for people who do not have physical
and logical access to CII but may encounter it in their
duties.)
Lewvel 3 CIIS Security Personnel with Physical and Logical Access to CII ')

(This level is designed for operators whao typically have
access to query, enter, or maodify CII data.)

Level 4 CIIS Security
Training

Email Address: [zomeone@emailaddress.com

Personnel with Information Technology Roles ()
(This level is designed for zll information technology
personnel including system administrators, security
administrators, network administrater, etc.)

Email address is your user name

|
cConfirm Email Address: [scmecne@emailzddress.com | ¥
Password: [sesss | *

Confirm Password: [ssese ] *

Active/Inactive Status:
IT/Agency Related Categories

[IProgramming [ Networking
11T Management [ patabase Management

Cserver Managemens. LTS Support
L]

Ll Submit 5 Reset
L]

Note: Personnel may update their own account information (name, password & email
address only) when they sign on by choosing ‘My Info’ button on their screen.
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TAC - Adding Agency Vendor

Open an Internet browser to: https://www.cjisonline.com/

Select the ‘Local Agency Admin’ button.

- Or from Navigate Menu choose Admin Home, &

---- Navigation ----
Reports

Skip next page sy e

Admin Home

The Easy Online Resource for CJIS Information
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VENDOR ACCESS

IT & AGENCY USERS

CJdIS SECURITY TRAINING

o Contact Support
Copynght © 2006 Peak Performance Solutions

CJIS Online TAC Tutorial — September 2016 » Page 12


https://www.cjisonline.com/

Select ‘Texas’ from the State drop-down box then enter the TAC's first name, last name,
agency’s ORI and password.

Click the ‘Submit’ button.

The Easy Online Resource for CIIS Information
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State/Agency: |Te>cas v |
First Mame:  [First name here |
Last Name: |Last name here |
ORI: [rxzeeasss |
Password: [reoneneaes |

: Suhmitt Reset )

PEEEEER

[t_}) Forgot Password ]

o Contact Support

A CJIS ONLINE ]

A HOME
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Adding / searching a vendor record

**NOTE: If you are entering IT staff responsible for providing IT services for your agency as well as
other agencies, you may enter them with this process. Example, county IT may support multiple agencies.
Enter them as a vendor so all the agencies can view the same IT support staff records.

Click on the ‘Vendor Management’ button.

The Easy Online Resource for CJIS Information
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Your Agency Name
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REPORTS % AGENCY : 2 VENDOR ] .
A . MANAGEMENT : MANAGEMENT | =
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MANAGEMENT " USER ADMIN () NOTIFICATIONS

HOME

’i\‘ CJIS ONLINE ]
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Copynight © 2006 Peak Performance Solubions

CJIS Online TAC Tutorial — September 2016 » Page 14



Search to see if the vendor has already been added, choose only one search type at a time:
-Search by Company Name: Enter the company name and click ‘Go.’
-Sort by Category: Limits the list based on the category of vendor.

-Sort by State: Limits the list based on the state where the company is located.

The Easy Online Resource for CIIS Information

SEGILRE - 5
“\? ; P OWE FD i
CJl 5_,?'

RESOURCES

|Ad|:| New Vendor | |Li_=.t All Vendursl

‘IllllIlllllllllllllllllllll.- ATENEEEEENEEEE) .Illlllllllllll‘
n

u Search ByCompanyName:| +m m | Sort By Category ¥ : ® | Sort By State ¥ :

'lIIIllllllllllllllllllllllll' AP RNEFNRRNNNES -IIIIIIIIIIIIIID

Showing All Vendors

COMPANY NAME | NOTIFICATIONS | VIEW | EDIT |

12550LC & ( _% %

1800dryclean E .__% %
2-H Mechanical & ._% %
2-Way Communications Service E K _% %

Search Tip: Try searching with abbreviations, like Inc. for Incorporated, look for old company names, and
check known company employee names first as the company name could have changed.
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After extensively searching, if you need to Add a new Vendor Company Name,

- Select the ‘Add New Vendor’ button.

The Easy Online Resource for CJIS Information
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® HELP

|Add New Vendor | |l=st All ‘-‘&ndnrs|

Search By Company Name: l:l m Sort By Category ¥ |50rt By State v |

Showing All Vendors

COMPANY NAME | noTIFICATIONS | VvIEw | EDIT |

12550LC & t% @

1800dryclean
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2 I

2-Way Communications Service (
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Add New Vendor

The Easy Online Resource for CJIS Information

- Complete all mandatory fields Saslu‘ng . C ]I Do

marked by an asterisk * CJIS

PERFORMANCE

RESOURCES * / F 500 G B
~—f Ny~ -

- Enter the new vendor’s company

name and contact information. (* Required Fields)

Vendor Company Name : |

Contact Name: |

Address: |
City: |
State: v
 E—
Phone: [ ]

Vendor Description:

- Select the appropriate categories
related to the vendor.

m  Categories Related to Vendor =
4EEEEEEEEEEEEEEED

-/ CAD . Mobiles
= Workstations = Networking
L Switches | Consulting
' Custom Software = Training

- Testing L Other
guEEEPD

- Click the ‘Submit’ button. QR

’& CJIS ONLINE
o HOME

o Contact Support

Copynight @ 2006 Peak Performance Selutions

Notes: Fields without an asterisk are optional.
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TAC - Adding Vendor Administrators

Open an Internet browser to: https://www.cjisonline.com/

Select the ‘Local Agency Admin’ button.

- Or from Navigate Menu choose Admin Home, & e
Skip the next page Admin Home

The Easy Online Resource for CJIS Information
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https://www.cjisonline.com/

Select ‘Texas’ from the State drop-down box then enter the TAC’s first name, last name,
agency’s ORI and password.

Click the ‘Submit’ button.

The Easy Online Resource for CJIS Information
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State/Agency: |Te>cas v |

First Name: [First name here

Last Name: |Last name here

|
|
ORI: IEEEEEEE |
|

Password: |uoouoou
sEEEEEw

: Submit : Reset )

anEEEn?

@) Forgot Password

G .Contact Support

AN s onuwe ]
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Add a Vendor Administrator

Click on the ‘Vendor Users Management’ button.

The Easy Online Resource for CIIS Information
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Select the ‘Add New Vendor Employee’ button.

*Note — You will do this to set up the Vendor Administrator only. Once you have created an account for
the vendor agency administrator, they will then be responsible for adding any additional company
employees into CJIS Online.

The Easy Online Resource for CJIS Information
- = - .
SEELRE *
*
CJlS '

K

RESOURCES

Showing Active Vendor Employees

: |Add New Vendor Employee |i_ist All vendor Employees|

v L
EEEEEEEEEEEEEENEES | |

Search By Last Name: | | m By Cempany Name: m

Show all Vendor Employees | Show Vendor Notifications Assigned to Me

LAST NAME | FIRST NAME | coMPANY |__E-NOTIFY STATUS | VIEW|
Finniff Edna Arapahoe County IT X ¢ ‘{\.
Symareh Aminata American Traffic Solutions X
AAMODT ERIC DATAWORKS PLUS x ‘%
Abad Arvin Appriss X ( %
Abaygar Somedi Structured Plus X ‘%
Abbadini Reno Florida Dept of Transportation - TURNPIKE X {

TOLL 'k\t

CJIS Online TAC Tutorial — September 2016 » Page 21



To add an administrator name to a vendor company, select the vendor name from the list.
Click the ‘Continue’ button.

*Note: you can also choose ‘Add New Vendor’ from this screen.

Choose a vendor from the list below to add an employee.

12550LC

1800dryclean

2-H Mechanical

2-Way Communications Service

3M Cogent Inc.

3M ELECTRONIC MONITORING

911 ADDRESSING

911 Technical Svcs

A & B CLEANING SERVICE

A CLEAN TEAM ¥

‘IIIIIIIIIII

»
Y corie» I
»

Add New Vendor
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Add Vendor Administrator

Top Section: Add Vendor Employee to Solutions

. Company Name: Solutions
- Complete all mandatory fields

marked by an asterisk *
The vendor administrator’s first and

First Name: |Frst Mame

Middle Name: |

Last Name: Last Name

last name.
Phone Number: |512-355-1212
Level Assignment
Middle Section: LEVEL NAME LEVEL DESCRIPTION ASSIGH
Level 1 CI15 Securty  Persannel with Unescorted Access to a Physically Secure
- In ‘Level Assignment’ click the dot Traiele [This level is designed for peogle who have access to a secure

§red Bt 5w oh patharized b e CIIL)

next to the level 1, 2 or 4.
Choose the appropriate training level

Lawwd 2 C315 Securty  All Viendors with Access to C1E

based on the level description. Training (This level is designed for vandsrs who da not have physical
;r_f.lﬁml access bo CI] Bt may encownter it in their
Lol 4 C315 Bacurity  Vanders with Informabicn Techackegy Soles W
Traiisiing (This bevel is designed for all vendors with information -
Bottom Section: ritrsions etk eigraton dey
- Enter the person’s unique email
address then enter an initial password Expiration Notification: [on ] @)
you create. This will become the initial This will allow a vendor employee to manage smployeas in their company.
user’s sign on credential you will need Admin Status: [on v |
to provide them. Ensure ‘ON’ is in the Finger Print Information
Admin Status box making the account Date: [sEp v [1 v oze ]
an administrative account. Email address is your user name

Email Address: somecreSemailaddress.com

Confirm Email Address: ssmecceSemailaddress.com

Password: sesssess

Click the ‘Submit’ button.
Confirm Password: [rersises *
Notes:

Fields without an asterisk are optional. Finger print Information is optional.
You can set the password to any secure password appropriate for the agency.

Make a note of the vendor admin login credentials as you will be relaying this to them so they can
enter their employee records.
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TAC - Reports

From the agency’s home menu screen or navigate list select the ‘Reports’ button.

The Easy Online Resource for CJIS Information
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The following report types are available. Choose the ‘Test Activity Report’ or ‘Certification
Expiration Report’ button.

The Easy Online Hesource for CITS Tnformation
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Choose and enter the appropriate report criteria for the report selected and select the
‘Submit’ button.

For example, to quickly view IT and staff with no test history select the ‘Show IT/Agency
employees with No Test History’ link and choose any timeframe.

The Easy Online Resource for CJIS Information

SEEURE - :

RESOUORCES

Expiration Report

Choose employee type:
' = By Month September ¥ 2014 ¥
By Time Period From |September ¥ 2014 ¥

To | September ¥ 2014 ¥

Very Specific From |September ¥ 2 v 2014 ¥

To [september ¥ 2 v 2014 ¥

All Dates in Data Base

B =3

p_ﬁ CJIS ONLINE
A HOME

@ Contact Support
Copyright ® 2006 Peak Performance Solutions

Certification expiration report sample

The Easy Online Resource for CIJIS Information
- = =
SEGILURE -
‘l*
cJl 5_,’ ]

RESOURCES

No Test History Report

Search Again
IT/Agency with No Test History

{Active Users Only)
OPERATOR NAME | USER ID | ORI | EXPIRATION DATE |

Flintstone, Fred semeone@emailaddress.com TXB8888888 Mo Tests Taken

Showing 1 -1 of 1

’_& CJIS ONLINE
i HOME

& Contact Support
Copyright © 2006 Peak Performance Solutions
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Vendor Expiring Report

For a vendor employees list, on the Employee Type box, choose Vendor Employees then Choose a
Vendor name from the list, enter the timeframe and select ‘Submit’ button.

The Easy Online Resource for CJIS Information

=]
e - CIS ‘_.7*

I:.JIS,?-

PERFERM-\H:E

RESOUORGCES

Expiration Report

Show Vendor Employees with No Test History
Show IT/Agency Employees with No Test Histo

Choose employee type:

Choose Vendor:
[Peak Performance Solutions

() By Month IAugust ~] IZDIS-

) By Time Period From [august  [v] [201e[~]
To |August - |2016-

0 Very Specific From [august [5 [zo1e[ V]
To |August ~] |2016-

—

® All Dates in Data Base

» Er =
e

The Easy Onhnt- Resource for CY1S Information

Expiration Report

[sort By ~] Search Again
Showing All Dates
(Activa Usars Only )

OPERATOR NAME | usEr 1D 1 COMPANY MAME | USER LEVEL | EXPIRE DATE ]
Hiatt, hiatt§ Soluton_coem Solutwns Level 4 CIS Secunty Traming odfoxfan?
Scarborough arborowgh B Sehbens corm Solutiony Lavel 4 CHS Securty Trasung 03/29/2018
Schmidy, schmidt § Selutions_ g Salutons Larvel 4 CIS Securty Trasung 1032017
Walentee walenting § Salutiomy_ g Solutions Larval 4 CHS Security Traming 03/29/2018
Yearty yearty § Solutions_cowm Solutiona Level 4 CHS Security Traming od/15/2018

Yaaty ety Selutbions_coem Solutona Lavel 4 CHS Securty Traming oa/0L2018

Showing 1 - 6 of 6
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Vendor Administrators - adding vendor employees

Open an Internet browser to: https://www.cjisonline.com/

Select the ‘Vendor Access ’ button.

The Easy Online Resource for CJIS Information
- =
SECELRE

DJI;? 2 NG
2 G . =

RESOURCES

STATE ADMIN

LOCAL AGENLCY ADMIN

‘IIIIIIIIIIIIIIIIIIIIIIIIIIIII‘
[ ]

VENDOR ACCESS

TR EY]

| ]
4N EEEEEEEEEEEEEEEEEEEEEEEEEEER

IT & AGENCY USERS

CJdIS SECURITY TRAINING

o Contact Support
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Enter the Vendor Administrator’s email address and initial password created on previous step.

Click the ‘Submit’ button.

The Easy Online Resource for CJIS Information

5 EE{U‘R E - C ]IS ﬁ:—
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Vendor Login
Email Address: | H

Password : |ouuu.. |
Lessmmmm»

:IL Submit J E_ Reseat J

&) Forgot Password |

@~ Contact Support

A e e )

n HOME
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Note: The Local Agency Admin (TAC) can create the initial sign on credential for the person designated at the
vendor company who will be the company’s training records administrator.
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Select the ‘Vendor Admin’ button.

The Easy Dnllne Resource for CIIS Information

SEEtLlRE * FOMWERED] By,
.. PEAK

Souligions
RESOURCES

EJIE '
g » J py, g - EERFEO R MATNEE
? s

Vendor Employees
.' TESTING ] & TRAINING }
= TESTING r7
Aol
ﬂ?ﬂ HISTORY J Y MY INFO }
‘IIIIIIIIIIIIIIIII.‘
H .
. ;? VENDOR ADMIN] -
. S H
AN NN NN NN EENENENEENENS

A e g )

A HOME

(3~ Contact Support
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Note: To get help at any time, click the “? HELP’ button. There is a Navigation drop down list in the top
right area to quickly move to screens. ‘Contact Support’ button is also available.

Tip: CJIS Online Home button will LOG OUT the account and go to the main screen.
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Select the 'Vendor Users Management’ button.

The Easy Online Resource for CJIS Information

S?Etu‘RE . ( ]IS __ e Fowerenlay
CJIS -! A L) . e

B ER GO R MAMNEE]

RESOURCES

i=] |_';'u1'| (=N

Home My Info Testing Training Test History Admin Home

Vendor Administration

>
¥ [ ]
y REFORTS - VENDOR USERS -
% - ~ MANAGEMENT =
| |
‘.IIIIIIIIIIIIIIIIIII'

.. VENDOR INFO

HOME

’_‘i? CJIS ONLINE ]

(- Contact Support
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Select ‘Add New Vendor Employee’ button.
(To view your current user’s list select ‘List All Vendor Employees’)

P O E REDNS Y,

Home My Info Testing Training Test History Admin Home

Showing Active Vendor Employees

n
Add New Vendor Employee Ebt All Vendor Employees

EEEEEEEEEEEEEENEEND

Show All Vendor Employses

I}
| |
| ]
a
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Vendor Administrator - Add New Vendor Employee

Add Vendor Employee to Solutions

Top Section: Company Name: Solutions
First Name: [First Mame '
- Complete all mandatory fields marked Middle Name:
by an asterisk * Last Name: [Last hame '
The vendor employee’s first and last name. Phone Number: [Siz-555-1212
Level Assignment
LEVEL NAME LEVEL DESCRIPTION ASSIGH
Middle Section: Larvad 1 CH5 Sacurity  Personinel with Uinescorted Acoess to a Physically Secure
] L AR

(Thiis bevel is designaed for peophe who have access to a secure
srad Bt 5w 5ot sutharized b use CI1.)

- In ‘Level Assignment’ click the dot next to

the |eV€| 1, 2or4 training. Larval 2 CH15 Security Al Vendors with Access to CJE
. .. Training (Thiis bevel is designed For wendars whe do not have physical
Choose the appropriate training level based aed logical access to CI1 bt may enceunter & in thes
. L. duties. )
on the level description.
Ll 4 CHIS Securiy  Vendors with Informatize Techackgy Boles .
Training (This bhevel is designed For all vendars with informaticn i

tach mokgy g ingludeng Sytem aceminigbrakion, security
sdminisbration, network administrabion, efc.)
Expiration Notification: I;z L7
This will allow a vendor employes to manage employess in their company.

Admin Status: |.:..-. v |

Bottom Section:
- Enter the person’s unique email address then
enter an initial password you create. This will

become the initial user’s sign on credential you Finger Print Information
will need to provide them. Admin status is Off Date: [sep v][1 [v]fa0ielv]
unless setting up secondary admin account. Email address is your user name

Email Address: ssmesceSemailsddresscom

Confirm Email Address: ssmesca@emailsddress com

Password: eesssses
Click the ‘Submit’ button. Confirm Password: frreeses '

Notes:
Fields without an asterisk are optional.

Your user’s profile has now been created and will appear on the ‘All Vendor Employees List’ mentioned
on the previous page.

You can set the password to any secure password appropriate for the agency.

Make a note of the vendor employee login credentials as you will be relaying this to them to start training.
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Security Awareness Training

Open an Internet browser to: https://www.cjisonline.com/

Select the ‘Vendor Access or IT & Agency Users’ button.

Vendors — Select the ‘Vendor Access’ button.

IT & Agency Users — Select the ‘IT & Agency Users’ button.

The Easy Online Resource for CJIS Information
. - —
SEBILIRE b

culg,‘,ﬁ

RESOYRCES
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STATE ADMIN

LOCAL AGENCY ADMIN

4 I EEEEEEEEEEEEEEEEEEEEEEEEEEN
[ ]
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‘.IIIIIIIIIII EEEEEEEEEESR
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I EEEEEEEEER EEEEEEEEEEWN
[ ]

IT & AGENCY USERS

[ ]
Yy EEE NN EEEEEEEEEEEEEEEEEEEEESR
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o Contact Support
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Vendor Users will see this login screen:
Enter your email address and password then select ‘Submit.’

The Easy Dnllne Resource for CJIS Information

EEC.'-LIRE
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Forgot Password

A ewe e )

o HaOME

- Contact Support
Copynight @© 2006 Peak Performance Solutions

IT & Agency Personnel Users will see this login screen:
Enter your email address and password then select ‘Submit.’

The Easy Onllne Resource for C1IS Information

EEE“—IRE * P OWwWE RED BT,
s P EA K
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CdJdl 5'? '
F'ERFI:IRMQI‘{EE

RESOURCES * e Ie EEILI_ITIEINE
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Email Address 'ﬂ
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sEEEEEED

I,L Submit J:L Reset J
AEEEEER l.
Forgot Password
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o~ Contact Support
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Select the ‘Training’ button.

The Easy Onll'_ne Resource for CJ1IS Information

SEBURE -t ﬁ:—
EJI;*' C: ]_IS o

L]
Mk " g
|' S ENE

RESOURCES

NN -

IT & Agency Employees
. >
.' TESTING ] & TRAINING ]

4EEEEEEEEEEEEEEEEEERED

L TESTING o
A,
@J HISTORY ] A MY INFO

£y

HOME

’_".1.} CJIS ONLINE ]

(3~ Contact Support
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Note: ‘My Info’ button provides access to change password, update email address and name information.
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This announcement will appear on the screen if the User Profile has been set to Level 1
CJIS Security Training.

If the person is a certified TLETS Operator or IT person, they are accessing the inappropriate training.
Please contact the Local Agency Admin or TAC for further instructions.

To continue with the training, select the ‘Begin Training’ button.

You are assigned the following training: [
Level 1 CIIS Security Training
which is intended for:

All Personnel with Access to CII
(This level is designed for people who do not have physical and logical access to CJI but may encounter it in their
duties.)

Please contact your administrator if this is not the appropriate level,

dEEEEEEEEEEEEEEEN,

eNmEN
4nmmn

CJIS Online TAC Tutorial = September 2016 » Page 35



The screen will be similar to this when first accessed.

Please follow the prompts to continue with the training module.

CJIS ./
Online )(

it By A
[T

Meanu

= 1. Welcome
1.1. Welcome
1.2, Purpose

~ 2 Criminal Justice Information /A A.warrtess;:'
21. What s I ] Begins/
22 What ks CHRI? With”
2.3. Understanding CItS | You!

2.4, The Interstate Informati... |
2.5. Using Cll |
1.6. Restricted Data

2.7. Authorized Purposes

18, Authorized Uses

2.8, Tips for Handling €A

2.10. Blectronic Media

2.11. Hard Caoples

2.12. Physicalty Secure Locati...
2,13, Physically Unsecured Lo,

2.14. Agency Requirements
2.15. Impact of Misuse

3, Security Incidents Welcome to the CIIS Security and Awareness Training.
3.1. Security incident Definttl...

3.2 Security Incident Poliy .,
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After the Security Awareness Training is completed, this screen appears.

Select the ‘Exit Course’ button to close the training module.

CJIS LY.
Online )’

1. Welcome
2 Criminal Justice information
3. Sequrity Incidents

4, Concluslon

4.1. Securing Access
4.2, Next 5teps

4 W T o Y
.3 *"*.*_
o S
L
e ke

. o cees (CIVF)
e Information el
('ﬁmh‘li‘- L Gecurity Policy

pepion 31
et
wal
.\_|L5T.\J-'_k-lﬂ-'\'“

Conclusion

W e e e W

We encourage you to always
refer to the CJiS Security Policy

for the latest technical
information regarding ClI5
security or if you have any

questions about these policies.
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After the Training Module is closed, the training modules will be accessible prior to taking the test.

To start testing, select the ‘Testing’ button.

The Easy Online Resource for CIIS Information
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Confirm taking the Security Awareness Training by checking the box on the page before
beginning the test.

After checking the box, click ‘Submit’ button.

- ¥our name will appear hare

Please confirm you have taken the training necessary to take the following
exam: Level 1 CJIS Security Test

If you would like to take the training now click this button:

7. TRAINING ]

N

By checking below you have confirmed that a
you have taken the necessary training for

the exam. Users are reguired to complete

the security awareness training everytime
before taking the test. Security policies are
constantly being updated, and review of the
training is necessary.

# F  Confirm Training

EEEEEEEEN,

EEEEEEEEY

POWERED BY

nexTEST
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Personnel must score at least 70% (18 of 25 correctly) within 1 hour to pass the test.

If they do not pass the test, they must wait 1 hour before trying again.

Upon successful test completion (70% or better) they will receive a certificate.

This person is certified for two (2) years. Upon expiration, the person will need to complete the
training and testing process again — there is no recertification for CJIS Security Training.

Criminal Justice Information System
Security & Awareness Training

This is to certify that

has successfully completed the CJIS Security & Awareness Course
by completing the following exam:
Level 3 CJIS Security Test

Thiz cernficanion expires wo
September 1, 2016 years from the date of issuance September 1, 2018

Certification Date Experation Date

The Local Agency Admin can open the person’s account in IT & Agency User Admin from the main
page to print another certificate or view Test History, if needed.
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Frequently Asked Questions

Can the agency have more than one Local Agency Admin account?
Not at this time.

Will my testing transfer from Omnixx to the new CJIS Online software?
Sorry, the previous training does not transfer over.

Is the CJIS Online training mandatory?

Security Awareness Training is required every two years and within six months of assignment. The CJIS Online software is
another resource to help consolidate and automate training records for the agency. The agency may continue to use
Omnixx training, the PDF from our webpage, or create their own training meeting CJIS requirements in section 5.2.

How much does the CJIS Online software cost the agency?
There is no monetary cost to the agency.

If | enter a vendor record or account record incorrectly, can | delete it?
No. records can be edited, but not deleted by the agency. The agency can deactivate the account record, but not delete
the record. The record will show Inactive.

How will personnel be notified to be tested again in two years?

Each individual user will receive an automated email both 60 and 30 days prior to their expiration date on the first of the
month in which that date falls. If the Local Agency Admin would like to receive these emails as well for their users, they
will need to log in as a Local Agency Admin and click on the Expiration Notifications button and turn on the feature
manually. This feature will cause the system to send the Local Agency Admin an email on the first of each month of all
their users who will be expiring in both 60 and 30 days.

My employees do not have a unique work email address?
The CJIS Online software requires an email address. There are other options available to the agency to meet Security
Awareness Training requirements. Please visit our web page http://www.dps.texas.gov/SecurityReview/documents.htm

for other possible training materials available. Personnel can also use a personal email address.

Is there a Spanish version available?
Not at this time.

Whom should | contact if | have questions about the CJIS Online software?
Entities should contact TX DPS at 512-424-7364 or cjis.audit@dps.texas.gov for general support. Law enforcement

agencies may contact the CJIS Security Office @ security.committee@dps.texas.gov for security awareness issues.
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