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How To Cyber : — :
Submit Suspicious Emails

Receiving junk emails, a.k.a. spam, is an inevitable fact of conducting business. Sending
annoying quantities of unsolicited emails is primarily a commercial practice, but it is also a
popular avenue for malicious attackers. These phishing attacks are extremely successful,
because differentiating between normal and malicious emails is difficult. Especially when
they can originate from known and unknown sources.

In order to combat phishing attacks campaigned against the Department, Cyber Security
created the following simple and safe procedure to check suspicious emails:

. o o . O
Step 1: Save It Suspicious Email Indicators

In Outlook: Navigate to File > Save As,
and store the file locally on your
workstation.

¢ Abnormal spelling or
sentence structure

Strangely named
Step 2: Attach It attachments or file

f t
Create a new email and attach the file. S

Asking for your personal

Ste 3: Send It information
Tell us why it is suspicious and send the Anything requiring you to
email to Spam@dps.texas.gov. We will do the login or provide your

rest! password

If an email is suspicious in any way, please complete this procedure. Cyber Security
never misses an opportunity to neutralize potential security threats. In fact, our analysts
enjoy the challenge. For more information, read our step-by-step guide, or reach out to use
directly at CyberSecurity@dps.texas.gov.

Preventing phishing attacks is easy as pie...or

Whichever you prefer.


mailto:Spam@dps.texas.gov?subject=Suspicious%20Email:%20
https://portal.tle.dps/sites/it/cyber/_layouts/15/WopiFrame2.aspx?sourcedoc=/sites/it/cyber/General%20Documents/How%20to%20Report%20a%20Suspicious%20Email.doc&action=default
mailto:Cybersecurity@dps.texas.gov

A Single Spear Phishing Click
Caused the Yahoo Data Breach

A single click was all it took to launch one of the biggest data breaches ever.
One mistaken click. That's all it took for a Canadian hacker aligned with rogue
Russian FSB spies to gain access to Yahoo's network and potentially the email
messages and private information of as many as 1.5 billion people.

The U.S. Federal Bureau of Investigation has been investigating the intrusion for
two years, but it was only in late 2016 that the full scale of the hack became
apparent. The FBI indicted four people for the attack, two of whom are rogue FSB
spies who work for the division that is supposed to cooperate with America’s FBI
on cybercrime investigations. (The FSB is the successor of the KGB).

Read other relevant articles here.

Cyber Security Stats: April 2017
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https://blog.knowbe4.com/cyberheistnews-vol-7-12-a-single-spear-phishing-click-caused-the-yahoo-data-breach

Crypto :

Challenge Champions:

March 2017

= B. Durham M. Allen
Showing the work 0. Simpson . imhor

A. Baker D. Fout
. ' , . .. . F. Carmichael M. Lherisson

Sharpen your pencils, because 'Cyber-School’ is officially in D. Palmer R. Flores

session. Last month’s challenge was a huge hit, and produced S. Campbell  J. Taylor
D. Wright R. Dodson

tons of great answers! K. Schofield ~J. Crouse
N. Gilbert A. Dooley

[AIBICID]E[F] For those who do not know, S. petty R. Hess

M. Lucero T. Kingsley

Crypto-Challenge 1.0 was a M. Lesko A. Shoop

. . B. Gib L. Fost

Caesar cipher. Named after Julius 1oS0n OSter

D. Evans F. Davis
[a[B]c[o]E]F] Caesar himself, this cipher is a C. O'Neal J. McClendon

Note: Each letter corresponds ) ) ] B. Means K. Patrick
with another letter. In basic encryption technique. It M. King M. Corona
; cprs E. Baker J. Lavender

essence, the cipher replaces works by shifting letters of an e C Gorci

letters by “shifting” around the _ - SOMmez - Garcia
alphabet! (Wiki) alphabet against another B iRy I LeeieE
) ) J. Norris E. Maestas

alphabet. To keep it spicy for D. Wade C. Herrera

potential new readers, I will not provide the full solution;

however, shifting the alphabet 13 rotations may be extremely

helpful when decrypting last month’s challenge.

Finally, kudos to all the readers and participants—especially

our crypto challenge champions!

J. Kimbler
M. Saucedo
A. Burton
D. Conte
K. Sullivan
V. Lawson
B. Thomas
A. Vazquez
T. Hampton

M. Inabinet
D. Stefanov
E. Neumenn
W. Corona
R. Lytle
G. Salinas
B. Lewis
R. Snow

"MDEWMDEXMTAgMDEXMDAXMDEgMDEXMTAXMTAgMDEXMDAXMDEgMD

ExMTAWMTAgMDAXMDAWMDAgMDEWMTAWMTEgMDEXMDEWMDAgMDEX

MDAWMDEgMDEXMTAWMTAgMDEXMDAXMDEgMDAXMDAwWMDAgMDEwWMT

Crypto

EwMDEgMDEXMDEXMTEgMDEXMTAXMDEgMDEXMTAWMTAgMDAXMDAwWM

Challenge DAgMDEWMTAWMDAgMDEXMDAWMDEgMDEXMTAWMTEgQMDEXMTAWMTE

2.0

gMDEXMTAXMTEgMDEXMDEXMTEgMDEXMTAWMTAgMDEXMDAXMDAQg”

Connect with us

Hint: "This challenge is 64 times the fun”

More Interesting Links

Email Jennifer your answer, or if you need help. Good Luck!

Visit the Website

For newsletter Slashdot

Security Week
Security Now

Check out our Website for

support contact

additional security information.

Jennifer.Carson@dps.texas.gov
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https://slashdot.org/
http://www.securityweek.com/
https://twit.tv/shows/security-now
https://portal.tle.dps/sites/it/cyber/SitePages/Home.aspx
https://portal.tle.dps/sites/it/cyber/SitePages/Home.aspx
https://en.wikipedia.org/wiki/Caesar_cipher
mailto:Jennifer.carson@dps.texas.gov?subject=CryptoChallenge:

