IT-13   DPS – VPN Request Form

	
DPS Requester's Name
	
Requester's Phone#
	
Requester's Email
	
Department
	Request Type:
New/Additional/Delete
	Change Category :
Normal/Temporary/Emergency
	Date of Request/
Duration (TEMP,PERM)

	

	

	

	

	

	
	


	
Offsite Contact Name
	
Offsite Contact Phone#
	
Offsite Contact Email
	
Department
	
Network Admin 
Name
	
Network Admin
Phone #
	Network Admin Email

	

	

	

	

	

	
	




	
	
Phase 1 Parameters

	Authentication
	DPS currently only supports pre-share. The pre-shared key can be relayed over the phone. 

	Encryption
	
(e.g. 3des)

	Hash
	
(e.g. md5)

	Diffie Hellman Group
	
(e.g. group 2)

	Lifetime
	
(e.g. 3600)



	
	
Phase 2 Parameters

	Remote Peer
	(DPS Peer address is 204.65.233.2)

	PFS
	
(Yes or No)

	Transform Set Encryption
	
(e.g. esp-3des esp-sha-hmac)

	Lifetime
	
(3600)




Encryption Domain: (Please be explicit as to what port and protocol access is needed, as we will be filtering the VPN traffic to only required ports and protocols. Also, it is DPS policy that no RFC1918 address space will be routed to external VPN connections. Please provide public addresses for the encryption domain):

	
	
Remote Address
/Subnet Mask 
	
Source Protocol/Port 
	
DPS Address
/Subnet Mask 
	
Destination Protocols/Ports 
	
Description

	e.g.. 
	22.0.0.0/24
	TCP/FTP
	170.193.10.0/24
	TCP/FTP 
	Encrypt ftp access to DPS ftp servers from XYZ . 

	a 
	
	
	
	
	

	b 
	
	
	
	
	

	c 
	
	
	
	
	


Description of what you are trying to accomplish (use additional pages if needed):





	

The following section is to be completed by DPS IT Security Staff:
	 Change Request Security Review Results 

	


	Change Request Results: Approved/Denied, and Comments 

	


	Date Closed : 
	VPN Change Request Form Number/Added to change  management  form  by:



Save this form in Microsoft Word. Email copy of SAVED form to: Data-Security@dps.texas.gov                                                 
