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TLETS Re-Engineering Project Update

The TLETS Re-Engineering project continues to make progress. TxDPS is planning to move the system into production prior
to the end of this calendar year. The schedule has slipped somewhat, however, progress is being made and we are making
every effort to move forward as quickly as possible.

It is imperative that member agencies begin planning for migration to the new system. TxDPS recognizes that every agency
will be affected by this change. Some agencies will be impacted more than other agencies. It would be difficult to publish
requirements in this forum because requirements are largely dependent on the agency itself. A small agency with a single
terminal that is not interconnected with other networks (including the public Internet) will need only a Network Interface Card
(NIC) to connect. Large agencies with many terminals and interface devices will need enterprise network appliances and
software that provides routing, switching, network address translation (NAT) and security. TXDPS will require all
agencies to undergo and be approved by the TXDPS Security Review Process prior to moving onto the new
system. All agencies must migrate to the new system prior to September 2008.

TxDPS very much appreciates those agencies that have volunteered to participate in the early migration which will occur
during the user acceptance period. Agencies may volunteer to move to the new system during the early stages by
contacting the TLETS Order Center at tlets_order_center@txdps.state.tx.us. TxDPS cannot guarantee that a volunteer will
be selected to participate in the early migration. Many factors will be considered. Agencies with known equipment problems
will be given higher priority than those without equipment. Many agencies are planning installation of new or upgraded
systems and TxDPS will take that into consideration as well. TxDPS will select both interface agencies and direct connect
agencies for migration during our system acceptance period. It is necessary to have a variety of end user configurations for
the system acceptance period. After the volunteer list is depleted, TxDPS will begin a systematic process to move all other
users to the new system. During that period, TXDPS will be contacting the member agencies to arrange a time that is
agreeable to all parties. TxDPS provides service to hundreds of
I ————— | aqencies across the state and has over than 300 of its own offices.
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Notice to CAD, RMS and Mobile Systems that Interface with TLETS

The test bed for Interface agencies and their vendors will be available by the end of this month. The test bed will be located
at TxDPS headquarters in Austin and will afford interface agencies with a network connection through the TxDPS Satellite
network. This will allow agencies and their sponsored vendors an environment to thoroughly test the encrypted DMPP-2020.
Questions, comments, and concerns may be relayed to mailto:tlets@txdps.state.tx.us.

The following is the test plan procedures for all interface vendors over satellite.

Objective: To verify adequate operation of interface systems over the TxDPS satellite system with the new TLETS
system.
Premise: TxDPS will no longer support LU6.2 for exchange of information with TLETS after September, 2008. The

new TLETS system will require interface systems to communicate using DMPP-2020 with application layer
256-bit AES encryption. TxDPS is offering the use of a testing facility as a courtesy to participants to
reduce downtime upon conversion to the new TLETS system. The interface used in the legacy system is
incompatible with the new TLETS switch. This is not a vendor approval process.

Methodology: Each participant will be allowed to schedule a 22 hour period (2.5 days) to set up and test their interface
system in the TXDPS test bed connecting to the new TLETS switch.

Participant
Requirements:

1. The participant must undergo a fingerprint and name-based TCIC/NCIC check unless he/she is an
employee of a law enforcement agency. Participants who have submitted and passed a background
check for the Security Review Process will not be required to resubmit. TxDPS fingerprint cards and
the TxDPS half sheet must be submitted at least 5 business days prior to arrival at TxDPS
headquarters.

2. The participant must be a TLETS member agency or a vendor working under a valid contract with a
TLETS member agency:

a. The member agency is responsible for making the request for a vendor acting on its behalf.
b. The TLETS member agency must:

e have an existing system interfacing with the legacy TLETS system,

e have plans to develop an interface system with the new TLETS system,

e be under contract to convert a legacy interface to the new interface,

e be under contract to obtain an interface to the new TLETS system.

c. DPS strongly recommends member agencies complete their CJIS Security Packet
prior to participation since TXxDPS will require member agencies to have their CJIS
Security Packet submitted and approved prior to conversion to the new TLETS
system.

3. The system being tested will attempt to establish a connection and exchange information with the
new TLETS system utilizing the DMPP2020 protocol with the required encryption.

4. The participant will supply all office supplies and equipment up to the PES used during testing. This

includes, but is not limited to, servers, software, cables, end devices, software development tools,

pens, pencils, paper, etc.

The system being tested must be able to dynamically turn encryption on/off.

6. The system being tested must be able to dynamically adjust timing parameters such as response
delay and “heartbeat” time.

o

Continued on page 3.
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Facilities:

NP

o

Access to TxDPS facilities will be limited to the test area.

Drinks and/or food will not be allowed in the test area.

Participants are responsible for cleaning up the area prior to vacating the premises.

The TxDPS test area provides test facilities for two participants simultaneously using separate
communication paths. Participants must be willing to share an open area with another participant.
Due to limited physical space, only two representatives from each participant can work on site at a
time.

TxDPS will provide telephone and dial-in capabilities; if used, the participant must supply modem.
TXDPS can capture line traces and make them available to the participant on participant-supplied
media during testing; however, TxDPS will not provide analysis of line traces.

TxDPS Responsibilities:

Process:

Participant
Goals:
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Installation of TLETS core network

Installation and operational test of new TLETS switch
Configuration of test participants within OpenFox

Configuration of TCP/IP ports on the test lab PES units

Notify participants of testing opportunities

Establish and maintain a schedule of test participants and dates

Participants will be provided configuration information prior to their arrival for testing
Upon arrival, TxDPS will assign a test area in which participants can set up.
Come prepared to test — testing will only be allowed during the allotted schedule, this includes set-up
and tear-down. The participant will not plan to develop code on-site at TXDPS headquarters. Upon
arrival at TxDPS headquarters, the participant should be ready to attempt connection.
The test block will be scheduled as either:
a. Monday and Tuesday 8 a.m. until 5 p.m. and Wednesday between 8:00 a.m. and 12:00 p.m. OR
b. Wednesday 1:00 p.m. until 5:00 p.m. and Thursday and Friday between 8:00 a.m. and 5:00 p.m.
If the testing is not successful, the participant may request an additional block of time as available.
All scheduling will be on a first-come-first-serve basis.
TxDPS may scan participant computers for virus’, trojans, and worms.
TxDPS may track successes and/or failures in an Excel spreadsheet.

TxDPS cannot set goals for the participant, however, TXDPS recommends that response times and
transaction loads be tested. It is recommended that the system being tested achieve:

1. simulation of 40 queries per minute

2. the ability to process all TLETS transactions used by the representative member agency(ies)

3.  meet NCIC and 111 response time requirements as dictated in the Introduction Section of the
NCIC Operating Manual.

|
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Sep 07, 2005 By News Staff

The Texas Department of Public Safety awarded Indentix Inc. an exclusive contract to provide statewide electronic
fingerprinting services and related processing for licensing and employment purposes for the state of Texas.
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In addition to fingerprinting services, ldentix will also provide to TXDPS photo capture and submission for each
applicant. The award to Identix Identification Services (11S) is for an initial three year period with up to two three-
year extensions.

With the implementation of new state and federal laws requiring the fingerprinting of teachers, enhanced
background check requirements on drivers of hazardous materials (HAZMAT), and various other requirements,
Texas expects to process at least 200,000 to 300,000 non-criminal justice fingerprint-based electronic submissions
each year.

Under the terms of the contract, I1S will schedule, collect and submit electronic fingerprint images and
demographic information from applicants throughout the State for a wide range of public and private employers,
HAZMAT drivers, foster and adoptive parents, volunteers, non-profit youth services organizations, as well as a
broad array of licensed professionals obligated by law to undergo criminal background checks as a condition of
licensing or employment. The data collected by 11S will be pre-encoded and electronically transmitted to the
TxDPS Criminal Records Service for search of the State's Automatic Fingerprint Identification System (AFIS).

Once operational, Texas agencies, businesses and applicants will be able to schedule a fingerprinting appointment
at one of I1S' Texas fingerprinting centers by calling 888-467-2080 or via the 1S website at www.identix.com/iis.

I1S also provides statewide electronic fingerprinting services to Missouri, Michigan, California, Illinois and
Tennessee. Source: http://www.govtech.net/news/news.php?id=96542

[Ricle Glilhe Weaves @G TellecemmmmnuimicatGor [Bayv
Tescams APCO® 2008 Statie Comifereme®

Corpus Clhristl, Tescas

@ettalber 2=5;, 2005

Come join us at the semi annual APCO Conference, many guest speakers and vendors hall all located at the Omni Corpus
Christi - Bayfront Tower. Contact the OMNI at 1-800-THE-OMNI to secure your reservations. For more information go to the
Texas APCO home page at: www.texasapco.org

| - - - - - - - - - - - - - |
CONCEALED HANDGUN UPDATE
The state of Texas has signed a proclamation recognizing the concealed handgun licenses issued by Missouri. Missouri law
already provides recognition of valid handgun licenses from Texas. Note: The Missouri “permit” is actually an endorsement
on a regular Driver License or non-drivers license issued with a “concealed carry endorsement” on the face of the license. The
endorsement appears in red letters above the photo and reads “CCW until (expiration date of endorsement.) For questions
about the reciprocal recognition of concealed handgun licenses, contact the Concealed Handgun Legal section at
512.424.5842.

I ————————
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U.S. Department of Justice
Federal Bureau of Investigation

Violent Gang and
Terrorist Organization File

VGTOF UPDATE

On August 2, 2005 the FBI revised Handling Code caveat for terrorist subjects listed in NCIC VGTOF information. As a
result of this modification caveat Handling Codes 3 & 4 have made these modifications effective July 29, 2005.

Handling Code 3

***DO NOT ALERT THIS INDIVIDUAL TO THIS NOTICE ***

The person queried though this search may be an individual identified by intelligence information as having possible ties
with terrorism. Contact the Terrorist screening center at (866) 872-9001 for additional identifying information available to
assist you in making this determination.

Do not arrest this individual unless there is evidence of a violation of Federal, State or local statutes. Conduct logical
investigation using techniques authorized in your jurisdiction and ask probing questions to determine if this individual is
identical to the person of law enforcement interest.

Warning — Approach with caution
Handling Code 4

***DO NOT ALERT THIS INDIVIDUAL TO THIS NOTICE.***

The person queried through this search may be an individual identified by intelligence information as having possible ties
with terrorism. Contact the terrorist screening center at (866) 872-9001 for additional identifying information that may be
available to assist you in making this determination. Do not arrest this individual unless there is evidence of a violation of
federal, state or local statutes. Attempt to obtain sufficient identification information to positively identify this individual in
a manner consistent with the techniques authorized in your jurisdiction.

Warning — Approach with caution.

If you are a border patrol officer immediately call the NTC.

(Expired License Alert, Partial VIN alert, partial LIC alert, if applicable)
***Do not advise this individual that they are on a terrorist watch list.***
MKE/Terrorist organization member — caution.

The following was deleted from the original caveat.

NOTE: If your contact with this individual warrants further investigation based on circumstances consistent with terrorist
activity, contact the terrorist screening center at (866) 872.9001

MISSING PERSONS & UNIDENTIFIED PERSONS FILE
DNA & DLO FIELDS

Upon obtaining and submitting DNA samples to a laboratory for identification purposes, the entering agency (ORI)
should update the missing or unidentified person record. This information would be entered into the DNA and DLO fields
of the record entry.
The DNA field must be either Y or N (N is the default value).
The DLO field is used to explain the location of the DNA sample, contact information and CODIS number.
Consult the NCIC Operating Manual TOU 03-1, issued 3-19-2003, for proper editing.

Texas Missing Persons Clearinghouse Special Crimes Service 1-800-346-3243

I ————————
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Fall 2005 Sun Outage for Satellite Users

Sun outages take place when a ground antenna's communications link is disrupted by the sun's RF energy. They
occur as a gradual degradation of a signal. During the autumnal equinox, the sun passes through the equatorial
plane. Geostationary satellites are also positioned on the equatorial plane. A sun outage occurs when the ground
antenna views the sun passing behind the spacecraft, much like an eclipse. Many factors effect the duration and
intensity of the sun outage, including antenna size and downlink frequency. The timing of the outage is attributable
to ground site location and spacecraft longitude.

Sun Outage Map

The sun outage map below depicts predictions for fall 2005 sun outages. The Date and Time transit lines represent
the peak period of sun outages during the current equinox season. The Date transit lines are represented in 1-day
intervals, while the Time transit lines (shown for CST) are represented in 1-minute intervals. These outage
predictions need to be considered estimates.

To utilize the map, locate the nearest Date/Time-line intersection to your location. To encompass all sun outages,
additional days and minutes must be added to the peak period. On average, count on +/- 3 days from the peak date
for sun outage impact. Peak duration for your antenna is 4-5 minutes.

Oct. 2

[ L[] 8]
RRERENRE

14:10 14:12 14:14 14:106

Example
Remote sites in the Dallas/ Fort Worth area will experience some signal degradation between 14:12 — 14:17 on

October 2™ — 8", with the peak degradation between 14:14 — 14:15 on October 5.

Impact

During the time that your location is affected by the Sun Outage you may or may not experience a loss of
communication with the TLETS system. Those sites with backup modems and phone lines will most likely not
experience any outages. Those sites that do experience outages will regain communications as soon as the satellite
eclipse has passed.

The entire system will experience signal degradation between 14:12 — 14:16 on October 2" — 6™. This is
when the Austin Hub will be affected by this phenomenon.

I ————————
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NLETS

UPDATES

NLETS AND OPERATION RESPOND INSTITUTE, INC. SERVING YOU!

We are excited to update everyone on the progress of a partnership with NLETS (the international justice and public safety
information sharing network) and Operation Respond Institute, Inc. We have just launched the ability to obtain additional
safety information when running inquiries for HAZMAT (UNN) over NLETS. In addition to that functionality, in the next several
months we will make inquires available by rail car number and chemical name. An officer will be able to enter a rail car
number (they are all unique and never duplicated) and find out if there are hazardous materials inside or not. This is a
tremendous step forward to ensuring officer and citizen safety.

“The Operation Respond Software known as OREIS™ is becoming a one-stop shop for commercial transportation incidents,
whether they be rail, truck or maritime. The integration with NLETS is a partnership between two non-profit agencies designed
to provide law enforcement with additional useful tools for incident response and pre-planning, “said Daniel M. Collins,
President, Operation Respond Institute, Inc.

The new functionality will allow an inquiry to be made on a four (4) digit internationally recognized code called a United
Nations Number (UNN). This number, normally found on a placard on the vehicle, will relate directly to the hazardous
materials therein.

The response will indicate a variety of information including:
chemical name

personal safety precautions

general handling procedures

evacuation parameters and,

I R N [

degree of hazard to public health

Over a period of several months the full suite of OREIS™ software will be offered to NLETS users. OREIS™ software
provides on-scene fire, police and EMS responders with vital information for dealing with rescue, response and counter-
terrorism operations on or around railroads and highways, including those involving hazardous materials.

OREIS™ provides responders with real-time information about the chemical contents of railcars that have been involved in an
incident, schematics for passenger railroads and a host of other life- and time-saving features for emergency responders.

“Secure and immediate access to the live data that Operation Respond provides is so important to the first responder. NLETS
is the best way to get that information to the scene, whether it is a semi-trailer rollover on a highway, or a train derailment in a
rural area. NLETS will get the data where it is needed, “said Steve Correll, NLETS Executive Director.

To retrieve the OREIS™ formats enter “MQ” in the options menu screen and enter the UNN number.
| | | | | | | | | | - | | | |

Legislative Update

The passage of HB 703 September 1, 2005 serves to grant courts authority to obtain a driver record
history on behalf of a person applying for a defensive driving course (DDC.) Upon full
implementation of this process, courts will be given access to a DPS electronic database
independent from TLETS. When the system is up and running courts will directly collect the
requisite fee from the defendant and deposit the fees with the state comptroller. DPS will provide
updates as this process gets closer to being fully implemented. Until this policy is fully implemented
TLETS is not to be used for DDC purposes

I ————————
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BULLETIN BOARD

ALLEN PD

Allen Police Department will host a four day emergency
medical dispatch instructor course October 24-27, 2005.
This Train-the Trainer course is to qualify the instructor
candidate to become a regional emergency medical
dispatch instructor. To register on-line contact
www.neci911 or call 706.216..0002 or contact Sgt.
Conrad Averna 214.509.4338 or
emailscaverna@cityofallen.org $495.00 per person.

BRENHAM EMERGENCY COMMUNICATIONS

BEC is hosting a “crisis call handling” course October 10-
11, 2005. This course is designed for experienced and
inexperienced emergency communications officer. This
course is recognized by TCLEOSE. Register on-line at
www.neci911.com or by phone 706.216.0002.

COLLEGE STATION PD

The College Station Police Department is hosting an
eight hour “weapons of mass destruction advanced
workshop” November 15, 2005. This eight hour course is
designed for front-line and supervisory communications
personnel. Register at 1.800.537.6937 or
www.powerphone.com. $229.00 per person.

COMAL COUNTY SO

Comal County Sheriff's Office is hosting an eight hour
“domestic violence intervention workshop” October 17,
2005. To register on-line www.powerphone or by phone
1.800.537.6937 $189.00 per person.

DUNCANVILLE POLICE DEPARTMENT

Duncanville PD is hosting a two day “Grant Writing
Seminar” October 10-11, 2005. This course will cover
“How to write a Public Safety Grant application” and
“Training and Specific Grants for your Industry”. For
registration contact www.chiefgrants.com/dept. $249.00
per person. $299.00 after September 10™. For local
contact Lt. Mark Livigni 972.780.5036

FRISCO PD

The Frisco Police Department is hosing a 16-hour
PowerPhone advanced fire service dispatch course on
December 1-2, 2005 Registration can be made
www.powerphone.com or local registration contact Kristi
Blue 972.335.5505 $289.00 per person

Continued Bulletin Board

NORTH CENTRAL TEXAS COUNCIL OF GOVERNMENTS

NCTCOG 9-1-1 will be hosting a TCLEOSE #2120 Crisis
Communications Course on October 12-14, 2005. This
course is required for the Texas Intermediate
Telecommunicator Certification. Pre-requisite: Basic
Telecommunicator Certificate. Register at: www.nctcog.org
click on Training Opportunities then 9-1-1 Program
Training. Cost: $55.00 per person/prepaid.

NCTCOG 9-1-1 will be hosting TCLEOSE #3920 Ethics for
Law Enforcement Course on October 21, 2005. This
course is required for Texas Intermediate
Telecommunicator Certification. Cost: $30.00 per
person/prepaid. Register at: www.nctcog.org Click Training
Opportunities the 9-1-1 Program.

NCTCOG 9-1-1 will be hosting TCLEOSE #3802
TCIC/NCIC Full Access course on October 19-20, 2005.
This course is required for the Texas Intermediate
Telecommunicator Certification. Cost: $30.00 per person

prepaid. To register: www.nctcog.org.

NCTCOG 9-1-1 will be hosting TCLEOSE

#3800 Telecommunicators Role in Disaster Course

on October 26, 2005. Cost: $50.00 per person/prepaid.
Register at: www.nctcog.org Click on Training
Opportunities then 9-1-1 Program Training.

WEBSTER PD

The Webster Police Department will-sponsor the
Wicklander-Zulawski & Associates, Inc. seminar on the
Reid method of criminal interviews and interrogation.
There is a 10% discount for departments that register five
or more participants. Contact 1.800.222.7789. $425.00
per person.

ALAMO AREA REGIONAL POLICE ACADEMY

The AACOG Regional Law Enforcement Academy is
hosting a Job Fair on September 29, 2005 at 09:00 A.M.

at 8700 Tesoro Drive in San Antonio. All agency recruiting
officers are invited to attend. Opportunity will be provided to
showcase your department and meet our current
graduating class, 2004-C along with running classes 2005-
A, and 2005-B. Any current officers wising to speak to local
recruiters are encouraged to attend. For more information
contact Ronny Ray at 210.362.5272 or by e-mail
rray@aacog.com.

I ————————
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2" Quarter 2005 Answers
ACCROSS
TRAINING CALENDAR
1. REGCLASS Dirlist
4. MAINE “SOC” help
6. PENNSYLVANIA “SOC” help
10. MNU 10.1
11. RECALL 3.7
IOWA PARK 12. CONTACTPERSON 2.4
October 10-14, 2005 — Region 5 14. BODYSTYLE 4.7
DOWN
KERRVILLE
November 7-11, 2005 — Region 6 1. ROUTINGDIRECTORY . Directory Manual
2. TANKVEHICLE “CDL” help
3. WEBLINKS “DIRLIST” help
AUSTIN ) 5. NRVC “DIRLIST
January 16-20, 2006 — Region 7 7. VEHICLE “DIRLIST
8. CPIC 13.12
CORSICANA i 0 J,bl’h'\’/*'l'()&lg
May 8-12, 2006 — Region - 6 12 CJ 131
13. FED “DIRLIST
The DPS TLETS/NLETS and TCIC/NCIC Basic
Procedures Course #3811 — Contact DPS Austin at

mnemonic address JJ04 or call 512.242.2419 or 2014.
Agencies desiring to attend the three day TLETS
/INLETS Operator’s Course can attend the first three
day of the 40-hour school. Contact by e-mail: NEW AGENCIES ON TLETS

Joanne.jenkins@txdps.state.tx.us.

Note: As of January 1, 2000, all agencies must WHITNEY PD WTNZ
maintain one (1) fully trained DPS certified operator MCALLEN IMMIGRATION CUSTOMS MILZ

per shift. For more information see the TRAINING help
file in TLETS. These schools are conducted in each of

the eight DPS regions during the following months: pIELSUlEDAeiENel=S

Region 1 — December/June BEAUMONT NTF#22 NC5C
Region 2 — January/July BEAUMONT REG. INTELL CENTER ND14
Region 3 — February BRENHAM IND. TF#21 NC6C

Region 4 — March/September

Region 5 — AprillOctober DENVER CITY (LLANO ESTECADO TF) NCBO
Region 6 — May/November EAGLE PASS US CUSTOMS TF#70 NB6C
*Region 7 — Austin DPS Academy HENDERSON NE TF#10 NC48
Region 8 - August HOUSTON HARRIS OCNTF#03 NAE4
MCALLEN COMB GOV TF NB68
SULPHUR SPRINGS TF #39 NC30

NAME CHANGES

PARIS REG SUBSTANCE PROGRAM CHANGED
TO; RED RIVER VALLEY DRUG TF#33 NC3C

I ————————
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3rd QUARTER PLZZLER

Crossword

Across Down
1. Transaction code for the format for making an 1. NLETS ORION Federal agency code for the U3
MLETS CHREI inguiry to an individual agency. Air Force.
3. The fifth itemn in the text of all runaway 2. The abhbreviation used when warrants will he
messages is the af the runaway if issued.
l\a/{] rehended. _ _ 3. This Federal agency provides vehicle registration
4, iz its Canadian provinceterritory code. and drivers license information issued to
10. Every response from the NLETS HAZMAT diplomats.

system advises users to contact this entity in the
event of an actual emergencg.

13. Transaction code for the MLETS CHRI additional
information reply format,

14. The abhreviation ROIR.

16, Texas driver license "EDL" inguiries provide
users with this.

. This type of administrative message is used for
deathfillness message.

. EDC?numbers with prefix 586 were issued from

BIE?

. The city the NLETS Switcher is located in.

. OUne of the two kinds of NLETS help files.

. Chapter 2, Section 2.7 reguires an agency
administratar to report any to DPS Austing

11. The first part of the preamble of a formal

message format,
12.The tg,.ftsje of date inthe TLETS output header an
rinted copies of a mess%ge.
15. Transaction code for the Canadian stolen gun
inguiry format.

0000 - [mn] [ny ]

Created with the help of Waordsheets - sy Qualint.com
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